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New Functions

NEW FUNCTIONS

Additional functions and increased flexibility and user-friendliness are
typical features of every new version of SwyxWare, making SwyxWare
one of the most advanced IP telephone systems on the market.

SwyxWare 14.20- New functions

See ReadMe file:

help.enreach.com/readme/14.00/web/Swyx/en-US/ReadMe.html

Function

Updated Entra ID
integration:

(extended functional-
ity, simplified configura-
tion)

Connection to virtual
voice assistants
(DialoX Bots)

Description

Contact synchronization

Calendar synchronization

Microsoft Teams synchronization

See help.enreach.com/controlcenter/14.20/web/Swyx/
en-US/#context/EntralD

You can create and manage virtual voice assistants (voice
bots) on the DialoX social messaging platform. You can
make these bots accessible by telephone via SwyxWare.
See help.enreach.com/controlcenter/14.20/web/Swyx/
en-US/#context/Botlinks-Overview

Further information on DialoX - Social Messaging:
help.enreach.com/dialox/1.00/social_messaging/
Enreach/en-US/

SwyxWare 14.10 - New functions

Function

Voice message tran-
scription

(SwyxON, Swyx Flex
only)

Advanced configura-
tion of the groups

Description

Voice message transcription is the conversion of incoming
voice messages for users and user groups into text.

This function can be activated and configured in Swyx
Control Center.

See help.enreach.com/controlcenter/14.10/web/Swyx/
en-US/#context/GeneralSettings-System-VoiceBox

You can now define the location and call authorization for
a group.

See 12.2.7 The "Properties..." Dialog The "Advanced"

Tab, Page 223

SwyxWare 14.00- New functions

Function
64-bit

Description

All SwyxServer services are now 64bit executable files. By
default, the installation program stores the 64bit compo-
nents under c:\Program Files\Swyx instead of c:\Program
Files (x86)\Swyx. This applies to new installations and
updates. If you update an existing supported SwyxWare
to v14, the files are stored by default under c:\Program
Files\Swyx.


https://help.enreach.com/controlcenter/14.10/web/Swyx/en-US/#context/GeneralSettings-System-VoiceBox
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Function

New SwyxIt!

Description

The new Swyxlt! has been introduced as a new Windows
client application and offers a modern user interface for

improved usability.

The former Swyxlt! Client was changed to "SwyxIt! Classic"
to differentiate between the new and the classic version

of the client.

Default settings

For new SwyxWare installations, the client mode is set to
"Swyxlt!" by default.

For update installations, the default client mode is set to
"Swyxlt! Classic" in order to maintain continuity for exist-
ing users.

Configuration

Administrators can configure the default client mode for
all users via the Swyx Control Center and adjust this
setting for individual users.

Users with the appropriate function authorization can
switch directly between SwyxIt! and "SwyxIt! Classic"
wechseln.

SwyxWare 13.31- New functions

See ReadMe file:

help.enreach.com/readme/13.00/web/Swyx/en-US/ReadMe.html

Function

Description

Improved emergency call  As of version 13.30, the handling of emergency calls
recognition and handling  has changed, see 8.7 Emergency call

of emergency calls in
Germany

Configuration of the
RemoteConnector for
Swyxlt! Port forwarding

detection, Page 122

Access to Swyx VisualGroups or Swyx VisualContacts
via RemoteConnector for Swyxlt! if these services are
not installed on SwyxServer. See 6.8 Access Visual-
Groups and VisualContacts on a separate server via
RemoteConnector, Page 79.

Function

RemoteConnector for
Yealink

SwyxWare13.28

Function

Complex passwords and
password history

Password reset service

SwyxWare13.27

Function

IMAP4 is no longer
supported

Yealink desk phones can be connected to SwyxON UC
Tenants via the Internet, see
help.enreach.com/controlcenter/latest.version/web/
Swyx/en-US/index.html#context/RemCon_Yealink

Description

Description

From version 13.28, the security standards for
handling user passwords will be increased. The policy
for complex passwords is being expanded. A check is
made to ensure that none of the last three passwords
used are used again, see 7.1.7 Complex

passwords, Page 81

The password reset service in Swyx Control Center
offers the possibility to reset your own password or
the password of a user, see Reset

password:, Page 167

Description

As of version 13.27, voice messages are no longer
managed via IMAP4 on a mail server, but within
SwyxWare. Voice messages can be stored both in the
database and in the file system. They can be listed,
listened to and deleted with different client applica-
tions. This means that voice messages can still be
delivered by e-mail, for example.

The storage location is configured via the Swyx
Control Center, see
help.enreach.com/controlcenter/latest.version/web/
Swyx/en-US/index.html#context/DataStorage


https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/DataStorage
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/index.html#context/RemCon_Yealink
https://help.enreach.com/readme/13.00/web/Swyx/en-US/ReadMe.html
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Function

Changes in the manage-
ment of trunk recordings

Group voice messages

Yealink T31G Support

SwyxPhone L74 and L77
Support

SwyxWare13.00

Function

Swyx Connector for
Microsoft Teams

DCF functions for DECT
800 systems

Description

As of version 13.27, trunk recordings can be managed
by SwyxWare. They can be stored in the database, in
the file system or in an S3 object store. The storage
location is configured via the Swyx Control Center,
see
help.enreach.com/controlcenter/latest.version/web/
Swyx/en-US/index.html#context/DataStorage

As of version 13.27, voice messages can be left on a
group call. See 12.2.6 The "Properties..." Dialog The
"Voice Box" Tab, Page 222

enreach.de/en/products/complete-your-telephone-
system/phones-more/desk-telephones.html

enreach.de/en/products/complete-your-telephone-
system/phones-more/desk-telephones.html

Description

With the Swyx Connector for Microsoft Teams you
can useSwyxlt! functions directly on the Microsoft
Teams Windows interface, see
help.enreach.com/teamsconnector_install/1.00/web/
Swyx/en-US/index.html

DECT 800 systems can be provided quickly and easily
via DCF. DCF also enables better integration of DECT
systems in SwyxWare, see
/help.enreach.com/controlcenter/latest.version/web/
Swyx/en-US/index.html#context/help/DectSystems


https://help.enreach.com/teamsconnector_install/1.00/web/Swyx/en-US/index.html
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/index.html#context/help/DectSystems
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/DataStorage
https://www.enreach.de/produkte/machen-sie-ihre-telefonanlage-komplett/telefone-mehr/tischtelefone.html
https://www.enreach.de/produkte/machen-sie-ihre-telefonanlage-komplett/telefone-mehr/tischtelefone.html
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Introduction

INTRODUCTION

Enreach develops and markets powerful solutions for company teleph-
ony.

In contrast to the old telephone exchanges, the "SwyxWare" telephone
system is a pure software solution, using the existing standard com-
puter platform: telephony thus becomes a network application like your
e-mail system, your ERP system for company data management, or
your CRM system for management of your customer and prospects
database.

What is SwyxWare?
Enreach is a software which turns your computer into a powerful and
user friendly telephony system.

This telephone system can grow almost seamlessly from a few tele-
phone subscribers to company sizes of around 1000 subscribers, sim-
ply by adding licenses and without cost-intensive hardware
replacement.

SwyxWare offers a flexibility and capability for its telephone users, who
can choose freely between a wide variety of telephone terminals.

You'll find details and advice on the efficient use of SwyxWare, interest-
ing use cases and tips and tricks for the operation of more complex
SwyxWare installations, not only in this manual but also on the Enreach
Internet pages at:

enreach.com

About this Documentation
This documentation contains the information necessary for making the

most effective use of the Swyx solution and the advantages it provides.
Who is this Documentation written for?

The SwyxWare documentation assumes that you, as system administra-
tor, know the platforms used and their conventions.

Accordingly, a detailed description of Windows menu calls, for example,
is not included in this documentation, and adequate basic knowledge of
network administration is assumed.

Conventions for the Descriptions

Operating Steps
In this documentation, "click" always means: You click the left mouse
button once.

Double-click: You quickly click twice with the left mouse button.

If the right mouse button is required for an operating step, it will be
indicated explicitly in the text.

"Click with the right mouse button..."

Menu Operation

Instructions which refer to the selection of certain menu entries will be
presented as follows:

Lists | Phonebook...

refers to the menu item "Phonebook...", which you will find in the "Lists"
menu.

The context menu for an element opens when you click with the right
mouse button on the element.

Special design elements

This symbol indicates safety advice: ignoring the advice can lead to material

damage or loss of data.

This represents an advice which should be observed in order to avoid possi-
ble license infringements, misunderstandings, malfunctions and delays in
software operation.


https://www.enreach.de/
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0 This indicates information which should not be skipped.

@ This highlights handy tips, which could be helpful for running the software.

~

These are instructions,

..which prompt the user to perform an action that can also be
performed in several steps (1., 2. etc.).

Online Help

To start the Help system, go to the menu bar and click on "Help | Help
Topics...". Many dialogs contain a "Help" button. To receive help for the
respective dialog, just click on "Help". Alternatively, press the function
key "F1" to start the online help to the respective subject.

Further Information

e For current information on the products, please see our homepage:
enreach.com

® Furthermore, in Swyx Help Center, you will find additional informa-
tion regarding special installation scenarios as well as tips & tricks
for the optimal implementation of your SwyxWare.
service.swyx.net/hc/en-gb

® The latest documentation for all products can be found in the sup-
port area of the homepage:
enreach.de/en/products/support/documentation.html


https://www.enreach.de/
https://service.swyx.net/hc/de
https://www.enreach.de/produkte/support/dokumentationen.html

The Basics Concept of SwyxWare

THE BASICS

Basic technical concepts of SwyxWare

SwyxWare are available in different variants: SwyxWare for installation
in the customer network and the cloud-based variants SwyxWare for
DataCenter and SwyxON which can be reached for the customer from
the computer center.

The descriptions in this manual concern in most cases the product variant
"SwyxWare". Descriptions concerning SwyxWare for DataCenter and
SwyxON are specially emphasized.

SwyxWare for DataCenter and SwyxON

SwyxWare for DataCenter and SwyxON are cloud-based variants of the
SwyxWare telephony system and offer customers optimally scalable
telephony services. The telephony servers remain with the provider for
this purpose and are installed and configured according to the cus-
tomer's wishes.

The customer installs only the telephony clients, either as on the
employees' PCs or as stand-alone IP telephones, e.g. from the Swyx-
Phone family. These telephony clients then connect via IP to the teleph-
ony server managed at the provider. If the customer wishes, his system
administrator can also be allowed to maintain his own telephony
server. SwyxWare Offers the option of administration at various levels,
see 9.3 Administration profiles, Page 143. Each customer company has
its own telephony server. All servers are screened from one another, so
that a customer administrator can only configure his own server.

The telephony services are invoiced using a reporting system, which
takes into account the functional range permitted for the individual
users of SwyxWare. Each user's scope for use is defined by the provider
or by the reseller, with the help of so-called features profiles (9.2 Func-
tion profile, Page 137).

For information on reporting, see 7.5.12 The "Usage Reports"
Tab, Page 102.

CONCEPT OF SWYXWARE

Several components are required for setting up SwyxWare, with Swyx-
Server representing the actual central system component.

Although SwyxServer performs an important central function, this does
not mean a "central bottleneck". In contrast to conventional telephone
systems and IP telephone systems with a central switching unit, Swyx-
Server is only minimally involved in setting up and controlling the call:
SwyxServer essentially takes on elementary functions relating to a con-
nection setup - such as determining the associated IP address for a
number to be called - and establishes its availability, while the actual
call with SwyxWare then takes place directly between the participating
terminal devices. It is therefore easily reconstructed, so that Swyx-
Server satisfies even medium-sized firms and can initiate and control
hundreds of calls in parallel without causing internal "busy" situations.

Due to the fact that not only connection control data but also voice, fax,
or video data are transported as IP packets, SwyxWare retains complete
control at all times over all existing connections. This allows SwyxWare
to easily create, play, or record voice information, for example, during
connection control and depending on the current data structures. In
this way it can function as an automatic announcement system, as an
answering machine, as voice messages, or play any music on hold with
no additional hardware required.

On the subscriber side, SwyxServer recognizes "Users", who can use a
telephone client with suitable handsets and headsets, or various IP
desk telephones.

For SwyxWare a backup server is also available with the option pack,
SwyxStandby which automatically takes over the tasks of the primary
master SwyxServer if this fails.

Also of great importance for a SwyxWare installation is the link to the
existing mail system. SwyxServer saves all voice messages and all fax
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messages as email attachments on the firm's email server, often but
not necessarily a Microsoft Exchange server.

SOFTWARE COMPONENTS

SwyxServer

SwyxServer manages, controls and monitors all functions and services
of the SwyxWare company telephony. Its configuration level in relation
to the maximum number of subscribers and the optimal functions
determines the capability of the overall system.

SwyxWare Administration

The SwyxWare Administration is handled with a supplementary module
(snap-in) to the Microsoft Management Console (MMC) and enables
easy setup and management of SwyxServer and all further SwyxWare
components.

Number Mapping and locations

The concept of Number Mapping and the property "Location", both of
users and of trunk groups, enable extensive flexible arrangement of the
internal number scheme.

See 10 Numbers and Number Mappings, Page 146.

Profiles

With the call permissions, you can define the options for users to make
calls. Forwarding of calls via trunk groups can likewise be restricted with
the help of the call permissions

Feature profiles define the usage of further SwyxWare functions.
Administration profiles define different levels of administration options.

See 9 Profiles, Page 128.

Trunk and Trunk Groups

"Trunk" denotes a connection to another network, e.g. the public tele-
phone network. A connection to another network can be e.g. an "ISDN
trunk", a connection to the Internet an "SIP trunk". Connections or
trunks of the same type are combined to form groups. The trunks of a
trunk group then have the same properties (such as the same connec-
tion protocol or the same rights parameters). The trunks of a trunk
group are thus primarily "capacity expansions" from the user's point of
view, with no further differences for their use. A trunk must always be a
member of a trunk group.

Routing Table

Different trunk groups can be differently prioritized. The result is e.g.
that calls are handled with preference given to a server-server connec-
tion. If this is not available, a lower-priority path is chosen, e.g. an ISDN
trunk.

SwyxIt!

Swyxlt! is the high-performance telephone for your Windows PC. Due to
its freely configurable user interface, Swyxlt! can easily be customized
to meet your personal needs. The call takes place with a handset (usu-
ally with a USB cable attached to the PC) or a headset.

With SwyxIt! in CTI mode (CTI SwyxlIt!), you can control phones from
your computer. There are various functions available to users with
SwyxCTl and SwyxCTl+. See also help.enreach.com/cpe/latest.version/
Client/Swyx/en-US/#context/help/phone_control_CTI_$.

Call Routing Manager

Furthermore SwyxWare offers with the Call Routing Manager an
appointment based call management to deliver incoming calls accord-
ing to different criteria to a subscriber or a group of subscribers in dif-
ferent ways.
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Software services

The SwyxWare installation further consists of a range of services, which
are installed as separate processes together with the SwyxServer or on
a separate server system, if this is desirable or advisable on capacity
grounds. Such services are e.g.

® SwyxGate
for the interface of the IP network to the public telephone network

® SwyxPhoneManager
for controlling the SwyxPhone system telephone family

e SwyxConferenceManager
for supplying telephone conferencing services

® SwyxLinkManager
for operating coupled SwyxServers over a WAN connection and for
linking SIP/ENUM connections

HARDWARE COMPONENTS

As well as the SwyxWare software components, SwyxWare also includes
a range of (optional) hardware solutions.

In addition to Swyx's hardware products, you can also use SwyxWare to
operate third-party devices, provided that these products comply with
international standards. This applies especially to the wide range of SIP
telephones and other SIP devices. Please note, though, that compliant
devices almost always offer a functional scope inferior to comparable
Enreach devices. Because of the broad variety of available devices
Enreach cannot ensure the interoperability.

For information about devices from third party manufacturers, see the
Enreach web pages

enreach.com/products/third-party-provider-products.html

SwyxPhone is a family of IP Desk Phones, which brings the full capability
of a company telephone system via Ethernet to your workstation - inde-
pendently or together with your PC.

SwyxPhone Family

SwyxPhone L6x

The SwyxPhone model series consists of several different models. All
have a telephone display with two, four or more lines, and have other
differing features. These relate to the number of function keys and
speed dials, the handsfree facility, LAN switch integration and much
more.

They all offer comfortable telephony via "Computer Telephony Integra-
tion (CTI)", in collaboration with software clients.

SwyxPhone D8xx

Both these telephones belong to the SwyxDECT 800 and allow cordless
access directly to the SwyxWare installation. The users concerned can
then be reached anywhere. The direct link to SwyxServers means that
the phone functions such as Hold, Call Swap, and also voice messages
are available to the users.

SwyxPhone D5xx
These phones are a part of the SwyxDECT 500 system.

They support HD audio. Maximum 40 base stations can be added in a
network.

SwyxPhone D7xx
These phones belong to SwyxDECT 700.
See App. K: Devices, Page 453.


https://www.enreach.de/produkte/drittanbieterprodukte.html
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1.4 GDPR

For further information on EU GDPR (General Data Protection Regula-
tion) and Enreach, please refer to the Enreach website.
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ONLINE LICENSING

Enreach offers various licensing models that can be tailored to the
needs of your business.

There are following technical ways to licence your software:
® Licensing via license keyLicensing via license key where the purchased
license key is checked once during the installation and

® Online Licensing, which requires a permanent Internet connection
to the Swyx license server to check the validity of the license.

The Online Licensing is not available for SwyxON and SwyxWare for Data-
Center.

The Online Licensing is supported for new installations from SwyxWare
Version 11.50

Ordering

Licenses are ordered via Swyx operator web portal by your service pro-
vider. The number of function profiles or additional functions ordered
by you is licensed, see 2.2 Feature Profiles, Page 21 and 2.3 Additional
functions, Page 24

Using activation key

You must enter the license key, which you received from your provider,
in the configuration wizard during the SwyxWare installation. see 5.4.2
Configuring SwyxWare, Page 54, step (8).

license server

The validity of the licenses is constantly checked by the Enreach license
server. If, for example, the connection between SwyxServer and the
Enreach license server is interrupted due to network problems, the
technical supervisors are automatically informed. Since the licenses are

2.1

2.2

stored locally on SwyxServer, SwyxWare can be operated for a few days
without synchronization with the central Swyx license server.

SUBSCRIBE OR PURCHASE

Online Licensing allows you to chose between the following Variants:
e Swyx Purchasing
® Swyx Flex

Swyx Purchasing

You can purchase features for permanent use.

You can extend the ordered functions at any time, e.g. upgrade the
basic function profile to professional.

To obtain software updates outside the warranty, you must also close an
update agreement with your service provider.

The update agreement can also be closed subsequently. In this case, how-
ever, the full period of use from the delivery date will be invoiced.

Swyx Flex

You can subscribe to the required functions on a monthly basis and use
them flexibly. You can order the corresponding license subscriptions
via your service provider and adjust the scope at any time.

The included software updates keep SwyxWare up to date during the
whole subscription period.

FEATURE PROFILES

The required SwyxWare functions are summarized in feature profiles.
The following function profiles are offered as standard:

® Basic

e Professional

® Premium
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The feature profiles contain the following functions:

Feature Profiles:

Functions Profes-

Basic . Premium
sional

Telephone system and UC functional-
ity

(incl. desktop clients for Windows and
macOS)

Connections: Voice and fax channels
SwyxAdHocConference

SwyxBCR
(Basic Call Routing)

SwyxECR
(Extended call routing)

Swyx Meeting 2

Swyx Mobile
SwyxConference
SwyxRecord

SwyxFax

Voice Message Transcription
Federated Authentication
SwyxCTI+

SwyxMonitor

Swyx VisualContacts

Functions in Detail: Performance features

Function Explanation

SwyxAdHocConference  Dial-in conferences with 3 internal and/or external
participants

Function

SwyxBCR
(Basic Call Routing)

SwyxECR
(Extended call routing)

Swyx Meeting
(Basic version)

Swyx Mobile

SwyxConference

SwyxRecord

SwyxFax

SwyxCTI+

SwyxMonitor

Explanation

Use of the Call Routing Manager.

This is an additional component of Swyxlt! Classic,
which allows the user to define simple call forwarding.

This function contains the full usage of use of the

Graphical Script Editor.. This is an additional compo-
nent of the Swyxlt! Classic software, which offers the

user a comfortable interface especially to clearly
define and illustrate complex rules for call handling.
Certain functions are supplied only by the Graphical
Script Editor, such as the access to email directories,
the creation of queues or the addition of your own

scripts. Itis a significant extension of the Call Routing

Manager.

WeDbRTC-based web conference service.
Maximum 2 participants: 1 host + 1 guest

Integration of mobile phones with "One Number"
concept and telephony via data connections with apps

for Android and i0S

Dial-in conferences with any number of internal and

external participants.

The recording function makes it possible to record,

save and forward telephone calls with the Windows

client. For users with other terminal devices, e.g.
SwyxPhone, SIP phones or GSM phones (or with

Swyxlt! Classic in CTI mode), the conversations can be

recorded directly on the trunk connection.

Use central, server-based fax services with the

Windows client. Sending fax messages from any appli-

cation with a print function.

Makes any phone (e.g. DECT, SIP or analog) an exten-
sion for incoming and outgoing calls with the Windows

client.

Permanent call recording of incoming or outgoing
external calls, silent connection to calls (Silent Call

Intrusion).
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Function Explanation

Swyx VisualContacts Integration of contact information stored in the
various applications in the company (e.g. merchandise
management, CRM or other databases). Fast phone
number identification and contact search directly in
the Windows client.

Voice Message Transcrip-  Automatic conversion of incoming voice messages into

tion text for users. This technology uses speech recognition
(SwyxON, Swyx Flex only)  to analyze the content of the message and convert it
into text.

You must consider the following information when ordering feature
profiles:

Licenses for Clients

The number of telephony clients who can log in to SwyxServer is limited
to four per user. This means that a user can e.g. log on simultaneously
with a desktop client, a SwyxPhone at the workstation, a further Swyx-
Phone in the conference room and via the Swyx Mobile app.

SwyxConference

For using conferences you may have to appropriately extend the num-
ber of calls to a location, see Conference and limitation of the calls to a
location, Page 124

Swyx VisualContacts

The technical prerequisite for this function is the installation of the
ESTOS or C4B application. The corresponding server licenses are not
part of the Swyxlicensing and must be purchased separately.

Group Voice Message Transcription

Automatic conversion of incoming voice messages for groups into text.

The number of "Group Voice Message Transcription" licenses deter-
mines how many groups this function can be activated for.

The number of voice and fax channel licenses defines how many tele-
phone calls or fax transmissions can be carried out in parallel on Swyx-
Server. Voice and fax channels are generally free of charge, but their
maximum number is limited by the following rule:

Voice and fax channels

® The number of voice channels must not exceed the number of
ordered function profiles multiplied by two.

Example:

If you have ordered 50 function profiles, up to 100 voice channels can be
used.

® The number of fax channels may not exceed the total number of
ordered Professional and Premium Functional Profiles.

Example:

If you have ordered 20 Professional and 10 Premium Function Profiles,
you may use up to 30 fax channels.

The number of internal calls, i.e. calls between users of the same Swyx-
Server, is unlimited.

SwyxMonitor

The SwyxMonitor function includes two options: permanent call record-
ing, and intrusion on a conversation (Silent Call Intrusion).

® Permanent call recording
On any trunk connection, the calls for selected internal numbers can
be permanently recorded. It can be specified whether one or both
sides of the conversation are recorded. This option is often used in
call center scenarios for training purposes, or for calls in which
important transactions are authorized.

e Silent Call Intrusion
In a call center, the supervisor can useSwyxlt! Classic to intrude on
an ongoing conversation and listen in, give directions to the speak-
ing call center agent (e.g. advice on presenting the case) or even
actively join in the call.
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You are obliged to adhere to any legal requirements when using the Swyx-
Monitor option pack.

SwyxMonitor-functions are only available when CTl is deactivated.

ADDITIONAL FUNCTIONS

In addition to the function profiles, you can order additional functions
and assign them individually to the users who require such functions.

The number of voice channels must not exceed the number of ordered
function profiles multiplied by two. Some additional functions may only
be ordered with Professional or Premium function profiles.

Example:

You have ordered 50 Basic, 30 Professional and 20 Premium function
profiles. You can additionally order up to 100 System Phones, only up to
50 VisualGroups (Professional + Premium) and only up to 20 Swyx Con-
nector for DATEV (Premium) additional functions.

You may order the following additional functions depending on the
function profiles you have already purchased:

. . Purchased Feature Profiles:
Additional function - - -
Basic Professional Premium

System phone license v v v
Feature Pack for Certified SIP v v v
phones

IBM Notes 4 v v
Swyx Meeting v 4 v
Swyx Analytics by aurenz v v v

» . Purchased Feature Profiles:
Additional function - - -
Basic Professional Premium
Swyx Connector for Microsoft v v v
Teams

Swyx VisualGroups Standard
Swyx VisualGroups Enhanced
Swyx Connector for DATEV

You can assign an additional function to any user. This means that a user with
the Basic function profile, may be assigned additional functions that require
the corresponding number of purchased Professional or Premium function
profiles.

Additional functions: Performance features

Function Explanation

System Phone Additional functions for system telephones (Unify), e.g.
server-based call lists, telephone directories and
extended CTI functions with the Windows client

Feature Pack for Certi- Advanced SwyxWare features, such as CTl, global

fied SIP phones phonebook integration and various system phone
features, with certified third-party SIP phones. The
scope of functions depends on the provider and
telephone model.

Swyx Connector for Integration with Lotus/IBM/HCL Notes, calendar-
Notes based call forwarding, dialling from any contact
database, number identification
Swyx Meeting WebRTC-based web conference service
Maximum 25 participants: 1 host + 24 guests
Swyx Analytics Extension for the analysis of corporate communication
by aurenz on the basis of the generated call data

Swyx Analytics for Micro-
soft Teams
by aurenz
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Function

Swyx VisualGroups
Standard

Swyx VisualGroups
Enhanced

Swyx Connector for
DATEV

Swyx Connector for
Microsoft Teams

Explanation

VisualGroups provides departments with a high call
volume with an optimal queuing solution with
seamless integration into the SwyxIt! Classic user
interface.

Additionally, VisualGroups Enhanced offers a statistics
function.

Integration of Enreach telephony functions in DATEV
applications

Integration of client telephony functions in Microsoft
Teams

You must consider the following information when ordering additional

functions:

Licenses for desk phones

With SwyxWare you can use both, the telephony client and desk

phones.

A separate license is required for each desk phone that is to be oper-
ated using SwyxWare. When telephones, e.g. SwyxPhones, are pur-
chased within a SwyxWare installation, this individual license is
included, i.e. SwyxServer will either recognize the SwyxPhone automati-
cally (Whitelist), see 7.5.5 The "Licenses" Tab, Page 91, or an individual
license for the system phone is included in the package, see Install and
update Whitelist, Page 331.

Desk Phone
SwyxPhone

System Phone
(Phones by Unify)

Certified SIP phones

License type
Whitelist

System phone license (already included)

Feature Pack for Certified SIP phones

If a desk phone cannot log on due to a missing license and no licenses have
been provided, please contact the supplier of this desk phone.

A desk phone license does not include a user license, it only serves to
authorize the system phone to SwyxServer.

If a user is simultaneously logged in to SwyxServer with a SwyxIt! Classic and
a desk phone, he will only need one user license but he will also need a
license for the desk phone if it is not a SwyxPhone.

Swyx VisualGroups

The number of queues used in a customer instance is not limited. A
user can be assigned to an unlimited number of queues with a user
license. In the SwyxWare variant for the installation in the customer
network, the user license is floating based, i.e. only as many user
licenses are needed as users are logged into VisualGroups queues.

Statistics, reporting and wallboards are only included in the Enhanced

version.

Function

Queue

Statistics

Reporting

Administration missed calls

Wallboard

Swyx Visual-
Groups

included

Swyx Visual-
Groups Enhanced

included
included
included
included

included
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Swyx Connector for DATEV

The technical prerequisite for this function is the installation of the
ESTOS or C4B application. The corresponding server licenses are not
part of the SwyxFlex model and must be purchased separately.

Swyx Analytics by aurenz
Extension for the analysis of corporate communication on the basis of
the generated call data

This option package must be ordered for the total number of users of
your system.

Swyx Analytics by aurenz
Extension for the analysis of corporate communication on the basis of
the generated call data

This function must be ordered for the total number of users of your sys-
tem.

DialoX

Information on the licensing of DialoX applications can be found in the
documentation for the respective application or in the license agree-
ment.

EVALUATION INSTALLATION

This evaluation installation is limited to a period of 30 days. Up to five
users can thus use SwyxWare at the same time.

The following licenses are included:

License No. of
Feature Profile "Premium" 5
System Phone 5
Feature Pack for Certified SIP phones 5

2.5

License No. of

IBM Notes

Swyx Connector for Microsoft Teams
Swyx Connector for DATEV

Swyx Analytics by aurenz

SwyxConference

NN U U Ul Ul

Fax channels
Voice channels 10
Swyx VisualGroups Enhanced

Swyx Meeting (basic version) 5

BILLING

With the Swyx purchase model, the invoice is issued once on the deliv-
ery date. An update agreement is invoiced monthly.

The billing for Swyx Flex is carried out monthly according to the usage
report.

You can assign the licensed function profiles to the required users. Only
one function profile can be assigned to each user. Additionally, it is pos-
sible to assign each user an additional function or several different
additional functions to each user. The number of ordered function pro-
files and additional functions will be invoiced.

Example:

You have ordered 20 Premium, 30 Professional and 50 Basic function
profiles. The ordered profiles may be assigned to a total of 100 users.
100 function profiles are recorded accordingly in the usage report.

With online licensing, the ordered number of function profiles is always
taken into account. If you assign the function profile "Deactivated" to a user,
you only release the ordered capacity for another user, it will not influence
the accounting.
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You can configure additional users in advance, even if the number of
@ function profiles ordered is exceeded. Assign the function profile
= "Deactivated" to the new users and order later if required.
See 11.4 Activate/deactivate or delete users, Page 207 and 9.2 Function
profile, Page 137.
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3.1

LICENSING VIA LICENSE KEY

Swyx offers various licensing models that can be tailored to the needs
of your business.

There are following technical ways to licence your software:

® Online Licensing, which requires a permanent Internet connection to
the Swyx license server.

® Licensingvia license key where the purchased license key is checked
once during the installation.

LICENSING PROCEDURE

During the first installation, you will be asked for the license keys. These
license keys are limited to 30 days. The temporary license key is sent to
you as a PDF. Within these 30 days it is possible to receive an unlimited
(permanent) key for your SwyxWare installation by completing registra-
tion.

Permanent license keys can be requested using the SwyxWare Adminis-
tration. In addition to customer data, the hardware information of the
computer on which SwyxWare is installed is recorded in the form of
checksums. The use of checksums ensures that Swyx does not acquire
knowledge concerning your actual hardware information. This data is
then sent to Swyx. Based on this data, Swyx derives an unlimited key for
your SwyxWare installation which is then sent to you. The installation of
SwyxWare onto another system (e.g. due to a failure of the previously
used system) requires that you repeat the registration procedure.

The file which is created when requesting a permanent license key, contains
encrypted information concerning the hardware of the computer on which
the product is installed. Please note that you must create the license key
request on the system you want to use later.

When purchasing additional licenses, it is possible to simply add other
license keys in order to expand an existing license. See 3.2.3 User
license, page 31.

Swyx will only use the recorded data for licensing purposes.

Please see the license conditions included in the package for further
information.

Evaluation Installation

An evaluation installation is limited to 30 days. Up to five users can thus
use SwyxWare at the same time. After purchasing SwyxWare you can
enter a valid license key within this 30 day period using SwyxWare
Administration and after that request a permanent license key via
SwyxWare Administration.

Update Licenses (kb2876)

If you want to update an older version, you need update licenses.
Together with existing licensing, an update license allows a newer soft-
ware version to be installed.

Before a new version is installed, you must have the necessary update
license with the appropriate number of users. SwyxWare will not be availa-
ble again until after input of the update license.

If you want to update an older version, please contact your Swyx partner or
Support.

Number of update licenses

You need update licenses for each of your SwyxWare users.
Example:

If you operate SwyxWare with 100 users, you will need an update license
for 100 users.
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3.1.1

Receipt of Update Licenses

An update license cannot be directly or separately purchased. You can
purchase the Swyx Update Service (SUS) for a specific validity period.
During this validity period you will receive the necessary update
licenses directly from Swyx.

See also 3.1.1 Swyx Update Service (SUS), page 29.

Please note that Swyx will not automatically send you the required update
licenses based on an existing Swyx Update Service (SUS) license. Please
request these by e-mail (license@Swyx.com)..

SWYX UPDATE SERVICE (SUS)

You need a Swyx Update Service license with the same scope for which
you have licensed users. A Swyx Update Service license has a validity
period of up to 3 years. During this validity period you will receive all
necessary update licenses from Swyx with the scope of the existing
Swyx Update Service licenses.

Example:

You have a SwyxWare version with 100 users. Therefore, you need 100
update licenses in order to upgrade to a later SwyxWare version. You buy
a Swyx Update Service license for 100 users for a period of 3 years, and
receive the required SwyxWare update licenses right away. The same nat-
urally also applies for all other required update licenses within the com-
ing 3 years.

The validity period of a Swyx Update Service license begins with the first

permanent server key for your SwyxWare. This can be extended by the

additional purchase of new Swyx Update Service Licenses.

To update from older versions you need an update key.

If you would like to upgrade an older version, you need an update
license that has been specifically created for the desired new version.
You cannot use it to update to any newer version of your choice.

The number of users or voice channels will not be changed during the
update.

For further information, please contact your specialist dealer.
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3.2

LICENSING VIA LICENSE KEY

Swyx offers various licensing models that can be tailored to the needs
of your business.

There are following technical ways to licence your software:

® Online Licensing, which requires a permanent Internet connection to
the Swyx license server.

® Licensingvia license key where the purchased license key is checked
once during the installation.

LICENSING PROCEDURE

During the first installation, you will be asked for the license keys. These
license keys are limited to 30 days. The temporary license key is sent to
you as a PDF. Within these 30 days it is possible to receive an unlimited
(permanent) key for your SwyxWare installation by completing registra-
tion.

Permanent license keys can be requested using the SwyxWare Adminis-
tration. In addition to customer data, the hardware information of the
computer on which SwyxWare is installed is recorded in the form of
checksums. The use of checksums ensures that Swyx does not acquire
knowledge concerning your actual hardware information. This data is
then sent to Swyx. Based on this data, Swyx derives an unlimited key for
your SwyxWare installation which is then sent to you. The installation of
SwyxWare onto another system (e.g. due to a failure of the previously
used system) requires that you repeat the registration procedure.

The file which is created when requesting a permanent license key, contains
encrypted information concerning the hardware of the computer on which
the product is installed. Please note that you must create the license key
request on the system you want to use later.

When purchasing additional licenses, it is possible to simply add other
license keys in order to expand an existing license. See 3.2.3 User
license, page 31.

Swyx will only use the recorded data for licensing purposes.

Please see the license conditions included in the package for further
information.

Evaluation Installation

An evaluation installation is limited to 30 days. Up to five users can thus
use SwyxWare at the same time. After purchasing SwyxWare you can
enter a valid license key within this 30 day period using SwyxWare
Administration and after that request a permanent license key via
SwyxWare Administration.

Update Licenses (kb2876)

If you want to update an older version, you need update licenses.
Together with existing licensing, an update license allows a newer soft-
ware version to be installed.

Before a new version is installed, you must have the necessary update
license with the appropriate number of users. SwyxWare will not be availa-
ble again until after input of the update license.

If you want to update an older version, please contact your Swyx partner or
Support.

Number of update licenses

You need update licenses for each of your SwyxWare users.
Example:

If you operate SwyxWare with 100 users, you will need an update license
for 100 users.
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3.2.1

Receipt of Update Licenses

An update license cannot be directly or separately purchased. You can
purchase the Swyx Update Service (SUS) for a specific validity period.
During this validity period you will receive the necessary update
licenses directly from Swyx.

See also 3.1.1 Swyx Update Service (SUS), page 29.

Please note that Swyx will not automatically send you the required update
licenses based on an existing Swyx Update Service (SUS) license. Please
request these by e-mail (license@Swyx.com).

SWYX UPDATE SERVICE (SUS)

You need a Swyx Update Service license with the same scope for which
you have licensed users. A Swyx Update Service license has a validity
period of up to 3 years. During this validity period you will receive all
necessary update licenses from Swyx with the scope of the existing
Swyx Update Service licenses.

Example:

You have a SwyxWare version with 100 users. Therefore, you need 100
update licenses in order to upgrade to a later SwyxWare version. You buy
a Swyx Update Service license for 100 users for a period of 3 years, and
receive the required SwyxWare update licenses right away. The same nat-
urally also applies for all other required update licenses within the com-
ing 3 years.

The validity period of a Swyx Update Service license begins with the first

permanent server key for your SwyxWare. This can be extended by the

additional purchase of new Swyx Update Service Licenses.

To update from older versions you need an update key.

If you would like to upgrade an older version, you need an update
license that has been specifically created for the desired new version.
You cannot use it to update to any newer version of your choice.

3.2.2

3.2.3

The number of users or voice channels will not be changed during the
update.

For further information, please contact your specialist dealer.

SWYXWARE FOR DATACENTER LICENSING
PROCEDURE

A licensing server is licensed in the same way as SwyxWare is licensed .
During installation a temporary license key is entered, which is made
permanent in the procedure described. A customer installation is then
licensed by a logon to the licensing server. The configured data is
recorded daily, and summarized in monthly usage reports. These are
sent to the service provider and Swyx. The invoicing can be based on
these reports.

The backend server, which is used only for the license management
and reporting, requires a special license.

USER LICENSE

According to the type, the license will be granted either per logged-on
user (SwyxWare), per configured user (SwyxWare for DataCenter) or per
ordered user (SwyxON).

After the installation of an option pack the entire number of user licenses is
reduced to the number of option pack licenses.
Please make sure to acquire a sufficient amount of option pack licenses.

Example:

If you have set up a SwyxWare installation with 100 users, and add a
license for an additional option pack with 80 users, only 80 users can
simultaneously log on to SwyxServer.

Example:
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If there are 100 user licenses and the customer purchases 150 option
pack licenses, only 100 user licenses including option pack will be availa-
ble after adding the keys.

If you find that you have too few users after you have installed an option
pack, you can remove the license for the option pack. You will then have the
original number of users. Please contact your dealer in order to receive an
option pack with a sufficient user quantity.

Does not include an upgrade of the current software version, see Update
Licenses (kb2876), page 28.

In SwyxWare for DataCenter and SwyxON , the allocated functions per con-
figured or ordered user are recorded in the usage report, even if this user is
logged off or deactivated.

In SwyxWare for DataCenter, you can allocate the deactivated user the
function profile "Deaktiviert" ("Deactivated") in order to avoid invoicing the
user.

In SwyxON, the ordered number of users for a function profile is always
invoiced. If you allocate a user the "Deactivated" profile, you only release
the ordered capacity for a different user.

In SwyxON, you can configure further users in advance, even if this means
exceeding the number ordered. Assign the "Deactivated” function profile to
the new users and order later if necessary.

3.2.4

LICENSES FOR CLIENTS

The number of telephony clients who can log on to SwyxServer is lim-
ited to four per user. This means that a User can e.g. log on simultane-
ously with a desktop client, a SwyxPhone at the workstation, a further
SwyxPhone in the conference room and via the Swyx Mobile app.

Licenses for desk phones

With SwyxWare you can use both, the telephony client and Desk
Phones.

A separate license is required for each Desk Phone that is to be oper-
ated using SwyxWare. When telephones, e.g. SwyxPhones, are pur-
chased within a SwyxWare installation, this individual license is
included, i.e. SwyxServer will either recognize the SwyxPhone automati-
cally (Whitelist) or an individual license for the system phone is included
in the package.

Desk Phone

SwyxPhone

License type
Whitelist

System Phone
(Phones by Unify)

Certified SIP phones

System phone license

Feature Pack for Certified SIP phones

If a Desk Phone cannot log on due to a missing license and no licenses have
been provided, please contact the supplier of this Desk Phone.

A Desk Phone license does not include a user license, it only serves to
authorize the system phone to SwyxServer.
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3.2.5

If a user is simultaneously logged on to SwyxServer with a SwyxIt! and a
Desk Phone, he will only need one user license but he will also need a
license for the Desk Phone if it is not a SwyxPhone.

Licenses for Swyx Mobile

The functions of SwyxWare can also be used by mobile devices while

traveling. For this

e the administrator must make the Swyx Mobile option available for
the User (in the user properties on the Rights tab)

e the User himself - or the administrator on his behalf - must activate
the use of Swyx Mobile in the Forwardings on the Mobile Extensions
tab

The Swyx Mobile licenses are individual licenses and are valid for the
number of Users who have activated this option in their call forwarding.

The Swyx Mobile license is an additional license for a User who is already
configured and licensed.

The special User MobileExtensionManager, who is created within SwyxWare
for Swyx Mobile, does not need a separate user license.

LICENSING OF DATA CHANNELS

Voice Channel Licenses

The number of voice channels is licensed. A voice channel is the con-
nection from the own network, where SwyxServer is installed, to a
device connected to another network. A distinction is made according
to the type of voice channel:

® Voice channels via ISDN into the public telephone network or over
SIPGateway trunks are licensed per configured voice channel

3.2.6

e Voice channels via IP to another location (SwyxLink or SIP trunk) are
only charged when an active call exists over this connection

Example:

A SwyxWare installation has 8 ISDN channels. A branch is further linked
in with a maximum of 4 channels (SwyxLink), and a SIP trunk is set up to
a provider with a maximum of 10 channels. Altogether 22 channels are
set up.

In this case at least 9 channels should be licensed.

If 16 channels are licensed, then 8 channels are recorded via the ISDN
trunk, and a further 8 channels are available for simultaneous calls via
the SwyxLink trunk and the SIP trunk. If e.g. all 4 SwyxLink connections
and 4 SIP trunk connections are active, no further call can be initiated via
the SwyxLink or SIP trunk.

The number of internal calls, i.e. calls between users of the same Swyx-
Server, is unlimited.

Fax Channel Licenses

The number of configured fax channels is licensed. No distinction is
made between the fax channel types, e.g. ISDN to the public telephone
network or IP to another site (SwyxLink).

OPTIONS AND OPTION PACKS

For certain use scenarios, supplementary modules are offered which
significantly expand the functional scope of SwyxWare. These supple-
mentary modules can either be added as option packs (e.g. Extended
call routing for all users of a SwyxServer), or as options (single licenses
for a certain number of SwyxFax users).

SwyxBCR (Basic Call Routing)

The option "SwyxBCR" for SwyxWare for DataCenter includes the use of
the Call Routing Manager.
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SwyxECR (Extended call routing)

This option pack contains the full usage of use of the Graphical Script
Editor.. This is an additional component of the SwyxIt! software, which
offers the user a comfortable interface especially to clearly define and
illustrate complex rules for call handling.

Certain functions are supplied only by the the Graphical Script Editor,
such as the access to email directories, the creation of queues or the
addition of your own scripts. It is a significant extension of the Call Rout-
ing Manager.

SwyxConference

The option pack offers professional conference management. You can
hold conferences with numerous participants (more than three), and
virtual conference rooms can be set up into which the individual sub-
scribers can dial independently of one another, both from the company
network and from outside.

Please note that in order to use conferences you must appropriately extend
the number of calls to a location.

SwyxAdHocConference

The option "SwyxAdHocConference" for SwyxWare for DataCenter ena-
bles the user to initiate conferences spontaneously with more than
three users. See also Scope of functions in SwyxWare for DataCenter and
SwyxON, page 36.

SwyxRecord

If the "SwyxRecord" option pack is installed, then during a call a user
can independently record the conversation (or terminate this record-
ing) with a click of the mouse. For users with other devices, e.g. Swyx-
Phone, SIP phones or GSM phones (or with SwyxIt! in CTI mode), the
conversations can be recorded directly on the trunk connection.

The option pack "SwyxProfessional" includes the option packs Swyx-
Record, SwyxConference, SwyxECR, Swyx Mobile and SwyxFax available
for all SwyxWare Users.

SwyxProfessional

SwyxMonitor

This function is not available for SwyxON.

The SwyxMonitor option pack requires the SwyxRecord option pack.

The "SwyxMonitor" option pack includes two options: permanent call
recording, and intrusion on a conversation (Silent Call Intrusion).

® Permanent call recording
On any trunk connection, the calls for selected internal numbers can
be permanently recorded. It can be specified whether one or both
sides of the conversation are recorded. This option is often used in
call center scenarios for training purposes, or for calls in which
important transactions are authorized.

e Silent Call Intrusion
In a call center, the supervisor can useSwyxlt! to intrude on an ongo-
ing conversation and listen in, give directions to the speaking call
center agent (e.g. advice on presenting the case) or even actively join
in the call.

You are obliged to adhere to any legal requirements when using the Swyx-
Monitor option pack.
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SwyxMonitor-functions are only available when CTl is deactivated.

Swyx Connector for Swyx Connector for Notes

The Swyx option pack for Swyx Connector for Notes offers the following

functions:

e Direct dialing from Swyx Connector for Notes

e Display Swyx Connector for Notes contacts (for incoming call, from
lists)

® The search function in the Swyxlt! input field and the phonebook
also searches Swyx Connector for Notes contacts

e Name resolution from Swyx Connector for Notes for incoming calls
and for list search

@ Swyx Connector for Notes on the Speed Dial button

SwyxFax

SwyxFax Server is a component of SwyxServer. With this component
you can send and receive fax documents. SwyxFax uses the same con-
nection to the public network as SwyxServer, typically an ISDN trunk.
SwyxFax Server can be installed on the same computer as the ISDN
card of the ISDN trunk, but also on another permanently running com-
puter, which is connected via an IP network to the ISDN trunk (Swyx-
Ware uses the T.38 protocol for secure transmission).

Licenses for SwyxFax Users

The number of SwyxFax Client installations is unlimited. Licensed is the
number of Users who have configured a fax number and configured at
least one fax forwarding (to SwyxFax Client, to an e-mail address or a
printer).

This option allows you to control a third party phone with CTI Swyxlt! or
link with an external phone via its phone number.

SwyxCTI+

The number of Users with this option must be licensed.

Swyx VisualContacts

Swyx VisualContacts is an option which allows a SwyxIt! User to access
various contact data bases via the ESTOS MetaDirectory.

All SwyxIt! Users, who want to use the Swyx VisualContacts upgrade,
need a Swyx VisualContacts license. Swyxlt! retrieves this license during
log on to the SwyxServer, if Swyx VisualContacts is installed.

Swyx Connector for DATEV

Swyx Connector for DATEV is an option that integrates the DATEV
telephony function into SwyxIt!.

Swyxlt! Users who use the integration with DATEV need a Swyx Connec-
tor for DATEV license. Swyxlt! retrieves this license when registering at
SwyxServer, if Swyx Connector for DATEV is installed. Users with a Swyx
Connector for DATEV license do not need an additional Swyx VisualCon-
tacts license.

Swyx Connector for Microsoft Teams
With this option you can use SwyxIt! Use functions directly on the

Microsoft Teams Windows interface.

Feature Pack for Certified SIP phones

Feature Pack for Certified SIP phones is not supported in the standby sce-
nario (SwyxStandby).

This option offers the possibility to use extended SwyxWare functionali-
ties, such as CTI, integration of the global phone book and various sys-
tem phone functions, with certified third-party SIP phones. The scope of
functions depends on the provider and telephone model.
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Swyx VisualGroups

When licensing VisualGroups, the customer can choose one of the fol-

lowing options:

® Licensing per user
The number of queues used in a customer instance is not limited. A
user can be assigned to an unlimited number of queues with a user
license. In the SwyxWare variant for the installation in the customer
network, the user license is floating based, i.e. only as many user
licenses are needed as users are logged into VisualGroups queues.
In SwyxWare for DataCenter configured users and in SwyxON
ordered users are considered.

If licenses for the Enhanced version are active, standard licenses become
invalid.

For example, 1 Enhanced-licensed user and 6 standard users will result in
only one Enhanced license.

Statistics, reporting and wallboards are only included in the
Enhanced version.

Function Swyx Visual- Swyx Visual-
Groups Groups Enhanced
Queue included included
Statistics included
Reporting included
Administration missed calls included
Wallboard included

@ Licensing per number of queues
The number of queues used in a customer instance is not limited.

The documentation for VisualGroups from version 1.1 can be found on
the Swyx website.

3.2.7

Extension for analyzing corporate communication based on the call
data generated by Swyxit!

Swyx Analytics by aurenz

This Option Pack must be ordered for the total number of users of your
system.

Swyx Analytics by aurenz for Microsoft Teams
Extension for analyzing corporate communication based on the call
data generated by Swyx Connector for Microsoft Teams

This function must be ordered for the total number of users of your sys-
tem.

Swyx Meeting (basic version)

WebRTC-based web conference service
Maximum 2 participants: 1 host, 1 guest

Swyx Meeting

WebRTC-based web conference service
Maximum 25 participants: 1 host, 24 guests

Scope of functions in SwyxWare for DataCenter and SwyxON

The options offered by the various option packs are reflected in the fea-
ture profiles, which are assigned to the individual users. If you use
another option, a different feature profile is assigned to the user. This
profile contains the relevant feature and makes it available to the user.

Reporting daily records the functions or cloud profiles used and the
number of users to whom these functions are assigned, along with the
number of installed voice and fax channels and the conference rooms
that have been set up. The cumulative data is sent monthly from the
licensing server both to Swyx and to the provider.

SWYXWARE OPTION PACKS AT A GLANCE

The following option packs are available:



Option Pack

SwyxProfes-
sional

SwyxRecord

SwyxConference

SwyxAdHocCon-
ference

SwyxBCR

SwyxECR
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SwyxWare
Variant

® SwyxWare

® SwyxWare

@ SwyxWare for
DataCenter

® SwyxON

SwyxWare

® SwyxWare for
DataCenter
® SwyxON

® SwyxWare for
DataCenter
® SwyxON

® SwyxWare

® SwyxWare for
DataCenter

® SwyxON

Explanation

Includes the option packs SwyxRecord,
SwyxConference, SwyxECR, Swyx Mabile
and SwyxFax

If the "SwyxRecord" option pack is installed,
then during a call a user can independently
record the conversation (or terminate this
recording) with a click of the mouse (not in
CTI mode!). For users with other devices,
e.g. SwyxPhone, SIP phones or GSM phones
(or with SwyxIt! in CTI mode), the conversa-
tions can be recorded directly on the trunk
connection.

The option pack "SwyxConference" for
SwyxWare offers professional conference
management.

The option pack "SwyxAdHocConference"
offers users the opportunity to initiate 'ad

hoc' conferences with three or more partici-

pants during a call. In SwyxWare, this basic
function is included for three participants of
a conference.

This package contains the full usage of Call
Routing Manager. This is an additional
component of the Swyxlt! software, which
enables complex rule-based call handling
for the user. This option pack is already
included in SwyxWare.

This package contains the full usage of the
Graphical Script Editor. This is an additional
component of the Swyxlt! software, which
offers the user a comfortable interface
especially to clearly define and illustrate
complex rules for call handling.

Option Pack

SwyxMonitor

Swyx Meeting

Swyx Analytics
by aurenz

SwyxStandby

SwyxWare
Variant

® SwyxWare
® SwyxWare for
DataCenter

® SwyxWare

® SwyxWare for
DataCenter

® SwyxON

® SwyxWare

® SwyxWare for
DataCenter

® SwyxON

SwyxWare

Cloud Services in SwyxON

System Functions

Basis system

Fax channel

Conference Room

User functions

Basic user

Explanation

The "SwyxMonitor" option pack includes
two additional options: permanent call
recording, and intrusion on a conversation
(Silent Call Intrusion).

WebRTC-based web conference service

Extension for the analysis of corporate
communication on the basis of the gener-
ated call data

The option pack SwyxStandby offers
enhanced availability of the SwyxWare PBX
through the use of a second redundant
SwyxServer installed on a further Windows
server, which acts as a standby server.

Description

Telephone system functionality and Unified Communica-

tions

T.38 support for sending fax messages

Participation in conferences with any number of internal
and external participants

Description

Basic functionality for users including desktop clients for
Windows and macOS, Call Routing Manager, presence infor-
mation, messaging, Outlook integration, CTl, Voicemail, ad-
hoc conference feature



User functions

System Phone

Mobility

Extended call rout-
ing basic

Extended call rout-
ing User

VisualContacts

CTl+

Recording

Fax

Swyx Connector for
DATEV

Swyx Connector for
Notes

Swyx Connector for
Microsoft Teams

Swyx Meeting

Swyx VisualGroups
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Description

Enables comfortable additional functions for system
telephones such as server based call lists, telephone books
and extended CTI functions for example SwyxIt!

Integration with applications for Android and iOS.

Use of company-wide call routing, e. g. as central call pickup
and distribution or the creation of speech dialog systems
(ACD/IVR)

Creation and execution of complex call diversions with the
Graphical Script Editor individually for each User

Integration of contact information which are saved in the
company’s various applications (e.g. logistics, CRM and
further databases). Fast number identification and contact
search directly in SwyxIt!

Makes a telephone (DECT, SIP or analog telephones) an
extension for incoming and outgoing calls with SwyxIt!

The recording function enables the recording, saving and
forwarding of telephone calls with Swyxt!

Use of central, server-based fax services with SwyxIt!. Trans-
mission of fax messages from all applications with a print
function

Enables direct phone calls from DATEV applications

Integration in Lotus/IBM/HCL Notes, dialing from any
contact databases, number identification

Integration in Microsoft Teams user interface

WebRTC-based web conference service

With Swyx VisualGroups, departments with a high caller
volume receive an optimal queue solution with seamless
integration into the SwyxIt! user interface.

3.2.8

LICENSING OF THE SWYXWARE VARIANTS AT A

GLANCE

SwyxServer
Users

SwyxBCR
SwyxECR
SwyxFax
SwyxPhone
SwyxRecord
SwyxConference
SwyxMonitor
SwyxStandby

SwyxAdHocCon-
ference

Swyx Option Pack
for Swyx Connec-
tor for Notes

Conference
Rooms
(requires Swyx-
Conference)

Voice channels
Fax channels

Swyx VisualCon-
tacts

Evaluation
Installation

1 license

5 licenses
included

5 licenses
5 licenses
2 licenses
5 licenses
5 licenses
5 licenses
included

included

5 licenses

any number

4 channels
2 fax channels

5 licenses

SwyxWare

1 license

Scope of supply
included

Option Pack
Option

Option per phone
Option Pack
Option Pack
Option Pack
Option Pack

included

Option Pack

any number

Scope of supply
Scope of supply
Option

SwyxWare for
DataCenter/
SwyxON

unlimited
pro User
per user
per user
pro User

per user

pro User

peruser

per room set up

per channel
per channel

pro User



Swyx Connector
for Microsoft
Teams

Swyx Connector
for DATEV

Feature Pack for
Certified SIP
phones

Swyx Visual-
Groups Enhanced

SwyxVoicemail
SwyxCTI
SwyxCTI+

Explanation:

Option pack-- All users must be licensed
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Evaluation
Installation

5 licenses

5 licenses

5 licenses

1 queue or 5
licenses

included
included

5 licenses

SwyxWare

Option

Option

Option

Option

included
included

Option

Option-- License per logged-on user

SwyxWare for
DataCenter/
SwyxON

per user
pro User

per user

pro User
per user

per user

included-- License is included in the basic version

per user-- License per configured user

per channel- License per configured channel

Scope of supply-—- Number is fixed with the order

pro phone-- License per phone which was not purchased

from Swyx
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4.1

SYSTEM REQUIREMENTS

Hardware, software, and network requirements, in addition to
the license conditions

Please make certain that the most up-to-date Service Pack from Microsoft is
installed when using the Windows system. Install the security updates pro-
vided by Microsoft on a regular basis.

Please note that the following hardware requirements apply only to a Swyx-
Ware installation. If you want to run other processes on this computer, such
as a file server application, the hardware requirements are different.

Under certain conditions, SwyxWare may be operated on a virtual
machine hardware.

Special requirements apply to the SwyxON components. For more informa-
tion, please contact your provider.

You can obtain more information on this subject from your Enreach
partner or support.

HARDWARE REQUIREMENTS

No special hardware equipment is necessary for the operation of a
SwyxServer or SwyxGate. The software can be run on all standard PCs,
which also support Windows Server. The hardware requirements corre-
spond essentially to those recommended by Microsoft for the use of
these operating systems.

Detailed information regarding the computer equipment can be found
in the Knowledgebase on the Enreach Homepage.

service.swyx.net/hc/en/articles/4404114457618

Please note that SwyxWare only works with the ISDN cards of the SX2 fam-
ily.

Please note that you may need further memory on SwyxServer, especially
for recording conversations, creating own Skins or for defining user rules.

Hard Drive Memory and File System

A complete SwyxWare installation requires approx. 1 GB of hard disk
space. Plus storage space for data generated during operation, e.g.
announcements, voice messages, etc.

Network card(s)

The system requires a network card, which is connected to the network
(LAN, Local Area Network). If there is more than one network card in the
system or if several IP addresses are assigned to one network card, you
must define which IP address SwyxWare should work with. There is a
registry key for this purpose:

Location:

HKLM\Software\Swyx\General\CurrentVersion\Options

Type: REG_SZ

Name: LocalIpAddress

Value: <IP address in the local LAN>
Restart the computer after setting this registry key.
For current information on this topic, see the knowledge base article.

service.swyx.net/hc


https://service.swyx.net/hc/de/articles/4404114457618
https://service.swyx.net/hc

System Requirements Software requirements

4.2 SOFTWARE REQUIREMENTS

Please make certain that the most up-to-date Service Pack from Microsoft is
installed when using the Windows system. Install the security updates pro-
vided by Microsoft on a regular basis.

Special requirements apply to the SwyxWare for DataCenter server compo-
nents.

(A list of supported operating systems can be found in the knowledge-
base article:

Supported operating systems (overview)
service.swyx.net/hc/en/articles/4405218845330

You can obtain more information on this subject from your Enreach
partner or support.

Microsoft .NET Framework

Microsoft .NET Framework 4.7.2 is a prerequisite for SwyxServer and all
other SwyxWare components. It can also be downloaded subsequently
via the Windows update feature, or from the SwyxWare DVD.

SQL Database for the user data

SwyxServer needs a Microsoft SQL database for storing the user and
configuration data. You can choose from a variety of options:
® Microsoft SQL Server Express 2019, 2022
Microsoft SQL Express can be downloaded directly from the Swyx-
Ware DVD.
e Microsoft SQL Server Standard Edition 2019, 2022
For larger installations, e. g. a installation, please use at least Micro-
soft SQL Server Standard Edition.
The database server must be set up before the installation of Swyx-
Ware.

The existing SQL server is not updated in a SwyxWare update.

Mail server
To send welcome and password reset e-mails and voice messages, you
need a SMTP mail server that can be reached from SwyxServer.

SMTP authentication (user name and password) is supported.

Microsoft Exchange Server for Call Management

This function is not available for SwyxON.

With the SwyxWare, Call Routing Manager further offers calendar-
based call management. If you want to use this, you need a Microsoft
Exchange Server or Exchange Web Services to be accessible. In order to
ensure this, we recommend the installation of a Microsoft Outlook Cli-
ent on the SwyxServer.

See: 5.3.3 Installation for Calendar-Based Call Management, Page 51.

Lotus/IVM/HCL Domino Server for Call Management

If you have a Lotus/IBM/HCL environment, you can also carry out an
integration for calendar based call management.

See: App. F: IBM Notes integration, Page 434

Virus Scanner

If you operate a virus scanner on the computer on which SwyxServer is
installed, you should exclude the database files from the scan process.
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4.3 NETWORK REQUIREMENTS

The IP network, in its function as a transport medium, has a significant
influence on the voice quality of the telephone connections. Therefore,
special attention must be paid to the configuration of the network.

All common network topologies are supported (Ethernet 1000BaseT
etc.). TCP/IPv4 must be available as a transfer protocol. Other network
protocols such as IPv6, IPX or ATM are NOT supported by SwyxWare.

Various QoS (Quality of Service) mechanisms are supported in order to
guarantee interference-free transmission of voice data in the network.
These include:

® On TCP/IP protocol level, DiffServ (RFC 2474) is supported.

® Prioritization of the voice data using IEEE802.1p
In order to take advantage of this feature, it is necessary to use net-
work cards which support this standard.

Bandwidth Requirement

In idle mode, packets are exchanged between the clients and the Swyx-
Server, e.g. to update the status signaling.Create a suitable network
environment for SwyxServer

In order for the SwyxWare telephone system to operate smoothly, the
existing network infrastructure is a deciding factor in addition to the
basic software and hardware requirements described above. The fol-
lowing provides a description of an environment that offers optimal
conditions for the functioning of SwyxServer.

It is assumed that we are dealing with a network which is based on a
Windows Active Directory.

General

To create optimal conditions for SwyxServer, the following should be
set up:

® The computer on which the SwyxWare is installed will be configured
exclusively as the telephony server. Other network services, such as
email server, DHCP or DNS server, should not be provided on this
computer.

® SwyxServer contains a permanent IP address.

Infrastructure of the Network

SwyxWare uses the Internet Protocol (IP) to transfer voice and control
data. Each client and SwyxServer computer requires a unique IP
address in the network.

A complete layer2 switched network guarantees an optimal transmis-
sion of the voice and control data, even in case of a large number of
SwyxWare telephone calls or in a network with increased data traffic
(e.g. file transfer, HTTP, FTP), however, this is not obligatory.

The SwyxServer computer or the SwyxGate which has been installed on
a separate computer must be connected to a switch. This will ensure
that there is sufficient bandwidth available for the data traffic between
the telephony clients (Swyxlt! Classic or SwyxPhone) and SwyxServer.

Quality of Service

In order to improve the voice quality, the use of Quality of Service in the
network is advantageous.

For further information see

Support of QoS (Quality of Service)
service.swyx.net/hc/en-gb/articles/360000007840-Support-QoS-Qual-
ity-of-Service- (You may need to be logged in to view the content)

Firewall
Detailed and actual information about the ports used by SwyxWare see

INFO: Which Ports are used by SwyxWare v11
https://service.swyx.net/hc/en-gb/articles/360000566005-Which-Ports-
are-used-by-SwyxWare-v11 (You may need to be logged in to view the
content)

DHCP (Dynamic Host Configuration Protocol)

The use of a DHCP server for the distribution of the IP addresses to the
telephony clients offers the following advantages:

e Unique assignment of IP addresses in the network
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https://service.swyx.net/hc/de/articles/360000566005-Von-SwyxWare-v11-verwendete-Ports
https://service.swyx.net/hc/de/articles/360000566005-Von-SwyxWare-v11-verwendete-Ports

System Requirements Example scenarios

® Automatic transmission of the SwyxServer IP address to the clients
To find out how to install a DHCP server and how to configure it for the

use of telephony clients see 20.1.1 DHCP-Server (Dynamic Host Configu-
ration Protocol), Page 332.

DNS (Domain Name Service)

An Active Directory requires a DNS Server located in the network. The
Active Directory uses DNS as a locator service, which helps to assign the
names of the client's FQDN (Fully Qualified Domain Name), domains,
locations and services in the Active Directory of an IP address.

If the WINS resolution for DNS is activated on the DNS server, the WINS
server will be queried if the name of the client cannot be resolved by
the DNS server.

See 20.1.3 DNS (Domain Name Service), Page 333.

Reserve ports for SwyxWare

Enreach recommends not using SwyxWare on systems which are simul-
taneously DomainController or DNS Server. If you do run SwyxWare on
a Windows DNS Server, Microsoft Security Fixes (patches KB951748 and
KB951746) can cause the Microsoft DNS Server to occupy all IP ports so
that SwyxWare is unable to allocate any more. To avoid such conflicts, a
static range of ports can be reserved, excluding these for random port
requests from applications/services.

For further information, please contact you specialist dealer.

Portforwarding for SwyxRemoteConnector

If SwyxRemoteConnector is used, the company router (NAT gateway)
has to be configured accordingly.

See Port forwarding via router, Page 386.

WINS (Windows Internet Name Service)

The service WINS resolves NetBios names into IP addresses and is
therefore an elementary component of a Windows network. Given this

4.3.1

4.4

4.4.1

fact, this service should already be installed on the Windows Server
located in the network.

See 20.1.2 WINS (Windows Internet Name Service), Page 333.

If the above mentioned components are correctly configured, Swyx-
Ware will be provided with an optimal environment.

OPERATING SYSTEM

The purchase of SwyxWare does not include the operating system soft-
ware necessary for installation and operation. As SwyxWare is based on
Microsoft Windows operating systems, you must be in possession of
such licenses for the computers on which you wish to install SwyxWare
components. Appropriate licenses are needed in order to use a teleph-
ony Client.

In addition to the operating system licenses, so-called "Client Access
Licenses" (CALs) from Microsoft for Windows server systems may be
required.

For further information on the current licensing conditions for Micro-
soft WindowsServers, and access to services provided by such a server,
please see the license agreements for these products and the Microsoft
publications.

EXAMPLE SCENARIOS

In considering the operation scenarios for SwyxWare, you can distin-
guish in principle between two groups - stand-alone installations and
migration scenarios.

STAND-ALONE INSTALLATION

In this case, SwyxWare provides the complete telephony functionality,
i.e. a conventional telecommunication system is no longer necessary.
The user is provided with either a desktop client or a SwyxPhone.
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S0/S2m I
—
; SwyxGate
= SwyxServer
| 1 |
B (B =
SwyxPhone SwyxPhone Client PC

Fig. 4-1: SwyxGate connected to PSTN

The minimum amount of equipment corresponding to a traditional tel-
ecommunication system consists of SwyxServer as the central element,
one or more s or SwyxPhones and SwyxGate as an interface to the
PSTN.

4.4.2

Stand-alone installation with SIP extension

Public telephone network Internet
Y,
| SIP provider
g
SwyxGate -
SwyxServer| = SIP link =—
| 1 |
B (B =
SwyxPhone SwyxPhone Client PC

Fig. 4-2: SwyxServer connected via SwyxGate to PSTN and SIP link to the Internet

The simple installation is expanded here with a link-up to the Internet,
e.g. via an SIP provider. In this case an SIP link can be used for telephon-
ing an external SIP client. See 16 SIP Links, Page 278.

MIGRATION SCENARIOS

Here we have an existing telecommunication system which is used
together with SwyxWare.

The aim is to assign telephone numbers of the same length from within
a possible range of numbers to all internal subscribers, regardless of
whether they are connected to a traditional private branch exchange
(PBX) or they use SwyxWare to place telephone calls. Moreover, all
users should be able to dial an external line using the same procedure
(e.g. "0" for public line access, followed by the destination number in
the public network). For more details on the configuration of the Swyx-
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Gate settings mentioned below and on the configuration of its lines,
please read The "ISDN Ports" Tab, Page 274.

Example 1:SwyxWare as sub-telecommunication system

SwyxGate is connected to the traditional private branch exchange (PBX)
using one line. Calls to A and B will be put through directly by the PBX.
Calls from the public telephone network to C, D and E are forwarded to
SwyxServer by the PBX and delivered from there. Calls from the Swyx-
Ware users C, D and E into the public network are first forwarded to the
PBX. The PBX then forwards these calls to the public network. Internal
calls between A or B and C, D or E stay within the company.

Public telephone network

SW

Telephone system

=l B So/Syn
| A ('E

| .
%

Example 2:SwyxWare in addition to a telecommunications
system

SwyxGate
SwyxServer

ol —
MU III
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Fig. 4-3: SwyxGate connected to PBX

SwyxGate is connected via one line to the traditional private branch
exchange (PBX) and to the public network with a second line.
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This scenario is useful when you are migrating an old PBX over to Swyx-
Ware in order to improve the availability of external lines for SwyxWare
users without having to add more modules to the existing PBX.

Fig. 4-4: SwyxGate to PBX and PSTN

Example 3: SwyxWare with a sub-telecommunication system

A SwyxGate is installed between the public network (PSTN) and the pri-
vate branch exchange (PBX):
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SwyxServer
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Fig. 4-5: SwyxGate connected between PBX and PSTN

Detailed information concerning the configuration of SwyxServer can
be found in App. D: Internal connections (BRI/PRI), Page 417. For infor-
mation on the configuration of ISDN cards for an internal SO connec-
tion, please refer to D.1.2 SX2 in NT Mode, Page 418.
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9.1

SWYXWARE INSTALLATION

Installation or update of SwyxWare

The standard installation procedure for SwyxWare is described in this
chapter.

In SwyxON, SwyxWare is provided by the service provider and requires no
installation and initial configuration by the customer.

If you are updating a currently installed SwyxWare version, please con-
tinue reading in 5.6 SwyxWare Update, Page 65.

Summary of the SwyxServer Installation
Which services belong to SwyxServer
Preparation for Installation

Installation of SwyxServer

Installation of the SwyxWare Administration
SwyxWare Update

Separated Services

SUMMARY OF THE SWYXSERVER
INSTALLATION

The following actions must be carried out in order to successfully install
SwyxWare in your company. You will find references to the detailed
step-by-step instructions for every step.

Make certain that the necessary hardware conditions have
been fulfilled
See 4.1 Hardware Requirements, Page 40.

Preparation
1 Hardware

2 Software Check whether you have the necessary software, e.g. Windows
Server, Firewall or virus scanners.
See 4.2 Software requirements, Page 41.

3 Network Check your network in order to guarantee interference-free

transmission.
See 4.3 Network requirements, Page 42.

4 Installation  For access to the public ISDN (SwyxGate), install the necessary
of the ISDN  ISDN cards. See 75.2 Installation of the ISDN Cards, Page 246.
Cards You will find the necessary test programs in App. E: Tools &

Traces, Page 424.

5 Voice Box For the Voice Box functionality, you need an optional SMTP-
capable mail server. SwyxServer Sends the voice messages via
this to the users.

When installing SwyxWare you will need the name of the mail
server, e.g. mail.company.com.

See Mail server, Page 41.

After the installation of SwyxServer (step 7) the configuration wizard starts
automatically.
Go through all the steps of the Configuration Wizard.

Software Installation

6  Database Install the database for user administration, along with the
necessary software .Net Framework. See 5.3.4 Install Microsoft

SQL Database, Page 52.
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Installation
of Swyx-
Server

Installation
of the Swyx-
Ware
Administra-
tion

Installation
of Swyx
Control
Center

Installation
of Swyx
Visual
Groups

Licensing

Number
plan

Configura-
tion of Swyx-
Server

Software Installation

You must license SwyxWare.

For licensing with a license key, have the license certificate
ready that you received as a PDF file.

See 3 Licensing via license key, Page 30.

For information on Online Licensing, see 2 Online
Licensing, Page 21.

Then install SwyxWare Administration to configure
SwyxServer.

See 5.5 Installation of the SwyxWare Administration, Page 64.
You can also install the SwyxWare Administration on another
computer, see 5.7.7 Installation of a SwyxWare component on an
additional computer, Page 67.

Then install Swyx Control Center to configure SwyxServer.
See 5.4.3 Install Swyx Control Center, Page 59

Then install Swyx Visual Groups.

The current documentation for SwyxVisualGroups can be
found at:
help.enreach.com/docs/manuals/english/VisualGroups.pdf

Configuration

You must license SwyxWare.

For licensing with a license key, have the license certificate
ready that you received as a PDF file.

See 3 Licensing via license key, Page 30.

For online licensing, make sure that an SwyxWare instance has
been created in the operator.

For information on Online Licensing, see 2 Online

Licensing, Page 21.

Plan the topology of SwyxWare before installation, and design
anumber plan (e.g. for company headquarters and branches).
See 10 Numbers and Number Mappings, Page 146.

For details of how to change SwyxServer settings after installa-
tion, please refer to 7 Configuration of SwyxServer, Page 80.

For details of how to set up new users and groups after instal-

Configuration

14 Create users

and groups  lation, please refer to 7.5 Configuring SwyxServer
settings, Page 86.
15  Scripts When carrying out the first configuration, adapt the scripts to

the conditions in the company.
See 22 Scripts, Page 347.

Creating External Connections
® |SDN
Set up the access to the public telephone network (PSTN).
See 15 ISDN connections, Page 245.
® SIP Trunk
You need to have the access data for the relevant SIP pro-
vider. See 16 SIP Links, Page 278.
@ Further connection options:
17 SwyxLink (Server-Server Connection), Page 292
18 ENUM Links, Page 309
19 SIP Gateway Links, Page 321

16  Setting up
connections

Installation of Clients

17 Install a Install the telephony client or telephones of the SwyxPhone
Desktop family on the workstation computers.
Clientand  See 20 Connection of SwyxPhone and Swyxlt!, Page 331 and the

SwyxPhone  Swyxlt! Classic documentation.

Do not under any circumstances change the name of the server computer
after installing SwyxWare.


https://help.enreach.com/docs/manuals/english/VisualGroups.pdf
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Extensions 5.2  WHICH SERVICES BELONG TO
Subsystem  You can now SWYXSERVER
configura- e integrate a sub-telecommunication system.
tion See D.1.4 Connecting a Sub-telecommunication System (Sub-PBX) to
SwyxWare, Page 419 SwyxServer
© Operate Swnya're €52 SUlb-elicaim il Gz i system. In the Windows Server Service Manager you will find the SwyxServer
See D.2 Connection of SwyxWare as Sub-telecommunication System , der th R "] h 4 assi
on a Main Telecommunication System, Page 420. service under the name "SwyxServer". t manages the users an assigns
the calls. The Call Routing Manager scripts and use of the Graphical
SwyxDECT  Integrate a DECT system SwyxDECT 500. Script Editor. scripts are also run here.
500 See SwyxDECT 500.
SwyxDECT  Integrate a DECT system SwyxDECT 800. See SwyxDECT 800. SwyxConfigDataStore
800

General information

Update the operating system and save the database at regular inter-

The "SwyxConfigDataStore" service controls the access to the database
for SwyxServer. All server parameters are stored in the database, such
as user data, trunk parameters, trunk groups, announcements and
scripts.

vals.
SwyxPhoneManager
Backup \S/\/e r;%rgmind ma;iyngsbadl;lbjp cgpi[ezon aPregulferbasis. The "SwyxPhoneManager" service is included in SwyxPhone support. It
copy &€ /. 1Ubacking up the Swyxyware Lotabase, Fage is responsible for the connection of the SwyxPhone Lxxx. SwyxPhone
Updating You will find information on the updating of SwyxWare via the link on cannot be used unless this service is running.
the start page of the SwyxWare Administration, or on the website:
enreach.com/products/support/support-downloads.html SwyxQueueManager
Updateg Install on a regular basis the security updates recommended by This service is required for managing queues via Graphical Script Editor.
from Micro-  Microsoft:
soft .
SwyxLinkManager
Knowledge  Further information on special installation scenarios as well as tips & _ . .
base tricks for the optimal use of your SwyxWare can be found in the The SwyxLinkManager manages all connections that are not made via

support database (Help Center).
service.swyx.net/hc/en-gb

the public network, but rather via IP-WAN connections, e.g.SwyxLink,
SIP or ENUM connections.

SwyxGate

SwyxGate is responsible for the communication with the public tele-
phone network (PSTN). It manages ISDN connections according to
installation via BRI or PRI connection.


https://help.enreach.com/docs/manuals/english/SwyxDECT500.pdf
https://help.enreach.com/docs/manuals/english/SwyxDECT800.pdf
https://www.enreach.de/produkte/support/support-downloads.html
https://service.swyx.net/hc/de
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SwyxRemoteConnector

This service facilitates connections from authorized subscribers to
SwyxWare outside the local (LAN) or virtual private network (VPN).

SwyxConferenceManager

As Conference Manager, this service manages all initiated conferences
and conference rooms. If this service is not active, no conference can be
initiated from this location.

SwyxCTI+

The "SwyxCTI+" is licensed with the SwyxCTI+ option. This option allows
you to control a telephony device with CTI SwyxIt! or to link CTI SwyxIt!
with an external phone via its phone number.

SwyxFax Server and SwyxFax Printer Gateway

These two services belong to the SwyxServer and are licensed with the
SwyxFax option pack. They are used both for receiving and sending fax
documents, and for outputting these documents on a printer.

Swyx Utility Program

The "Swyx Utility Program" service monitors the current processes of
SwyxWare. Each SwyxWare component automatically registers itself
with Swyx Utility Program each time it is started. The Swyx Utility Pro-
gram then checks these components regularly and terminates them if
there is a malfunction. If automatic restart has been configured under
"Restore" in the options of the service, (this is automatically done by the
SwyxWare installation program), WindowsServer will restart these com-
ponents. If the component is terminated manually, it removes the regis-
tration with Swyx Utility Program automatically and no restart will
occur.

SwyxReporting

The service "SwyxReporting" is always installed, but is only activated in
SwyxWare for DataCenter and SwyxON . On the back end server this

5.3

service ensures that the usage reports are sent, see 7.5.12 The "Usage
Reports" Tab, Page 102.

SwyxUaCSTA

This service enables the control of certified SIP telephones via SwyxCTI.

Swyx Management Service

This service provides a REST API that is used by the Swyx Control Center
to configure the SwyxWare.

SwyxMSTeamsPresenceSync

This service integrates the user status of Microsoft Teams into Swyx-
Ware. The display of status information ("Logged out", "Reachable"”,

"Speaking", "Do not disturb", "Away") is synchronized with the data
from MS Teams.

The service is installed by default and is in an inactive state. To use the
corresponding functions you have to activate the service via Swyx Con-
trol Center, see

help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/
index.html#context/help/MSTeams_synch_$

MS Teams Mode

This service supports the integration of Swyxlt! Classic functionality into
Microsoft Teams via SwyxlIt! Classic Connector for Microsoft Teams App.

PREPARATION FOR INSTALLATION

Before you can execute the actual installation of SwyxServer, you must
first take several preparatory steps as system administrator.


https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/MSTeams_synch_$
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5.3.1

USER ACCOUNT FOR THE SWYXWARE
COMPONENTS

The SwyxWare-Components are Windows Server services and should
be own Domain user account or a local Windows user account through
which they have access to system resources. When doing this, please
do not use the predefined, local administrator account, nor another
user account with administrator rights.

SwyxWare is installed and updated by a user with local administrator
rights. The user account for the installation must be allowed to add
domain user accounts to groups.

The configuration or administration of SwyxWare can be executed by a
user who has been assigned corresponding administrator rights in the
SwyxWare Administration. See 9.3 Administration profiles, Page 143. He
does not need to have any local administrator rights.

How to prepare for installation

1 Create a new domain user, e.g. called ‘swyxpbx'.
A domain user account is mandatory if

e SwyxWare components such as, SwyxServer, SwyxGate and
SwyxPhone support are to be installed on more than one
computer,

e Fax documents are to be output to a network printer. In this case,
the user under which the "SwyxFax Printer Gateway" service is
running requires access rights to the network printer, or

e the Calendar-Based Call Management (access to e.g. a Microsoft
Exchange server) is to be used. In this case please execute also
step (2).

2 If you want to use Calendar-Based Call Management within the Call
Routing Manager, you must, before installing SwyxWare, install the
Outlook profile for the SwyxServer user account (‘swyx pbx’), see
5.3.3 Installation for Calendar-Based Call Management, Page 51.

5.3.2

5.3.3

INSTALLATION OF THE ISDN CARDS

If SwyxServer and SwyxGate are to be run together on one computer,
then you must now install the ISDN cards.

Install and configure the ISDN cards and drivers as described in 75.2
Installation of the ISDN Cards, Page 246.

You will find information on the test programs for the ISDN connection
in App. E: Tools & Traces, Page 424.

INSTALLATION FOR CALENDAR-BASED CALL
MANAGEMENT

The following provides a description of the integration of SwyxWare in
an environment with Microsoft Outlook and a Microsoft Exchange
Server.

In order for SwyxWare users to be able to use Calendar-Based Call Man-
agement, the exchange mailbox of the corresponding user must be
entered in the SwyxServer user configuration.

How to configure the Calendar-Based Call Management

Start SwyxWare Administration.
Move to the "Users" directory.

3 Please select a user and click with the right mouse button on the list
entry.

4 In the context menu, select "Properties".
The "Properties of..." window of the user will appear.

5 Click on "Administration..." on the "Preferences" tab.
6 Select the "Advanced" tab.

7 Inthe field "Mailbox", enter the corresponding Exchange user (
Calendar Access, Page 173).

Please note that according to the default settings, Microsoft Exchange

Server or Outlook changes which users make in their Outlook

Calendars will be updated only every 15 minutes and made public for a

six-month period. If this interval is too long or you would like to publish
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appointments for a period longer than 6 months, you must modify the
local Outlook settings for the appropriate user as described in the
following.

How to reduce the update interval

5.3.3.1

5.3.4

1 Start MS Outlook by using the Windows user account of the user to
be configured.

2 In the main menu, under "File | Options | Calendar" click on the
"Free/Busy Options..." button.

3 In the "Authorizations" tab, click on "Free/Busy options".

4 Within the dialog "Free/Busy Options" you can now enter the interval
length for the update and the time period of the appointments to be
published.

5 Then confirm all open dialogs by clicking on "OK".

MICROSOFT EXCHANGE SERVER

If Exchange Server is used, additional requirements apply.

You must create a user in the Exchange Server who uses the same Win-
dows user account ('swyxpbx') under which the SwyxWareservices also
run. See 5.3 Preparation for Installation, Page 50

After this action, SwyxServer can access the Exchange server via the
MAPI interface and the appointment-based call management is
available to SwyxWareusers.

INSTALL MICROSOFT SQL DATABASE

A database is required for the administration of the user data. You can
choose from various options:
® Microsoft SQL Server Express
Microsoft SQL Servers Express can be downloaded directly from the
SwyxWare DVD.
See 5.3.4.1 Microsoft SQL Server Express installation, Page 52.

5.3.4.1

® Microsoft SQL Server Standard Edition

For larger installations, e. g. an installation, please use a Microsoft
SQL Server (e. g. Standard Edition).

The database server must be set up before the installation of Swyx-
Ware.

Please refer to the Microsoft documentation to find out which database
is suitable for your scenario:

learn.microsoft.com/en-en/sql/sql-server/editions-and-components-of-
sql-server-2022?view=sql-server-ver16

MICROSOFT SQL SERVER EXPRESS INSTALLATION

The installation of a Microsoft SQL Server Express is briefly described
below. For further information please refer to the associated Microsoft
documentation.

Microsoft SQL Server Express is installed using the software contained
on the SwyxWareDVD.

Before starting the software, please confirm that there is no SQL Server
installed on the target computer, as this will not be checked by the installa-
tion program.

How to install an MS SQL Server

Start the installation of the MS SQL Server.

2 Click on "New Installation or Addition of Functions to an Existing
Installation".

3 Accept the license agreement and click on "Next>".

4 Accept the installation of the product update and click on
"Continue>".

5 Install the Setup support files by clicking on "Next>".

6 Function selection:
Various function parameters can then be configured.
Click on "Next>".

7 Instance name:


https://learn.microsoft.com/de-de/sql/sql-server/editions-and-components-of-sql-server-2022?view=sql-server-ver16
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You can create an instance name here, if you want to install multiple
database instances on one SQL Server.

It is recommended to keep the default values.

Click on "Next>".

8 Service accounts:
Keep the standard parameters and click "Next>".

9 Account Provisioning:
Choose "Mixed mode" and give the password for the SQL Server
System administrator account. Confirm the password.

10 Click on "Add..." to allow the members of the local administrator
group to access the SQL Server. Click on "Next>".
11 Click on "Install" to start the installation.

The installation wizard now installs the SQL Server with the given
parameters.

If you change the name of the server computer after the installation, please
follow the instructions contained in the following Technet article:
technet.microsoft.com/en-US/library/ms143799.aspx

Make sure that most recent service pack is installed for your SQL Server,
and check regularly, e.g. on the Microsoft Security Website (www.micro-
soft.com/security), if other security-relevant updates for this Microsoft soft-
ware exist; and if so, install them.

INSTALLATION OF SWYXSERVER

The installation program makes SwyxWare installation very easy. If you
have already installed SwyxWare components, such as SwyxServer,
PhoneManager or SwyxGate, then you can modify the selection of
installed components. In this way you can remove or add components
from/to the installation.

5.4.1

You can start the configuration of SwyxWare for DataCenter via command
line with the following command:

"msiexec.exe /i setup.msi HOSTED=1"

See 5.4.4 SwyxServer installation via command line, Page 60.

SWYXWARE - RUN SETUP

The installation of SwyxServer is carried out by a Microsoft Windows
Installer file.

How to perform installation with the help of SwyxWare Setup

Close all Windows applications.

2 Mount the ISO image or unpack the SwyxWare DVD zip file.
In case the setup does not start, double-click on the file autorun.exe,
which is located on the SwyxWare DVD.

3 The SwyxWare Setup start page will appear.
Select "Install SwyxServer".
The system checks whether the necessary requirements have been
installed.

If they are not, you can install them directly from the DVD, by clicking
on the relevant link.

Please follow the instructions and click on "SwyxServer".
The SwyxWare installation will open.
5 Accept the license agreement.
6 Use the Installation Wizard to define the components you wish to
install.
e SwyxServer
handles user administration, and contains as an additional com-
ponent the AutoAttendant. You can individually select the compo-
nents during the installation.
- Auto Attendant
Auto Attendant with support and sales groups
e SwyxConferenceManager
manages all conferences and conference rooms
e SwyxPhoneManager


https://technet.microsoft.com/en-US/library/ms143799.aspx
https://www.microsoft.com/security
https://www.microsoft.com/security
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manages the connection of the telephones (SwyxPhone)
e SwyxGate

for the connection to the public telephone network
e SwyxLinkManager

supplies WAN connections (IP) to another SwyxServer or to a SIP
provider or ENUM

e SwyxMobileExtensionManager
manages the connection of mobile phones
o SwyxCTl+

allows the control of phone devices and external phones via the
phone number

e SwyxRemoteConnector

Facilitates connections to SwyxServer outside a local and/or vir-
tual private network

e SwyxUaCSTA
enables the control of certified SIP telephones via SwyxCTI.
e SwyxFax Server
enables transmission and receipt of fax documents.
e SwyxFax Printer Gateway
enables automatic printing of received fax documents.
e Swyx Trace Tool
manages SwyxWare protocol files and enables the transfer of
these files to the support, see E.5.1 Swyx Trace Tool, Page 428
e Push Notification Service
sends push messages to the mobile apps
The field next to the component selection contains a description of
the selected component, the installation status and the required
memory.
All components listed are installed in the default setting.
If you would prefer not to have a component installed on this
computer (or later, separately), select "Unavailable" from the drop-
down list. If you would like to install the individual components
separately, deactivate the other components in the corresponding
drop-down list.
Memory

With "Memory" you can display the current storage space alloca-
tion of the available disks.

5.4.2

7 Startinstallation:

e Click on "Next>". By clicking on "Install" in the "Start installation"
dialog, the installation process starts. During this process the
required files will be copied and the registration database entries
will be made.

Complete the installation using the Configuration Wizard.

See 5.4.2 Configuring SwyxWare, Page 54.

CONFIGURING SWYXWARE

After the installation the Configuration Wizard starts. Use this Wizard to
define the configuration parameters for the installed components.

The Configurations Wizard can also be started again later in an existing
installation, e.g. in order to make changes to the SwyxWare configura-
tion.

For online licensing, have the activation key that you received from your ser-
vice provider ready.

Please note that the SwyxWare suspends all SwyxWare services. Even
active calls are interrupted. It is not possible to telephone during configura-
tion with the configuration wizard! If the configuration wizard is interrupted,
all services remain suspended. If you quit the configuration wizard, all ser-
vices will be started again.

This is how you configure SwyxWare

Under "Start | Programs | SwyxWare | SwyxWareConfigurations
Wizard " you can start the Configurations Wizard.

1 Connect to SQL Server
Enter here the SQL Server instance on which you want to set up the
database for SwyxWare.
e Windows authentication (Standard)

Select this form of authentication if the user currently logged in
has administrative rights on the SQL Server.
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e SQL Server authentication e Backup*
Alternatively, select authentication with the name and the associ- You can create a backup copy of your database later, see 7.70
ated password of an SQL Server user. Backing up the SwyxWare Database, Page 120.
The Windows user account specified here must have administrator rights Please note that when using an existing database the update of the data-
0 on the SQLServer instance to create a new database. If an existing database 0 base is irreversible. The Configurations Wizard automatically updates the
is to be updated, administrator rights to this database (‘db_owner') are existing database of an older SwyxWare installation. In addition, a backup
required. copy is made before the update of a local database. You can find this
backup copy in the SwyxWare program directory under "C:\Program-
2 Database installation type: Data\Swyx\Backup".
You can choose whether you
e create a database Only local databases can be restored or backed up here. A database
This is only possible if an SQL Server is installed locally. The thatis installed on another computer cannot be backed up or
standard settings are used in this case and the SwyxWare data- restored by the Configuration Wizard. Use the mechanisms provided
base schema is installed. by Microsoft for this.
Enter a name for the new SwyxWare database and a user name 5 Service account:
with password. The user account under which the Configurations Here you set the user account which should be used to start the

Wizard now accesses the SQL Server needs the rights of an SQL
Server administrator ('sysadmin') in order to create the SwyxWare
database.

e use an existing SwyxWare database
Select an existing database from the drop-down list. For this, the

SwyxWare system services (for example 'ippbx’).

A domain user account is required, if

e different components are installed on different computers (e.g. a
separate gateway)

user account specified in step (1) needs at least the rights of a ® SwyxFax Printer Gateway will send printing jobs to a network
database owner (‘db_owner). printer
3 Select database account e The calendar-based call management will be used

SwyxServer needs only restricted rights for database access. If you
have selected an existing database, specify here the user name and
password with which the SwyxServer should access the database.
For the rest of the installation the Configurations Wizard grants the
necessary rights (db_datawriter; db_datareader; IpPbxUser) to the
user account specified here.

4 SwyxServer Database:
e Create... or Update...
Click on "Create..." to create a new local database.

If an existing database was selected, the database schema can be
updated here.

e Restore**

You can also use "Restore" here to restore an existing local data-
base, e.g. from an older SwyxWare installation.

The user name should be selected by using the "Browse" button.
You then only enter the password. The validity of your entries will be
checked by the Setup program. This check may take several seconds.
If there is an error in the entries an error message will appear and
you can repeat the procedure.

If SwyxServer does not need a domain user account, you can let the
Configuration Wizards create a local user account.

The service account will also be added to a locally created group
called 'SwyxWare Services'. This group is used exclusively for the
SwyxWare services.

Service Account Information
The Configuration Wizard gives an overview of the user account
used, and the created group.

7 Licensing (not for SwyxWare for DataCenter)
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If you have selected the standard installation in step (5), you can 11 When you have defined a proxy server, a step for re-testing the
choose between the following licensing types: connection to the Swyx license server appears.
12 If you have activated the programme via Swyx License Server, a step
The selected Licensing type, Online Licensing or Licensing via License Key, to activation via SwyxServer will appear. Click on "Activate".
| cannot be changed afterwards. If you want to select a different type of 13 If the activation has failed, a step to re-check the Internet connection
° licensing after a licensing process has been completed, you must uninstall appears.
and reinstall SwyxWare and the SwyxWare database, see also chapter "Con- Click on "Activate" and/or repeat the activation in Swyx Operator.

figuration of SwyxServer", section "Uninstalling".

e Online Licensing

The Swyx license server sends requests to check the licence pres-
ence. For this purpose, there must be a permanent Internet con-
nection between the license server and your SwyxServer, for

which you can specify a proxy server in one of the following steps

You can also enter the license key later via Swyx Control Center, see also the
0 Swyx Control Center documentation for users, chapter "Editing General Set-
tings", section "Entering License Activation Keys".

The following steps apply only to SwyxWare for DataCenter:

or later, see step (8). Additionally you have to create an instance 14 License Server
for your system in the Swyx Operator Portal. e Use this system as licensing server
e Use the Licensing via license key, see 3 Licensing via license The current system (back end server) is configured as licensing
key, Page 30 server. The SwyxWare for DataCenter license is read in on this sys-
e Test installation (limited license key) tem. All other SwyxWare for DataCenter installations (front end

servers) contact this installation to license themselves in turn. The
reporting service must be activated on this server.

e Connect to a SwyxWare for DataCenter licensing server
Enter here the name of the licensing server. The configured sys-

Use the Licensing via license key, see Evaluation
Installation, Page 28

The following steps only apply to the "Online Licensing" type of

licensing: tem then contacts the licensing server regularly to confirm the
8 Connect SwyxServer to the Swyx License Server license validation.
e Call Transfer 15 Connect to SQL Server reporting database (for SwyxWare for
Click on the button to test the connection to the Swyx license DataCenter backend servers only)
server. Specify the SQL Server instance on which a reporting database was
9 Enter the activation key you received from your service provider. set up. Specify whether the Configurations Wizard should log in

10 You can also use a proxy server for the connection, which you can there with the current user account or with user name and

define in this step or later via Swyx Control Center, see also the Swyx password. For updating an existing reporting database,
Control Center documentation, section "Defining proxy servers". administrator rights (‘db_owner’) on this database are needed in any
e Outbound HTTP Proxy case.
Enter the IP address or DNS name of the proxy server. 16 Reporting database (for SwyxWare for DataCenter backend servers
e Encryption mandatory only)
Select the check box if authentication is required to connect to the Select a previously created reporting database. The user account
proxy server. specified in (15) must be 'db_owner’ in this database.

Enter the user name and password for authentication. 17 Account for reporting database
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The reporting service, which regularly records the license data of all 20 SwyxServer location:
servers, accesses the reporting database with restricted rights. e Time zone
Specify the user name and password for this access. From the selection list, choose the time zone that is applicable for
The following steps only apply to the licensing type "Licensing via the default location of this SwyxServer.
license key": e Own country code
18 SwyxWare licenses Here you define your country code. For the United Kingdom, it is
If you want to insert license keys, click on "Add License...". Another had
window, "Add SwyxWare License Key" will now open. Indicate e Own area code
whether you will enter a limited or a permanent license from your Enter your area code here without the preceding '0', for example,
license certificate (PDF). The limited license key is sent to you as a 20" for London or 161" for Manchester.
PDF. e Prefix for international calls
Enter the limited license key or the name of the file containing the The code for international calls is entered in this field. In Germany,
permanent license key. this code is '00".
Use this step to add all license keys for the options you want to e Prefix for long distance calls
install. Here you enter the digit(s) which must be dialed in order to make

a long distance call. In Germany, the digit required for long dis-
tance calls is always '0".

e Public Line Access

This is the number that SwyxWare users must first dial in order to
make external calls. Default value: ‘0",

If you are licensing a SwyxWare for DataCenter licensing server, you
need only one license key.

The license key (PDF) supplied is limited to a period of 30 days and
includes the number of users and channels you have ordered. After
the key is entered, the corresponding licenses will be shown.

Install SwyxWare with these limited keys and request permanent 21 Create an administrator account to log in to Swyx Control Center.
keys after installation. You then insert this permanent license key 22 Swyx Messenger
into the SwyxServer configuration at this point by activating the From SwyxWare version 12.10 onwards, a new Messenger with a
option "File with permanent license keys", see 7.4 Pre-Configured wide range of functions is available.
Users and Groups, Page 85. For further configuration steps see the Swyx Control Center
If you chose a standard installation, continue with step (19), see 79 documentation, section "Connection to Cloud Services".
Mail server:, Page 57.
The following steps apply to all types of licensing: By default, SwyxIt! Classic accepts connections from Swyx Messenger on
19 Mail server- ! port 5000. This port can be used by another program and Swyx Messenger

will not work.
In this case you can change the address port, see 20.3.4 Swyxlt! Installa-
tion from the Command Line, Page 338

SwyxServer requires an e-mail server to send voice messages, fax
mails and usage reports (for SwyxWare for DataCenter) .

Enter the name of the mail server to be used for email delivery in the
field "Name of the SMTP Mail Server".

Every Email which is sent by the SwyxServer contains the Email
address entered in the field "Voice Box originating address" as the
sender. Enter here the email address of the SwyxWare
administrator, for example.
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- . ) 27 The SwyxWare-database is configured with the parameters entered.
For the provision of the Swyx Messenger / Swyx Meeting service, user- y & P

[ related data will be transmitted to and processed by our order processor, 28 SwyxFax Server Properties
. Voiceworks B.V. (also part of the Enreach Group) on the basis of a corre- Enter here the Fax Station ID of SwyxFax Server.
sponding order processing contract. These products require the transmis- 29 SwyxFax Server configuration overview
sion of various data such as IP address, login data, chat messages, names of The parameters for the SwyxFax- configuration are displayed.

communication partners, dial-in numbers (Swyx Meeting), files sent and
screenshare content (Swyx Meeting) each time they are used. Please note
your duty to inform your users according to Art. 13/14 GDPR.

30 Configuring the fax settings (Not available for SwyxWare for
DataCenter)
The displayed SwyxFax configuration takes place. As many fax
channels are created as licenses are present. The configured Fax
Station ID is configured on all fax channels, and can be changed later
in the properties of the individual fax channels.

23 Active Directory extension
You can integrate the SwyxWare user administration into a Windows
Active Directory environment.

If the log-in user account doesn't have the according rights, please 31 Automatic updating of the system phone whitelist

enter under "Register" a user account (name and password) which You should determine a Windows task for the automatic daily
has the authorization to change the Active Directory configuration, updating of the system phone whitelist.

e.g. a domain administrator account. Activate the "Create scheduled task" checkbox. A new task

"PhoneWhitelistUpdate" is created in the Windows task schedule
and executed once. I. e. the whitelist is updated immediately. See
Install and update Whitelist, Page 331.

24 SwyxPhone Firmware Update

0 This function is not available for SwyxWare for DataCenter.
If you do not activate the "Create scheduled task" checkbox any exisisting

. ! tasks for the automatic update of the whitelist will be removed.
You can automatically update the SwyxPhone software from the FTP
server at Enreach.
If you would like to set up your own FTP server, you can enter the 32 If Internet connections with Swyx Clients should be supported,
required data in the SwyxWare Administration. activate the SwyxRemoteConnector. As of V13.20, RemoteConnector

is no longer configured in the configuration wizard. The required

25 Conference: ‘ _ . settings can be defined in the Swyx Connectivity Setup Tool (SCST),
Define the user under which the ConferenceManager will later log in see 6 Swyx Connectivity Setup Tool, Page 63

to the SwyxServer (default name: Conference).

The user "Conference" is always created. For SwyxWare Conference
rooms and conferences with more than three participants are only
possible if you install the option pack "SwyxConference".

In a SwyxWare for DataCenter area, conferences become possible
with the "SwyxAdHocConference" option.

33 Close the configuration wizard afterwards with "Finish".

All services (SwyxServer, SwyxConfigDataStore, SwyxGate,
PhoneManager, Swyx Utility Program, Conference Manager) will be
started automatically during the configuration and are ready for
operation after the configuration.

26 After installation, set up ISDN trunks in the SwyxWare
Administration. The link to SwyxGate is made via the name of the
computer on which the service was installed.

See This is how you create an ISDN Trunk, Page 267.

If you change the name of the server computer after the installation, please
0 follow the instructions contained in the following Technet article:
technet.microsoft.com/en-US/library/ms143799.aspx


https://technet.microsoft.com/en-US/library/ms143799.aspx
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You will find information on how to install SwyxWare Administration in
5.5 Installation of the SwyxWare Administration, Page 64.

The Configurations Wizard creates a trace file ConfigWiz-<time in for-
mat yyyy.mmdd-hhmmss>.log. You will find this, like all other trace files,
in the directory <common_app_data>\Swyx\Traces. Here, <com-
mon_app_data> is the standard application directory of Windows, e.g.
C:\ProgramData

See also E.5 Traces of the SwyxWare Services, Page 428.

INSTALL SWYX CONTROL CENTER

The installation is carried out by a Microsoft Windows Installer file. Swyx
Management Service provides a REST API that is used by Swyx Control
Center.

If you want to use SwyxWare with third-party products, you need to install
the "Swyx Management Service" component.

How to install Swyx Control Center

1 Close all Windows applications.

2 Start SwyxControlCenter.msi.
The installation assistant for Swyx Control Center appears.

3 Accept the license agreement and click on "Next>".

4 Specify the components you want to install:
e Swyx Control Center
SwyxWare Web-Administration
e Swyx Management Service
Provides a REST API that is used by Swyx Control Center.
The field next to the component selection contains a description of
the selected component, the installation status and the required
memory.
All components listed are installed in the default setting.

If you would prefer not to have a component installed on this

computer (or later, separately), select "Unavailable" from the drop-
down list.

"Not available". If you would like to install the individual components
separately, deactivate the other components in the corresponding
drop-down list.

Memory

With "Memory" you can display the current storage space allocation
of the available disks.

To install Swyx Management Service later, start SwyxControlCenter.msi
again and select the option "Change".

5 If necessary, specify the desired installation path and port to identify
the corresponding network service.

6 Activate the checkbox if you want the shortcut to be stored on the
desktop and click on "Next>".

7 If you have selected the Swyx Management Service component,
enter the IP address of the Config Data Store.

By default, the IP address of the Config Data Store is 127.0.0.1. If the service
is installed on another computer, enter the address of that computer.

8 Click on "Install".

After successful installation you can access Swyx Control Center via the
Windows Start menu or via the URL in a web browser. By default, the
URL for local access is https://localhost:9443/swyxcontrolcenter, see
5.4.5 Installing Swyx Control Center via command line, Page 61.

If you want to access Swyx Control Centerfrom a computer other than the
installation computer, replace "localhost" in the URL with the IP address
and port of the installation computer.

See also 5.4.6 Swyx Control Center use with your own SSL certificates, Page 61.
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5.4.4 SWYXSERVER INSTALLATION VIA COMMAND
LINE

You can also start the installation of SwyxServer by opening it via the
command line. For this type of installation it is always advisable to cre-
ate a log file (msiexec /I or /I*v for a detailed log). Start the installation
with the command "msiexec /i". You can control the scope and the pro-
gress of the installation with certain parameters.

You want to install SwyxServer with all available functions, without fur-
ther user inputs ("silent"):

msiexec /qn /i Setup.msi

You can use the following parameters

Parameter Explanation
msiexec /i Start of installation
Server.msi Name of installation file

Please check that the name of the MSI installation file is correct.

/gn Silent installation
The installation of SwyxServer does not require any user entries. If
you don't use this parameter, the installation wizard is started as for
the normal installation. Each separate step must then be confirmed
with the "Next" button, and the predefined options can be changed.

ADDLOCAL Definition of the functions
You will find the available features and components in the following
table.

/I*v <Name of the log  Generation of a detailed log file during the installation
file> Alog file (*.log) enables you to detect errors during the installation.
The directory to which the log file will be written must already exist.

INSTALLDIR Specification of the installation directory
This option allows you to set the directory in which SwyxServer is to
be installed.

Parameter
/help

Explanation

Help function
This option displays further parameters of the Windows Installer,
which you may be able to use.

The following table contains the functions valid for ADDLOCAL:

Parameter
All

IpPbxSrv

AutoAttendant

ConferenceMgr

FaxPrinterGateway

FaxSrv

IpPbxGate

LinkMgr

MobileExtensionMgr

PhoneMgr

IpPbxUaCSTASrv

IpPbxConnectSrv

Component name

All available options are installed.

SwyxServer, this option MUST be specified, unless you use the param-
eter "All".

Installation of an AutoAttendant including creation of "Support" and
"Sales" groups

SwyxConference
Manages telephone conferences (virtual conference rooms)

SwyxFax Printer Gateway
Enables automatic printing of received fax documents

SwyxFax Server
Provides fax functionality

SwyxGate
Connects IP telephony with classic telephony

SwyxLinkManager
Connects SwyxServers to each other or handles the connection of SIP
providers

SwyxMobileExtensionManager
Connects mobile phones to the telephone system

SwyxPhoneManager
Connects telephone terminal devices to the telephone system

This service enables the control of certified SIP telephones via
SwyxCTI.

SwyxRemoteConnector
Facilitates connections to SwyxServer outside a local and/or virtual
private network
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Parameter

TraceTool
IpPbx3pcc

IpPbxMgmt

FeaturePresenceSyn-
cMsTeams

FeaturePNS

5.4.5

Installation of SwyxServer

Component name

Swyx Trace Tool
Logs activities of the SwyxWare services

With SwyxCTl+, a phone device or an external phone can be
controlled via its phone number

Swyx Management Service
Provides a REST API that is used by the Swyx Control Center to config-
ure SwyxWare.

MS Teams user status information
this service integrates the user status of Microsoft Teams into .

Push Notification Service
sends push messages to the mobile apps

INSTALLING SWYX CONTROL CENTER VIA

COMMAND LINE

Parameter

/passive

/I*v <FileName>.txt

Use this parameter to display the installation progress
bar. No prompts or error messages are displayed. The
installation cannot be aborted.

Explanation

Use this parameter to record the installation process in a
log file.

WEBSITEFOLDER This option allows you to set the directory in which the
IS-Website is to be installed. Standard value: /swyxcon-
trolcenter

INSTALLPORT This option allows you to set the port for the IS web site,
(from 1 to 65535) default value: 9443.

INSTALLSHORTCUT You can use this option to specify whether a desktop

shortcut is to be stored for the call.
(=0:no, Default value: =1:yes).

5.4.6 SWYX CONTROL CENTER USE WITH YOUR OWN

You can also start the installation of Swyx Control Center by opening it
via the command line. Start the installation with the command "msiexec
/i". You can control the scope and the progress of the installation with
certain parameters, e. g.:

msiexec /i "SwyxControlCenter.msi" /passive /lxv
MyLogFile.txt WEBSITEFOLDER= "C:\Program Files\Swyx"
INSTALLPORT=9443 INSTALLSHORTCUT=1

You can use the following parameters:

Parameter Explanation
msiexec /i Start of installation
SwyxControl- Name of installation file
Center.msi Please check that the name of the MSI installation file is

correct.

SSL CERTIFICATES

SSL certificates are automatically configured during the installation of
the Swyx Control Center. You can also use your own certificate.

How to import your own SSL certificate for Swyx Control Center

1 Search for "Manage computer certificates" in the Windows search
bar and open the certificate manager.

Open Certificates - Local Computer | Personal | Certificates.
3 Open Certificates | All tasks | Import... in the context menu.
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Click on Next.
Select the certificate file from the directory and click Next.
Leave the "Personal" area as the storage destination and click Next.

Click on Finish.
v Your certificate is imported and appears in the Certificates - Local
computer | Personal | Certificates list.

To assign the SSL certificate to the Swyx Control Center port
(default: 9443)

You have imported your own SSL certificate.

1

Search for "Manage computer certificates" in the Windows search
bar and open the certificate manager.

Open Certificates - Local Computer | Personal | Certificates.
Double-click on the imported certificate.
Select the Details tab and click on the Thumbprint field.

@i Certificate *

General Details  Certification Path

Show:  <All> ~

Field Value

B\I‘alid from Friday, 19 May 2006 15:00:01

B\falid to Sunday, 1 January 2040 01:5...

BSubject IpPhx

[=] Public key RSA (1024 Bits)
0500
KeyIlD=4b58ac5e4a363a0c71...
Geedd0 16339750 1adfbd 1ba4. ..

feeddlleaad7f501adfbdibi4f10ct ?685?486:1:11

Edit Properties... Copy to File...

Copy the thumbprint into a text file.

Make sure that the copied thumbprint does not contain any trace
characters.

Start Windows PowerShell as an administrator.

Make sure that no SSL certificate is assigned to port 9443, e.g. with
the following command:

netsh http show sslcert | Select-String ":9443" -
Context 0,10

If an SSL certificate is assigned to the target port, check the
corresponding details:

Here is an example:
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5.4.7

IP:port : 0.0.0.0:9443

Certificate Hash . c44ffecastacl2416d10211@5844897b35e83b00
Application ID : {de6518a4-d341-4528-b5ca-ab4dé3cc5e49}
Certificate Store Name : (null)

Verify Client Certificate Revocation : Enabled

Verify Revocation Using Cashed Client Certificate Only : Disabled
Usage Check : Enabled

Revocation Frechness Time : 0

URL Retrieval Timeout : 0

Ctl Identifier : (null)

Ctl Store Name : (null)

10 You can cancel the assignment of the existing certificate with the
following command:

netsh http delete sslcert ipport=0.0.0.0:9443

11 Assign your own SSL certificate to port 9443:

netsh http add sslcert ipport=0.0.0.0:9443
certhash=<Thumbprint> appid="<GUID>"

Parameter Explanation
<Thumbprint> Thumbprint of the certificate, see steps 4,5,6
<GUID> Application GUID, which you can define yourself, or it is
best to use the following {de6518a4-d341-4528-b5ca-
ab4d63cc5e49}

UNATTENDED CONFIGURATION

In unattended setup, the SwyxWare configuration is run without the
need for inputs in the configuration wizard.

Instead, the configuration settings are stored in the file "Unat-
tended.xml". You will find this file on the SwyxWare DVD in the "Swyx-
Ware" directory.

There is extensive comment in the file to assist with the input of the
parameters.

The "mode" attribute, which you set at the beginning of the file "Unat-
tended.xml", controls how the configuration will be executed - unat-
tended, or with the help of the graphic configuration wizard:

Attribute, Mode Explanation

off The graphic configuration wizard starts automatically
after the SwyxServer installation has run. Unattended
configuration is deactivated.

automatic The configuration takes place unattended with the help
of the stored parameters. The graphic configuration
wizard is deactivated.

manual Neither the unattended configuration nor the graphic
configuration wizard will start. This mode can be used to
start the configuration with the help of a script.

This is how you execute the SwyxWare configuration using the file
"Unattended.xml"

1 Copy the directory "SwyxWare", which is on the DVD under "DVD
Files | Swyx", locally on your computer.

2 Open the file "Unattended.xml" (also in this directory) with an editor.
It is advantageous to use an XML editor.

Before the installation is executed, the file "Unattended.xml" must be in the
o same directory as the file "Setup.msi". This is the only way to ensure a suc-
cessful call of the file.

3 Set the execution mode within the file, and store the configuration
parameters of your choice.
Save the changes.
Close all Windows applications.
5 Make sure that
e Microsoft .NET Framework 4.7.2 and
e Microsoft Visual C++ Redistributables (x86 and x64) are installed.
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is installed. If they are not, you can install them directly from the ® Operating system: Windows 10, Windows 11, Windows Server 2016,
DVD, by clicking on the relevant link. Follow these instructions. You Windows Server 2019, Windows Server 2022 or Windows Server
will find further information on the unattended setup of Microsoft 2025.
.NET Framework in the Microsoft documentation. e Microsoft .NET 4.7.2 Framework

6 Execute the installation of SwyxServer from the command line. See ® Mirosoft Visual C++ Redistributalbes (x86 and x64)

5.4.4 SwyxServer installation via command line, Page 60. e 180MB of free disk space

7 If you have set the execution mode in the file "Unattended.xml" to
"automatic”, the configuration of SwyxWare then takes place
automatically after the installation, unattended in background. How to install the SwyxWare Administration on a Windows com-
Another command line window opens. When the configuration is puter
complete, the window closes automatically.

1 Verify that all prerequisites are fulfilled, see Prerequisites for the
During the installation, your configured file "Unattended.xml" is copied into SwyxWare Administration, Page 64.
the SwyxWare installation directory. If you want to start the graphic configu- 2
ration wizard once again later, you must first set the execution mode within
the file to "Off", before calling the wizard. Otherwise the call of the graphic
configuration wizard will remain suppressed, and the unattended configu-
ration will be run once again.

Mount the ISO image or unpack the SwyxWare DVD zip file.

The Setup program will start automatically.

In case the setup does not start, double-click on the file autorun.exe,
which is located on the SwyxWare DVD.

The SwyxWare Setup start page will appear.

3 If the necessary preconditions are satisfied, click on "Install

5 ) 5 INSTALLATION OF TH E SWYXWARE E)vgz);\gjirnegédnr:Lneiscttrjif‘?nr:"system, the 32bit or 64bit variant is
ADMINISTRATION installed.

4 The installation start page for SwyxWare Administration will appear.

The administration of a SwyxWare installation is done using a snap in Click on "Next>".

module for the Microsoft Management Console, the SwyxWare Admin- 5 Accept the license agreement.
istration. Click on "Next>",

Start the installation of the SwyxWare Administration after the Swyx- 6 Read the latest information.
Ware installation. You can additionally install the SwyxWare Administra- Click on "Next>".

tion on further computers in the network and administer SwyxWare

7 Select the components to be installed, here "SwyxWare
Administration":

e SwyxWare Administration
Is used for the configuration of SwyxServer. Additional compo-

remotely.

Prerequisites for the SwyxWare Administration

The following prerequisites apply for the installation of the SwyxWare nents you will find here are Call Routing Manager and Graphical
Administration: Script Editor, which are used for creating scripts.
- Desktop link

Please specify whether you would like to create a desktop short-
cut.
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9.6

e PowerShell support
Installs the PowerShell expansion for SwyxWare.
See E.1 PowerShell support, Page 424.
- Script execution rule
Sets the script execution rule for Windows PowerShell to "All-
Signed". Only scripts generated by a trustworthy author can be
executed. This option is necessary for SwyxWare PowerShell sup-
port and must be activated.
e AD Integration
Installs the interface for the SwyxWare Active Directory integra-
tion. See 11.6 Configure users in the Windows user
administration, Page 209.
You can view the hard disk memory usage here, and specify the
installation directory for the SwyxWare Administration.

8 Start the installation.
The installation will be performed automatically. The SwyxWare
Administration is then available to you.

Installation of the Active Directory extension
The component "Active Directory Extension" is a native 64bit module,
therefore it requires the 64bit version of the SwyxWare Administration.

If Windows Server is installed as domain controller, the associated tools
(Domain Services tools) are installed by default and links are created
under "Control Panel | Administrative Tools".

If the Windows Server computer is not installed as domain controller,
these tools may be installed subsequently.

SWYXWARE UPDATE

This chapter describes how to update SwyxWare.

In order to update SwyxWare, you must have installed a released ver-
sion of SwyxWare.

Itis not possible to upgrade an installation of SwyxWare to a Swyx-
Ware for DataCenter or vice versa.

5.6.1

5.6.2

The server components of SwyxWare should be updated first, then the
clients.

Please perform a complete data backup before upgrading SwyxWare.

CHANGES BETWEEN THE VERSIONS

Before updating, please back up the database, see 7.10 Backing up the
SwyxWare Database, Page 120, and, if necessary, the directories in
which the fax documents are saved (default setting: "C:\Program-
Data\Swyx\IpBbxServer\Data").

Before you update an existing SwyxWare installation, please note espe-
cially the latest information in the ReadMe:

help.enreach.com/readme/latest.version/web/Swyx/en-US/
ReadMe.html#SwyxServer

PREPARATION

Local administrator rights on your Windows Server are mandatory for
updating the software.

When you update SwyxWare for DataCenter you must update the Reporting
Server before you update the Frontend Server.

As already described in 5 SwyxWare Installation, Page 47, the SwyxWare
server services may run on a local user account, if no SwyxWare ser-
vices are operated on other computers and use the local server. Never-
theless it is recommended to run the services on a domain user
account. In this case name and password of the domain user account
are required for an update.


https://help.enreach.com/readme/latest.version/web/Swyx/en-US/ReadMe.html#SwyxServer
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5.6.3

An existing installation can be simply updated by starting the SwyxWare
setup. If a SwyxServer is also running on SwyxGate it is necessary, for
preparing upgrade of your ISDN card drivers, to stop the SwyxGate ser-
vice and all utilities that access the ISDN card (e.g. Saphir Monitor or D
channel monitor).

UPDATING THE ISDN CARD DRIVERS

SwyxWare also supplies updated drivers for your ISDN cards.

Please update the ISDN card drivers as described in the following.

How to update the drivers for SX2 cards

5.6.4

1 Start the device manager on the "Hardware" tab under "Start |
Settings | Control Panel | System".

2 Under "Network adapter" choose the menu item "Update Driver..."
in the context menu of the SX2 card.
The Hardware Update Wizard is started.

3 Direct the launched wizard to the drivers on the download pages:
https://www.enreach.de/produkte/support/support-
downloads.html#cat_6
The drivers are then updated. All settings remain unchanged.

4 |If further ISDN cards are installed, please repeat steps 1 to 3 for each
card.

Please also check whether the WAN Miniport driver has also been updated,
see Expert configuration - WAN parameters:, Page 472.

EXECUTING THE SWYXWARE UPDATE

The update of your SwyxWare installation or the reinstallation of Swyx-
Ware with takeover of the existing database is executed with the help of
Microsoft Windows Installer.

You may need an update license key for the update. After the update,
please request a permanent license key again in the SwyxWare Admin-
istration, see 7.5.5 The "Licenses" Tab, Page 91.

With online licensing (Purchasing), the permission for an update is auto-
matically checked.

It is not possible to update a SwyxWare to a SwyxWare for DataCenter.

How to update your SwyxWare installation using SwyxWare setup

5.7

1 Mount the ISO image or unpack the SwyxWare DVD zip file.
In case the setup does not start, double-click on the file autorun.exe,
which is located on the SwyxWare DVD.

Select "Install SwyxServer".
Please follow the instructions and click on "SwyxServer".
Follow the instructions provided by the Installation Wizard.

u A W N

You can select the components to be installed.

After a successful installation of the new software the Configurations
Wizard will be started automatically.

For further information on the Configuration Wizards, see 5.4.2
Configuring SwyxWare, Page 54.

6 Following configuration of the SwyxWare, update the SwyxWare

Administration by inserting the SwyxWare DVD, and starting
autorun.exe if necessary.

SEPARATED SERVICES

Individual parts of SwyxWare can also be installed on a computer other
than the SwyxServer, e.g. in order to distribute the computer work load.
The following components can be installed separately from the Swyx-
Server:

e SwyxWare Administration
Is used for the configuration of SwyxServer. The SwyxWare Adminis-
tration can exist more than once in a network and it is configured
using an independent installation program.
See 5.5 Installation of the SwyxWare Administration, Page 64.


https://www.enreach.de/produkte/support/support-downloads.html#cat_6
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SwyxGate

Represents the connection to the public telephone network. The
ISDN card must also be installed on this PC.

See 15.6 Installation of separated Gateways (SwyxGate), Page 275.

SwyxPhone Support

Is for the connection of the telephones to SwyxServer (SwyxPhoneM-
anager). SwyxPhone support can exist more than once in a network.
See 5.7.1 Installation of a SwyxWare component on an additional
computer, Page 67.

SwyxRemoteConnectorServer

Facilitates connections to SwyxServer outside a local and/or virtual
private  network. See  26.1 Internet  connection  via
RemoteConnector, Page 385.

SwyxLinkManager

Used for the link-up of a SIP, ENUM or SIP gateway trunk, or the con-
nection to another SwyxServer via a WAN route.

See 5.7.1 Installation of a SwyxWare component on an additional
computer, Page 67.

SwyxConferenceManager

This helps to manage conferences and conference rooms.
SwyxConferenceManager can exist more than once in a network.
See 5.7.1 Installation of a SwyxWare component on an additional
computer, Page 67.

SwyxFax Server

Enables fax documents to be sent and received. The licensing and
administration of SwyxFax Server is handled centrally by the Swyx-
Ware Administration. For communication, SwyxFax Server uses the
ISDN cards in SwyxGate, which are also necessary for telephony.
See 24.4 Install SwyxFax Server, Page 362.

Only one SwyxFax Server can be set up on a SwyxServer.

5.7.1

e Database

A separated database is supported, i.e. the database can also be
installed on a separate computer.

This component can be installed on a separate computer. See E.5.1
Swyx Trace Tool, Page 428

INSTALLATION OF A SWYXWARE COMPONENT
ON AN ADDITIONAL COMPUTER

To install an additional SwyxWare component, please proceed as in the
case of the installation of SwyxServer, whereby you only select the com-
ponent you would like to install. See 5.4.1 SwyxWare - Run
Setup, Page 53.

Please note that Microsoft .NET Framework and Microsoft Visual C++
redistributables must also be installed for a remote SwyxWarecompo-
nent.

In the case of a reduced installation, use the same domain user account
under which SwyxServer was also installed.

After the installation and configuration, the corresponding services are
started on this computer.

Please note that in the case of a separated installation, the correspond-
ing service must be started on this computer. Otherwise, this function-
ality will not be available.

The administration of the SwyxWare components takes place via the
SwyxWare Administration.

See 7 Configuration of SwyxServer, Page 80.
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SWYX CONNECTIVITY SETUP
TOOL

SwyxWare is equipped with an automatically generated (SelfSigned) TLS
certificate by default. The Swyx Connectivity Setup Tool (SCST) allows
you to equip SwyxWare with an official trusted TLS certificate and
optionally with a unique public server name (Fully qualified Domain
Name, FQDN).

The TLS server certificate allows SwyxWare services and clients to
ensure that you are communicating with the correct server in
encrypted form. Swyx Control Center and the SwyxConfigDataStore ser-
vice also use this TLS certificate on the provisioning interface for certi-
fied SIP phones, SwyxDECT 800 and the REST interface for client
connections.

Currently, SCST does not support SwyxWare services installed on a
machine other than SwyxServer.

RemoteConnector

You can define the settings for the RemoteConnector for SwyxlIt! in the
SCST.

The RemoteConnector for Swyxlt! is a SwyxWare service that enables
and manages the connection of SwyxWare clients to SwyxServer from
the Internet, see 26.1 |Internet connection via
RemoteConnector, Page 385

settings of the RemoteConnector for Swyxlt! have no influence on the
RemoteConnector for Yealink.

Connections to SwyxRemoteConnector are protected not only with a
server certificate, but also with user-specific client certificates. This is
why SwyxRemoteConnector uses its own X.509 root, server and client

External Clients  FQDN
Internal clients  FQDN

Client type

certificates. The RemoteConnector for SwyxIt! Certificates are inde-
pendent of the TLS server certificate of the other SwyxWare services.

You can have RemoteConnector certificates (root and server certificate)
generated and installed via SCST. You can generate client certificates manu-
ally for desired users or have them generated automatically for all users.

Split DNS in the internal network

The clients reaching SwyxServer on the internal network must also use
the unique FQDN for which the TLS server certificate is issued.

It is not recommended that network traffic from clients on the internal
network flow through their network's public IP and Internet router,
rather than directly to SwyxWare. DNS queries for the IP address of the
FDQN must be answered in your local network with the internal IP
address of the SwyxServer.

Target SwyxServer

Address DNS configuration

External IP address

Internal IP address of the SwyxServer

For this purpose, you need to set up a DNS service or server in your
local network.

See 6.7 Configure Split DNS, Page 78

Swyx Connectivity Setup Tool can only be started after the SwyxWare instal-
lation and its initial configuration in the SwyxWare configuration wizard has
been done.

On the SwyxDECT 800 base station (Ascom) you have to install the TLS root
certificate yourself, see 6.5 Install TLS root certificate on DECT 800 base
station, Page 76
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If you equip SwyxWare with a trusted TLS certificate, you must ensure that
SwyxServer and all clients that connect to SwyxWare receive the correct
date and time. See also service.swyx.net/hc/en/articles/360000014639-
SwyxPhones-need-correct-time-for-connections-to-the-SwyxServer-

If you are running a Windows domain on your internal network, the date
and time on the Windows server and clients are already correctly synchro-
nized.

See Application scenarios of SCST:

Application scenarios of SCST:
You can use SCST for the following purposes:

1) Obtain TLS certificate from Let's Encrypt (automatic certifi-
cate mode)

In this case SCST determines the currently used public IP address of
SwyxServer and registers an FQDN within the SwyxON DNS service.
SCST requests for this FQDN a TLS server certificate free of charge
from the service provider Let's Encrypt (letsencypt.org) and
installs the certificate in the SwyxWare, see 6.7 Use TLS certificate
from Let's Encrypt, Page 69

The prerequisite for this is that online licensing is used, see 2 Online
Licensing, Page 21

Certified SIP phones (Yealink) support the TLS certificate from Let's Encrypt
and do not require additional TLS configuration.

2) Use your own TLS certificate (manual certificate mode)

If you prefer to use your own TLS certificate or one purchased from a
commercial certificate authority (CA), SCST will help you to install it,
see 6.2 Use own TLS certificate, Page 72

When selecting this option, note that you must be in charge of your own
DNS zone and the public IP address of your network must be resolved by a
unique registered FQDN.

Certified SIP phones (Yealink) support TLS certificates from recognized
o certificate authorities (CA): https://support.yealink.com/en/portal/doc-

Detail?documentCode=90ef402d65392bc5

If you use a certificate from the listed certificate authority, no additional TLS

configuration is required on Yealink devices.

If your TLS certificate is not supported by Yealink, you need to install the
corresponding root certificate on each SIP phone, see 6.6 Install TLS root
certificate on Certified SIP phones, Page 77

3) Configure SwyxRemoteConnector only

If you want to continue using the SelfSigned certificate, or if you
already have a TLS certificate installed, you can also use SCST to set
only the RemoteConnector parameters.

See 6.3 RemoteConnector Configuring, Page 74

6.1 USETLS CERTIFICATE FROM LET'S
ENCRYPT

If your SwyxWare is licensed online, you have the possibility to get a
unique server name (FQDN) from the SwyxON DNS service. SCST
requests for this FQDN a TLS server certificate from the Let's Encrypt
service and installs it in SwyxWare.

See also Let's Encrypt/how-it-works


https://support.yealink.com/en/portal/docDetail?documentCode=90ef402d65392bc5
https://support.yealink.com/en/portal/docDetail?documentCode=90ef402d65392bc5
https://letsencrypt.org/de/how-it-works
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SCST handles the communication to the SwyxON DNS service and Let's
Encrypt service and completes the certification in a few steps.

The TLS certificate is automatically updated by SCST before the expira-
tion date. For this purpose, a scheduled process is registered in Win-
dows that regularly checks in the background whether the TLS
certificate is about to expire.

FQDN validation

In order for SCST to request the TLS certificate from Let's Encrypt and
update it regularly, the following requirements must be met:

The SwyxServer machine must have a working DNS configuration,
i.e. DNS queries for the FQDN and all its domains must succeed. If
the DNS configured in Windows does not work, SCST tries to reach
the following DNS servers: 8.8.8.8, 1.1.1.1, 8.8.4.4.

The SwyxServer machine and your local network must allow outgo-

ing connections via HTTPS. Connections to Let's Encrypt, registration
with SwyxON DNS and Swyx online licensing each require the HTTPS
protocol.

To use a TLS certificate from Let's Encrypt

1

Start Swyx Connectivity Setup Tool under "Start | Programs |
SwyxWare | Swyx Connectivity Setup Tool".

Click on NEXT.
v The following page appears Server name.

Select the option Get name from SwyxON DNS to request a FQDN
for the public IP address.

Click on NEXT.
v The following page appears Get name from SwyxON DNS.

If necessary, enter the public IP address of your network if
SwyxWare has a static public IP address and you do not want to use
automatic detection.

Click on Request.
v At Provided FQDN appears the randomly generated FQDN and
the detected public IP address.

Be sure to use the corresponding data in the Split DNS configuration.

7 Click on NEXT.
v The following page appears Automatic certificate mode.

Name Explanation
E-mail address Enter an email address to receive notifications from Let's
Encrypt.
Request and Install Click the button to request a TLS certificate from Let's

Encrypt. If the request was successful, the certificate infor-
mation will appear, see the next table.

8 Click on "Request and Install".
The request may take a few minutes.
v The TLS certificate is being installed.
v" The certified SIP phones will be provisioned again.

The following information will then appear:

Name Explanation

Certificate Name
Certificate name is defined by Let's Encrypt and usually
contains the FQDN and the creation date for information.

Expiration date

The date on which the validity of the certificate expires.
The new certificate will be updated automatically by Let's
Encrypt, you will receive a notification by e-mail.

Certificate installa- Installed
tion state Status of the certificate installation in the SwyxWare
services.

9 Click on NEXT.
v The following page appears RemoteConnector access.
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Name

Enable Remote
access

Authentication server
(FQDN)

RemoteConnector
server (FQDN)

10 Click on NEXT.

Explanation

Enable this option if client connections via Internet to
SwyxServer should be allowed.

The public endpoint (as FQDN) of the company network,
via which the authentication service can be reached, is
assigned automatically.

The default port for the authentication service is 9101.

If you use a different standard port and not 9101, it has to
be explicitly stated in the Client settings.

The public endpoint (as FQDN) of the company network,
via which the RemoteConnector can be reached, is
automatically assigned.

The default port for the RemoteConnector is 16203.

v The following page appears RemoteConnector certificate.

Name

Automatic password
management

Generate client
certificates

Manual password
management

Password Authenti-
cation

Generate certificates

Explanation

Enable this option if you want the root certificate
password to be generated automatically.

Enable this option if you want a RemoteConnector client
certificate to be automatically generated for each user.

Enable this option if you want to assign the password for
the root certificate yourself.

In this case SwyxWare cannot automatically generate
client certificates. You must do this for each user individu-
ally, entering the password assigned here in each case,
see 11.2.1.3 The "RemoteConnector" Tab, Page 168

Enter a password if necessary.

Click the button to have the root and server certificates
generated.
The corresponding certificate thumbprints then appear.

11 Click on NEXT.

v The following page appears Summary with the overview of your

configuration.

Name

Server configuration

TLS configuration

Certificate installa-
tion state

Explanation

Public IP address
This IP address has been determined by the SwyxON DNS
service as the public IP address of your network.

Server name

This FQDN was randomly generated by the SwyxON DNS
service and assigned to the public IP address. Clients must
use this server name to communicate with the
SwyxServer.

TLS certificate mode
Automatic: TLS certificate is provided by Let's Encrypt.

TLS certificate valid until

The date on which the validity of the certificate expires.
The certificate is automatically updated by SCST. You will
receive a notification from Let's Encrypt via email.

TLS certificate name
Certificate name is defined by Let's Encrypt and usually
contains the FQDN and the creation date for information.

Installed
Status of the certificate installation in the SwyxWare
Services.
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6.2

Name Explanation
RemoteConnector RemoteConnector access
configuration Enabled: Client connection via Internet to SwyxServer is
allowed.

Autom. password management

Enabled: The password for the RemoteConnector root
certificate was automatically generated and is used by
SwyxWare.

or

Manual password management

Enabled: The password for the RemoteConnector root
certificate has been set by the administrator and must be
entered each time when generating a RemoteConnector
client certificate.

Generate client certificates

Enabled: Client certificates for all users are generated
automatically.

or

Deactivated: The administrator must have a client certifi-
cate generated for each desired user.

12 Click on EXIT to close SCST.

If necessary, resend a welcome email to the corresponding SwyxWare users
with the new RemoteConnector credentials.

USE OWN TLS CERTIFICATE

You can also install an existing TLS certificate. In this case you must gen-
erate a TLS certificate yourself or purchase it from a certificate author-

ity.

You have placed the corresponding .pfx file, which contains the server
certificate and the private key, in a directory on the SwyxServer
machine.

1 Start Swyx Connectivity Setup Tool under "Start | Programs |
SwyxWare | Swyx Connectivity Setup Tool".

2 Click on NEXT.
v The following page appears Server name.

How to install an existing TLS certificate

3 Select the option Use your own Fully Qualified Domain Name
(FQDN).

4  Click on NEXT.
v The following page appears Use your own FQDN.

5 Enter the registered FQDN of your network.

6 Click on Test to verify that the FQDN resolves to the correct IP
address.

o If a Split DNS is configured in the network, the FQDN is resolved to the local
IP address of the SwyxServer via the DNS service.

Name Explanation
Test result FQDN
FQDN of your network.

Resolved IP Address
The public IP address associated with the FQDN.

7 Click on NEXT.
v The following page appears Manual certificate mode.

8 Click on NEXT.
9 Select the prepared .pfx file from the appropriate directory.

10 Enter the password with which the certificate was protected and
click on OK.
v" The following information will appear:
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Name
Certificate

11 Click on Install.

Explanation

Name
Certificate name as defined when the certificate was
generated.

Expiration date
The date until which the certificate is still valid. You must

re-run SCST and install a new certificate before expiration.

The request may take a few minutes.

v The TLS certificate is being installed.

v" The certified SIP phones will be provisioned again.
v The following information will then appear:

Name

Certificate installa-
tion state

12 Click on NEXT.

Explanation

Installed
The certificate is installed for the listed services.

v The following page appears RemoteConnector access.

Name

Enable Remote
access

Authentication server
(FQDN)

RemoteConnector
server (FQDN)

Explanation

Enable this option if client connections via Internet to
SwyxServer should be allowed.

The public endpoint (as FQDN) of the company network,
via which the authentication service can be reached, is
assigned automatically.

The default port for the authentication service is 9101.

If you use a different standard port and not 9101, it has to
be explicitly stated in the Client settings.

The public endpoint (as FQDN) of the company network,
via which the RemoteConnector can be reached, is
assigned automatically.

The default port for the RemoteConnector is 16203.

13 Click on NEXT.

v The page RemoteConnector certificate.

Name

Automatic password
management

Generate client
certificates

Manual password
management

Password Authenti-
cation

Generate certificates

14 Click on NEXT.

Explanation

Enable this option if you want the root certificate
password to be generated automatically.

Enable this option if you want a RemoteConnector client
certificate to be automatically generated for each user.

Enable this option if you want to assign the password for
the root certificate yourself.

In this case SwyxWare cannot automatically generate
client certificates. You must do this for each user individu-
ally, entering the password assigned here in each case,
see 11.2.1.3 The "RemoteConnector" Tab, Page 168

Enter a password if necessary.

Click the button to have the root and server certificates
generated.
The corresponding certificate thumbprints then appear.

v The page Summary with the overview of your configuration.

Name

Server configuration

TLS configuration

Explanation

Public IP address
The public IP address of your network.

Server name
The registered FQDN of your network.

TLS certificate mode
Manual: You use your own certificate.

TLS certificate valid until

The date on which the validity of the certificate expires.
You must update the certificate before the expiration
date.

TLS certificate name
Certificate designation, consisting among other things of
the FQDN to which the certificate is assigned.
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Name Explanation e the public address and port for the RemoteConnector,
= . ® Generating of RemoteConnector root and server certificates
Certificate installa- Installed ) ] ) .
tion state The certificate is installed for the listed services. ® Generating and assignment of client certificates to users,
RemoteConnector RemoteConnector access ° Eqssword management when creating RemoteConnector client cer-
configuration Enabled: Client connection via Internet to SwyxServer is tificates.
allowed.
Autom. password management To configure the RemoteConnector
Enabled: The password for the RemoteConnector root
certificate was automatically generated and is used by 1 Start Swyx Connectivity Setup Tool under "Start | Programs |
SwyxWare. SwyxWare | Swyx Connectivity Setup Tool".
or

2 Click on Configure only RemoteConnector.

Manual password management v The following page appears RemoteConnector access.

Enabled: The password for the RemoteConnector root
certificate has been set by the administrator and must be

entered each time when generating a RemoteConnector e EETELD
client certificate. Enable Remote Enable this option if client connections via Internet to
Generate client certificates access SwyxServer should be allowed.
Enabled:’ Client certificates for all users are generated Authenticationserver Enter the public endpoint (as FQDN or IP address) of the
automatically. (FQDN) corporate network through which the authentication
or o _ - service can be reached.
cate generated for each desired user. you have a TLS certificate installed, this address is fixed).
. If you use a different standard port and not 9101, it has to
15 Click on EXIT to close SCST. be explicitly stated in the Client settings.
RemoteConnector Enter the public endpoint (as FQDN or IP address) of the
0 If necessary, resend a welcome email to the corresponding SwyxWare users server (FQDN) company network through which the RemoteConnector
with the new RemoteConnector credentials. can be reached. (If you have installed a TLS certificate, this

address is fixed).
The default port for the RemoteConnector is 16203.

6.3 REMOTECONNECTOR CONFIGURING 3 Click on NEXT.

v The following page appears RemoteConnector certificate.
The public endpoints must be entered in the connection settings of the

client, see help.enreach.com/cpe/latest.version/Client/Swyx/en-US/ Name Explanation
index.html#context/help/specify_connection_settings_$ Automatic password  Enable this option if you want the root certificate

You can set or adjust the following parameters: management password to be generated automatically.
® The public address for the authentication service (only for a Self- Generate client Enable this option if you want a RemoteConnector client

Signed certificate) and the port, certificates certificate to be automatically generated for each user.


https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/specify_connection_settings_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/specify_connection_settings_$
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Name

Manual password
management

Password Authenti-
cation

Generate certificates

4 Click on NEXT.

The page Summary appeares with the overview of your configura-

tion.

RemoteConnector Configuring

Explanation

Enable this option if you want to assign the password for
the root certificate yourself.

In this case SwyxWare cannot automatically generate
client certificates. You must do this for each user individu-
ally, entering the password assigned here in each case,
see 11.2.1.3 The "RemoteConnector" Tab, Page 168

Enter a password if necessary.

Click the button to have the root and server certificates
generated.
The corresponding certificate thumbprints then appear.

Table 1 (A TLS certificate from Let's Encrypt or your own is already

installed)

Name

Server configuration

TLS configuration

Explanation

Public IP address
The public IP address of your network.

Server name
The registered FQDN of your network.

TLS certificate mode
Manual: You use your own certificate.
or

Automatic: TLS certificate was obtained from Let's Encrypt.

TLS certificate valid until

The date on which the validity of the certificate expires.
You must update the certificate before the expiration
date.

TLS certificate name
Certificate designation, consisting among other things of
the FQDN to which the certificate is assigned.

Name

Certificate installa-
tion state

RemoteConnector
configuration

Explanation

Installed
The certificate is installed for the listed services.

RemoteConnector access
Enabled: Client connection via Internet to SwyxServer is
allowed.

Autom. password management

Enabled: The password for the RemoteConnector root
certificate was automatically generated and is used by
SwyxWare.

or

Manual password management

Enabled: The password for the RemoteConnector root
certificate has been set by the administrator and must be
entered each time when generating a RemoteConnector
client certificate.

Generate client certificates

Enabled: Client certificates for all users are generated
automatically.

or

Deactivated: The administrator must have a client certifi-
cate generated for each desired user.

Table 2 (A SelfSigned certificate is used)

Name

TLS certificate mode

RemoteConnector
access

Autom. password
management

or

Manual password
management

Explanation

Type of TLS certificate used:

SelfSigned

ATLS certificate automatically generated by SwyxWare is
used.

Allow client connections via Internet to SwyxServer:
Enabled/Disabled

Enabled:

The password for creating client certificates is generated
automatically.

or

must be entered manually by the administrator.
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6.4

Reset SCST configuration

Name Explanation

Generate client
certificates

Generate client certificates for users automatically:
Enabled: Client certificates for all users are generated
automatically.

or

Deactivated: The administrator must have a client certifi-
cate generated for each desired user.

5 Click on EXIT to close SCST.

If necessary, resend a welcome email to the corresponding users with the
new RemoteConnector credentials.

RESET SCST CONFIGURATION

For example, if you need to reset the settings specified by SCST for tech-
nical reasons, you can run the following command in the command line
interface as an administrator:

scst.cli.exe reset
@ Al TLS certificates installed by SCST are removed,
e certified SIP phones are re-provisioned and reset to HTTP protocol,

e the scheduled tasks created by SCST which update the Let's Encrypt
certificate and SwyxON FQDN registration are removed.

Afterwards you can also remove the FQDN registered in SwyxON DNS
with the following command:
scst.cli.exe unregister

If you do not execute the unregister command, the FQDN remains regis-
tered in SwyxON DNS for some time. However, the DNS record is no longer
updated when the public IP address changes. Therefore, you should stop
using the FQDN in any case.

6.5

INSTALL TLS ROOT CERTIFICATE ON
DECT 800 BASE STATION

For a secure provisioning of SwyxDECT 800 end devices you have to
install your own TLS root certificate or the TLS root certificate of Let's
Encrypt yourself:

To install the root certificate during a new provisioning

You have installed your own TLS server certificate or a TLS server
certificate from Let's Encrypt via SCST.

1 Have your own root certificate ready,
Or

1 download a root certificate from Let's Encrypt (ISRG Root X1):
letsencrypt.org/certificates/

2 Go through the steps for provisioning the DECT end devices (as
described in the chapter help.enreach.com/controlcenter/
latest.version/web/Swyx/en-EN/index.html#context/help/
DECT800_provisioning_$ ).

In step 6, you must upload the corresponding root certificate, see
help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/
index.html#context/help/TLS_Rootcertificate_$

If you use your own certificate, make sure that you upload a valid trusted
root certificate.

v The DECT 800 base station uses HTTPS provisioning to connect to
SwyxWare.

To install the root certificate on already provisioned devices

1 Have your own root certificate ready,
Or

1 download the root certificate from Let's Encrypt (ISRG Root X1):
https://letsencrypt.org/certificates/


https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/DECT800_provisioning_$
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/DECT800_provisioning_$
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/DECT800_provisioning_$
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/TLS_Rootcertificate_$
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2 Update SwyxWare .

3 Open the configuration wizard of the base station on the web
interface.

4 Upload the root certificate at General | Certificates |Trust List |
Upload upload.

If you use your own certificate, make sure that you upload a valid trusted
root certificate.

5 Perform the configuration in SCST to install the TLS server certificate.
6 Click on Finish.
v The base station is restarted The DECT 800 base station uses
HTTPS provisioning to connect to SwyxWare. DECT 800 tele-
phones are provisioned again.

INSTALL TLS ROOT CERTIFICATE ON
CERTIFIED SIP PHONES

If your TLS certificate is not supported by Yealink, you need to install the
corresponding root certificate on each SIP phone, see

You can distribute the root certificate in the provisioning network, see
help.enreach.com/controlcenter/latest.version/web/Swyx/en-EN/
index.html#context/help/provisioning_network_$

The exact parameters you need to use for provisioning your own root certif-
icate can be found in the common.cfg file in the provisioning template for
your Yealink phone type.

or

You can upload the root certificate manually on the Yealink web inter-
face.

Yealink models Menu path

T4x Trusted Certificates | Tab Custom CA |
Import Trusted Certificates

T5x Trusted Certificates | Tab Custom CA |
Import Trusted Certificates

If the provisioning of phones cannot be performed via multicast due to the
network infrastructure, you can also distribute the provisioning URL (e.g.
https://172.20.1.1:9200/ippbx/client/v1.0/device/provision/) via DHCP
option 66.

In this case, your DHCP server must support HTTPS protocol.

To install the root certificate during a new provisioning

You have installed your own TLS server certificate or a TLS server
certificate from Let's Encrypt via SCST.

1 Distribute the root certificate in the provisioning network or upload
the root certificate on each corresponding SIP phone.

If you use your own certificate, make sure that you upload a valid trusted
. root certificate.

2 Connect the corresponding SIP phones to the productive network.
v The SIP phones are being provisioned.

To install the root certificate on already provisioned devices

1 Set up a provisional provisioning network to distribute your own TLS
root certificate to all your certified SIP phones, see
help.enreach.com/controlcenter/latest.version/web/Swyx/en-EN/
index.html#context/help/provisioning_network_$


https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/provisioning_network_$
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/provisioning_network_$
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/provisioning_network_$
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8 Click Close.
If you use your own certificate, make sure that you upload a valid trusted
| oot certificate. To create a new DNS zone
1 Open the DNS manager: Win+R | dnsmgmt.msc
2 Connect the corresponding SIP phones to the productive network. 2 Inthe server list. select the desired server.
3 Update SwyxWare . 3 In the context menu of Forward Lookup Zone select New Zone...
Perform the configuration in SCST to install the TLS server certificate, 4 Click Next, Primary Zone, Next.
see 6.2 Use own TLS certificate, Page 72
5 Enter the name of the zone.

v The SIP phones will be provisioned again.
Z E.g myfgdn_name.net

Click Next.

6.7 CONFIGURE SPLIT DNS 7 Keep the standard parameters and click Next.

8 Click on Finish.

()]

The following describes a DNS configuration using Windows Server

2019 as an example.

If not already present, install the DNS service. To create a host entry

Then you can create a new DNS zone with a corresponding host entry: 1 Inthe context menu of the DNS zone select New Host (A or AAA...).
FQDN > Internal IP address of the SwyxServer. 2 Enter under IP address enter the internal IP address of the
SwyxServer.
3 Click Add Host.
| The DNS zone name must match the FQDN specified in the TLS certificate. v The new entry was added. You can test your configuration.

To test your DNS configuration

To install the DNS Manager’ if IRl 1 Open the command line on a client computer in the local network.

Open the Server Manager. 2 Enter the command "nslookup <FQDN of your network>":
2 Selectin the menu Manage | Add Roles and Features. E.g.. nslookup my fgdn_name.net
In the step Installation Type select Role-based or feature-based v The internal IP address of the SwyxServer is displayed.

installation and click Next.

Select the desired destination server and click on Next.
As Server Role select DNS Server and click on Next.
Click Add Features.

Confirm the further steps of the installation with Next (Continue)
and Install.

N o b
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ACCESS VISUALGROUPS AND
VISUALCONTACTS ON A SEPARATE
SERVER VIA REMOTECONNECTOR

You have Swyx VisualGroups or Swyx VisualContacts not installed on
SwyxServer and would like to access the services via RemoteConnector.

® For SwyxWare versions prior to 13.30, the configuration is done via
registry key. This is described here: https://service.swyx.net/hc/en-
gb/articles/360017729619-Access-VisualGroups-and-VisualContacts-
which-are-installed-on-a-seperate-server-via-Remote-Connector

® For SwyxWare versions from 13.30, the configuration is carried out
via a configuration file. This is described below.

To add a RemoteConnector access via configuration file

Open the SwyxWare Administration.
Choose your Server and click on Properties....
Select Files | Edit....

Click on the column heading Category column heading to switch the
sorting.

A W IN =

5 Under the category RemoteConnector configuration file category,
select the file CPE_ippbx_cpe_rcconfig file.

6 Select Save as... | [Select save path] | Save.

7 Open the file (with Notepad++) and navigate to the section
VisualContacts or VisualGroups.

8 Inthe desired area, enter the following in the line
DestinationSocket(...) for 0.0.0.0 enter the desired destination
address.

Example:
You want to access VisualGroups via RemoteConnector using your server
with the address 255.12.345.6.

<l-- VisualGroups -->
</TCPConfig>
<ClientOS>Windows</ClientOS>

<ClientListenSocket>0.0.0.0:9980</ClientListenSocket>
<DestinationSocket>255.12.345.6:80</DestinationSocket>
</TCPConfig>
9 Save the file.

10 Upload the file in the Files window, see step (3): Add... | [...] | [Select
file].
11 Choose from Category: RemoteConnector configuration file and

confirm with OK.
v The new configuration file is uploaded and used.

The previous system default file cannot be removed. The newly uploaded
file is used because the Global area has a higher priority than System
Default.


https://service.swyx.net/hc/en-gb/articles/360017729619-Access-VisualGroups-and-VisualContacts-which-are-installed-on-a-seperate-server-via-Remote-Connector
https://service.swyx.net/hc/en-gb/articles/360017729619-Access-VisualGroups-and-VisualContacts-which-are-installed-on-a-seperate-server-via-Remote-Connector
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7

CONFIGURATION OF
SWYXSERVER

Administration of SwyxServer, Configuration of server proper-
ties

The SwyxWare Administration is a so-called Snap In module for the

Microsoft Management Console (MMC). Therefore, you can use the
same user interface which you are already familiar with from most of
the management tools found in Windows Systems, without having to
become acquainted with a new user interface. Please consult the

appropriate Windows Online Help for information on using the MMC.

With the help of SwyxWare Administration, you can, for example,

define global SwyxServer settings, see 7.5 Configuring SwyxServer
settings, Page 86

Configure users, see 11 User Configuration, Page 160,
configure a fax connection, see 71.7 Export User List, Page 212,
Create and modify groups, see 12 Configuration of Groups, Page 215,

Define secretariat relationships between users, see 72.3
Secretariate, Page 224,

Map internal to external numbers, see 7.5.4 The "Internal Numbers"
Tab, Page 91

Define locations and thus prefixes and time zones, and assign these
to users or trunk groups, see 8 Locations, Page 122

Set up routings to determine the connections individual calls can be
routed by, see 14 Routing, Page 239,

Define profiles, which define calling rights, determine the usage of
certain components and assign administration rights, see 9

Profiles, Page 128

Display a log of parameter changes for SwyxServer, see 7.7 Change
log, Page 117,

manage the Global Phonebook, see 7.6 Global Phonebook, Page 114,

7.1

® Add or remove trunks and trunk groups, see Setting up trunks and
trunk groups, Page 227 and

e Obtain information concerning individual connections, see 7.8 Active
Calls, Page 119.

REGISTRATION ON SWYXWARE
ADMINISTRATION

For information on installing the SwyxWare Administration, please see
5.5 Installation of the SwyxWare Administration, Page 64. You can addi-
tionally install the SwyxWare Administration on further computers on
the network and administer SwyxWare remotely, see 5.7 Separated
Services, Page 66.

Complex passwords

Limited number of log-in attempts

When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

Personal data cannot be deleted automatically. In order to meet the valid
data protection regulations, it may be necessary to delete the entries manu-
ally.

Note that you also need the corresponding rights for the administration of
SwyxWare. See 9.3 Administration profiles, Page 143.
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How to log in SwyxWare Administration to

1 Double-click on the appropriate symbol on the Windows Desktop or
select the Start Menu entry.
The "SwyxWare Login" window will appear.

SwyxWare Login

(B, enreach

Flease enter your user name and your password,

Server name: VM-DOCLOC

() Use Windows account for authentication

(®) Use User Name | Password

User name: John Jones W

Password: | |

[ ]remember password

2 You can choose between

e Login with Windows account (In SwyxWare for DataCenter and
SwyxON not possible)
You authenticate yourself with the Windows user account with
which you have just logged in.

e Login with User Name / Password
You can also log in with a SwyxWare user name and a password.
The access information can be stored on the computer currently
being used in the user profile of the Windows user logged in. This
information will then no longer be queried in further logins.

e Login with authentication token (only in SwyxON)
Administrators at the platform and partner level can log on to

SwyxWare Administrationa UC Tenant via an authentication token
for a limited time

7.1.1

COMPLEX PASSWORDS

If a complex password has been forced as a rule in server and/or user
configuration, then you'll have to set up a complex password for every
password change.

If the "Force complex user password" option is enabled for the user, the last
passwords of the user will be taken into account during the change. The
user cannot reuse the last three passwords.

Regardless of the password settings, an attempt to re-enter the current
password during password change will be checked by the system and will
not be permitted.

In SwyxON, the policy for complex passwords is enforced by default and
cannot be overridden by any administrator.

Complex passwords for SwyxServer must at least meet the following
requirements:
® The passwords consists at least of eight characters.
® The password consists of any characters meeting at least the four
following character categories:
- upper-case letters such as: [A-Z]
- lower-case letters such as: [a-Z]
- Numbers [0-9]
- Non-alphanumeric characters (special characters), such as: Dot,
comma, brackets, space, double cross (#), question mark (?), percent
sign (%), ampersand (&).

Alphabetic characters (such as: B, U, 4, &, 6) and non-Latin characters (such
as: @, 1, B) are no special characters and are regarded as letters.

See also 7.5.18 The "Security" tab, Page 109.
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The log-in dialog shows the password status bar while setting a new
password, which indicates whether it meets requirements and will be
accepted.

Change Password

(3, enreach

Logged in as: Jones, John

Old password:

The new password must have at least & characters. Use upper
case letters, lower case letters, digits and spedial characters.

New password: sessnnnRRRRRRRns |

Password

Confirm new password:
status bar

-

K, Cancel

The bar consists of five sections. Each section verifies, if the following
password requirements have been met:

At least eight characters

At least one upper-case letter
At least one lower-case letter
At least one digit

At least one special character
The bar gets longer, the more password requirements have been met.

The color of the bar changes accordingly. It also indicates, if the pass-
word is being accepted by the system.

7.1.2

Password not accepted

Password status bar  Password requirements Accepted

3 password requirements

IS E— — fulfilled
4 password requirements Password accepted
fulfilled
5 password requirements Password accepted.
[ T T T T 1 fulfilled.

Enter your new password in the field "New Password". If the minimum
requirements are met, you can repeat your entry in the field "Retype
Password".

It is impossible to use the previous password again.

Once you are logged in, you can also change your complex password
yourself at any time if you possess the requisite rights for doing so. See
11.2.1.2 The "Authentication" Tab, Page 165.

LIMITED NUMBER OF LOG-IN ATTEMPTS

The number of attempts to log in to SwyxWare Administration may be
limited.

If the maximum number of failed login attempts is reached, the follow-
ing error message appears: "The user account is locked. Please contact
your administrator".

You will be unable to use SwyxWare with a client or another terminal
device until the administrator has reactivated your account.

The system administrator account will not be locked.
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7.2

The number of failed log-in attempts will be reset after a successful login.

The number of failed log-on attempts is irrelevant, when the administrator
has established a forced password change, and the user attempts to log-on
with his/her previous password.

CONNECTION TO SWYXSERVER

After starting SwyxWare Administration for the first time, the wizard for
setting up a connection to a SwyxServer automatically opens. Create a
connection to the SwyxWare set up during the SwyxServer installation
by proceeding as described below.

The Windows user accounts that can log in with this user name (and the
password belonging to this user name) are specified in the User Properties
see 11.2.1.2 The "Authentication" Tab, Page 165. This is the same login
data that also uses for logging on.

How to connect to a SwyxServer

1 Click the "SwyxWare Administration" entry with the right mouse
button to open the context menu.

2 Choose "Connect to a SwyxServer...".
3 Indicate whether you would like to connect with SwyxServer on the

local computer or with SwyxServer in the network. Select a remote
SwyxServer from the drop-down list.

4 After making your selection, click on "Finish".
The connection to the selected server will now be established. If the
connection to a SwyxServer was successful, a corresponding entry
will be created for this server.
The "SwyxWare Login" window will appear.

5 Follow the steps in section 7.1 Registration on SwyxWare
Administration, Page 80

If you do not have permanent licenses yet, you will be reminded of this
here. To make the temporary licenses permanent, see 7.5.5 The
"Licenses" Tab, Page 91.

Dependent on administrator rights, you will see the current base settings
for this server in the detail pane (9.3 Administration profiles, Page 143).
The complete view, which is visible to a system administrator, is dealt with
below. If individual areas of the administration cannot be accessed or if
error messages occur during configuration, please contact your administra-
tor.

USER INTERFACE OF SWYXWARE
ADMINISTRATION

As system administrator or backoffice administrator, you can simplify
the view of the administration by selecting "View | Standard" in the
menu bar. The feature profiles and the change log are then hidden.
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B File Action | View | Window

«= 2HH=

Help

|pPbx - [Console Root\SwyxWare Administration\SwyxServer VM-DOCLOC]

| Console Root
4 Swyx\Ware Administration
4 & SwyxServer VM-DOCLOC
m Users
- [ Groups
- [ Locations
- [ Trunk Groups
) Trunks
" Number Mappings
¢2 Routing Table
» (2 Calling Rights
> [ Administration Profiles
> (B SwyxFax
[ Phonebook
[* Active Calls
fg Relations
> L Services (Local)

SwyxServer VM-DOCLOC

Version:

Server serial number:
SwyWare:

SwyxWare Option Packs:

Server status:

Standby Server present:
Logins disabled:

Calls disabled:
Licensed Users:
Licensed channels:
Licensed Phones:

Mail server:

“oice Box originating address:

Call Detail Records:
File:

Used database space:
Maximal size of the database:
Size of all SwyxWare user files:

Size of all SwyxWare System files:

Operating System:

Properties... ‘

Users... | Groups... | Trunks... ‘

9.30.1544 en-GB  Check for updates

609-0 (Limited until 19.06.2014)

Essential

SwyxProfessional; SwyxMonitor; SwyxStandby

Active
No
Mo
No
100

2

o

Enabled
CA\ProgramData\Swyx\cdr.bct

41344 KB
10485760 KB
112 KB
32431 KB

Microsoft Windows 8.1 Pro (6.3.9600.0 )

Active calls... |

On the right side of the administration window you'll find detailed infor-
mation on SwyxWare installation:

e Software version (Click on the link "Check for updates" for informa-
tion on update options.)

Serial number
SwyxWare Variants

SwyxWare Option Packs

Server status, number of users and channels
Reseller information (only SwyxON)

Logged on administrator (only SwyxON)
Session expiry (only SwyxON)

Configured mail server

84

Memory location of Call Detail Records

Memory space in the database, and the memory space already
being used for users and system

Before the files stored in the database reach the maximum size of
the database, a corresponding message is output to the Event log.

® Operating System of the Computer

There are several entries under the server entry located on the left side
of the SwyxWare Administration window.

The first entry is the "User" folder. If you click on this folder, a tabular
list of all configured users will appear in the detail pane.

In this list there is a folder called "Groups" in which you will find all of
the groups created on this server.

"Locations" contains the "default location" (created during the installa-
tion) and all other locations set up later by the Administrator. You will
find in the sub-folders all the users, trunks and trunk groups belonging
to this location.

The "Trunk Groups" folder includes a list of all available trunk groups.
Their respective sub-folders list all trunks assigned to the respective
trunk group.

The "Trunks" folder lists all trunks set up for this server.

The list of mappings between internal and external numbers is dis-
played under "Number mappings."

The "Routing Table" provides a table view of all routings defined for this
server.

"Call Permissions" lists all available profiles which can be assigned to an
individual user or a trunk group in relation to call authorization.

"Feature profiles" lists all profiles which allow a user to use the individ-
ual functions of SwyxWare. The "Standard" profile is created during
installation.

The "Administration profiles" folder shows all profiles which allow a
user various levels of administration.

Under "SwyxFax" you will find fax channels, active and stored docu-
ments, and an overview of the fax transfers.
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7.3.1

In the "Phonebook" folder you will find all entries that have been
entered in the Global Phonebook in addition to the users of this Swyx-
Server.

The "Change log" folder holds information about the changes made in
the relevant timeframe to the user configuration, feature profile type or
conference rooms.

"Active connections" shows a list of all connections - both internal and
external - currently established through this server.

"Relationships" contains an overview of cross-server signaling relation-
ships.

CONTEXT MENU IN THE SWYXWARE
ADMINISTRATION

By using the Microsoft Management Console (MMC), you can start
some functions directly in the SwyxWare Administration from the tree
structure, with the context menu (right mouse button).

Create new elements

New users, groups, rights, profiles, locations, trunks etc. can be created
in the context menu. The relevant Configurations Wizard starts up and
the necessary parameters are queried.

Change existing elements

If you open the properties of an element in the context menu, you can
make changes here. For details please refer to the sections relating to
these elements.

Delete elements

In the context menu of individual elements, e.g. a profile, a location or a
trunk group, you can delete this element provided it is no longer used.

1.4

If a list of elements is displayed on the right-hand side, e.g. the list of
administration profiles, you can export the list and the associated
descriptions to a text file by selecting the menu item "Export list..." in
the context menu of e.g. "Administration profiles".

Export lists

Using Drag & Drop

You can change user properties with Drag & Drop.
Example:

On the right you have the list of users who use the call permission "Inter-
nal calls". If you drag a user to the call permission "European destina-
tions", he is now assigned this call permission, and his entry under
"Internal calls" disappears.

PRE-CONFIGURED USERS AND GROUPS

Some groups and users are created during a standard installation of
SwyxServer.

The User "Operator"

The script "Operator" is installed for this user. The groups "Sales" and
"Support" are installed together with this user. After the installation, a
number is not yet assigned to the user "Operator".

See 22.5 Operator (AutoAttendant), Page 352.

In order to log in as Operator using SwyxIt! Classic, you must assign a
Windows user account or a password to Operator. To do this, open the
administration for the user "Operator" in the SwyxWare Administration.

See 11.2.1.2 The "Authentication" Tab, Page 165.

The first time you log in as Operator using Swyxlt! Classic, the Recording
Wizard will start and assist you in recording the necessary announcements.
You can start this wizard once again at any time from the menu bar of
Swyxlt! Classic (under Settings | Recording Wizard...).



Configuration of SwyxServer Configuring SwyxServer settings u

The User "Conference" In order to restart SwyxServer or other services after configuration, you
can prevent new calls and logins. Current telephone calls can be

This user is necessary for the integrated "Conference" function. It does completed without disturbance.

not represent a single conference room, but is used to manage all con-

ference rooms.

See 11.9.1 Conference Rooms, Page 213. This is how jel conflgure SWYXFax

1 Start the SwyxWare Administration and log in to the SwyxServer.

The Group "Everyone 2 C(lick the SwyxFax entry with the right mouse button to open the

The group "Everyone" includes all users, who are set up on this Swyx- context menu.

Server. Therefore, as members of this group, all users will be assigned 3 Select "Properties".

the default call handling. You can now configure the global settings of the SwyxFax Server as
See 22.2 Default call handling, Page 348. described in 24.5 Configuring SwyxFax Server, Page 362.

The Groups "Sales" and "Support” How to prevent new logins and new calls

Both of these groups are created together with the user "Operator".
The call handling for the operator forwards both of these groups. After
installation, both groups receive the user "Operator" as only member.

See 22.5 Operator (AutoAttendant), Page 352.

1 Open the context menu for SwyxServer and select "All Tasks |
Disable Logins".
All new logins to SwyxServer will be disabled.

2 Select "All Tasks | Disable Calls" to prevent new calls.

3 Alternatively you can activate the appropriate checkboxes in the
SwyxServer properties on the "General" tab.
7.5 CONFIGURING SWYXSERVER The settings are activated as soon as you exit the properties with
"OK".
SETTINGS

You can now wait until all calls on this SwyxServer have been completed

Follow these steps in order to change the settings of a specific Swyx- and then restart the computer.
Server.

This is how you configure SwyxServer

1 Start the SwyxWare Administration and log in to the SwyxServer.

2 Click the SwyxServer entry with the right mouse button to open the
context menu.

3 Select "Properties".
You can now configure the global settings of the SwyxServer as
described below.
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until all calls through this SwyxServer have been completed and then

7.5.1 THE"GENERAL" TAB

Server WIN-JOGO3E7MENS Properties .

Search SwyxPhones I Login Device I Standby SwyxServer
Trunk Recording I Yoice Box I Mail Server
Files I Connected SwyxWWare Sies
Call Detail Records I SwyxPhone Fimware Update I Charges
Default Codec Fiter | Secuity | RemoteConnector
General | Client Preferences I Music on Hold I Intemal Numbers I Licenses

SwaprServer Information

SwyRServer Mame: |WIN-F'JAF|1E53FDH

™ Dizable Logins
I Dizsable Calls

Public IP address for SIF; |

tobile Extengion Manager

I~ Wait far hash on connect

Cancel | | Help |

On this tab you will find general information about this server. You can
also disable user logins or prevent new calls, e.g. to stop this server.

Information about SwyxServer

The name of the SwyxServer is shown here. The SwyxServer name can-
not be changed later.

Activate the "Disable login" checkbox if you want to prevent new logins
to this SwyxServer. Activate "Disable calls" if you want to prevent new
calls being made via this server. These two functions allow you to wait

SIP Client

pause the SwyxServer service, e.g. for maintenance purposes.

Licensing server (only for SwyxWare for DataCenter and
SwyxON)

The corresponding licenses are entered on one server only, the license
server. All other server installations obtain their licensing from this
server. In this server installation, enter here the name of the licensing
server.

Public IP address for SIP

In a SwyxWare for DataCenter scenario, the SwyxServer (front end
server) is installed in the network of a service provider. Such a network
is usually protected by a firewall to the Internet. A direct communica-
tion from outside into the private network behind the firewall is not
permitted; all data traffic goes through a security server. The Swyx-
Server inside the private network is addressed from outside (Internet)
via a transfer server. This transfer server has a public IP address and
transfers the communication to the SwyxServer, which only has a pri-
vate IP address within the network.

Security server

> >

Jw
\J

SwyxServer
Private IP address

Transfer server
Public IP address

SIP clients such as SwyxIt! Classic, wanting to log in as SwyxWare users
via the Internet will have to configure the public IP address of the trans-
fer server as the SwyxServer (=SIP registrar/proxy). This transfer server
transfers the login and all other CallControl messages to the Swyx-
Server.

In communication with the SIP clients who connect to the SwyxServer
via the Internet, the SwyxServer needs this public IP address in order to
specify them as senders. For this reason, the SwyxServer must be
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informed of the public IP address via which it can be reached from out-
side.

Enter here the public IP address via which the SwyxServer can be
reached, if the SwyxServer is in operation behind a firewall and is to be
accessed from outside. Leave the field blank if no public IP address is
needed here.

In a standard SwyxWare installation, specifying a public IP address for the
transfer server does not work. It will typically have a mixture of internal cli-
ents (within the company network) and external clients (on the Internet). In
such a case, access to the SwyxServer must be set up via VPN for the exter-
nal clients.

SwyxWare on Systems with Several IP Addresses

In special scenarios it can happen that the computer on which Swyx-
Server is installed uses several IP addresses.

You can read about this in the knowledge base:

https://service.swyx.net/hc/de
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7.5.2 THE "CLIENT PREFERENCES" TAB

Server WIN-JOGO3E7MEN9 Properties .

Search SwyxPhones I Login Device I Standby SwyxServer
Trunk Recording I Woice Box I Mail Server
Files I Connected SwyxWare Sites
Call Detail Records I SwycPhone Firmware Update I Charges
Defaut Codec Fiter |  Secuty |  RemoteConnector
General | Client Preferences |I'u'|usic on Hold I Intemal Mumbers I Licenses

Client SIP Pararmeters
Default Authentication kode for SIP Devices:
|.-’-‘«Iwa_l,ls authenticate j

Default Realm far SIP Devices:
|WIN-F'J!3«FH ERIFOH

STUM Server Part:
| 3473

Default Swslt Skin File:
|Sw_l,l:4|t! 2015 [ HD ] cab j

Default directary where client call recordings are stored:
|Z.QPF'D.&T.&ZRSW_I,I:AF|ECDIdind

ok | Cance | | Help |

General settings can be made on this tab for the telephony clients.

Client-SIP-Parameter

e Standard log-in mode for SIP devices
Here you can define the standard login mode for all users, i.e.
whether or not a SIP terminal device must be authenticated when

logging on.


https://service.swyx.net/hc/de
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For SIP devices that are already logged in, a change of the login mode only
takes effect with the next login.

e Standard log-in mode for SIP devices
Define the standard realm for all users at this SwyxServer.

If you define the realm as FQDN, please make sure that the DNS name reso-
lution between SwyxServer and the clients is working correctly and without
delay. If configured correctly, names and IP addresses can be mutually
retrieved with the "nslookup" command.

® STUN server
Specify the STUN server and the associated port for use by the SIP
devices. See STUN, Page 279.

Default Skin

Here you specify which skin will be used system-wide by SwyxIt! Classic
as default (System Standard Skin).

All users who specified the System Standard Skin as the skin in the user con-
figuration (71.2.6.7 The "Skin" Tab, Page 191) will receive this new skin in
the next login.

All skin files which are saved in the database for all users are shown in
the displayed drop-down list "Default skin (SwyxIt! Classic)".

Standard directory for client recordings

Here you will find the standard directory in which the user's voice
recordings  should be stored (default  setting:
%APPDATA%\Swyx\Recording). Dummies can be used here:
e Environment variable %APPDATA%
%APPDATA% is defined on the client computer and denotes the
directory for this user's application data. The following path, e.g., can
thus be defined:
%APPDATA%\Recordings

e SwyxWare User name [username]

The dummy [username] is replaced by Swyxlt! Classic with the cur-
rent SwyxWare- user name. The recordings can thus be stored in a
directory within the domain, e.g \\fileserver\callrecordings\[user-
name]\.

In the default setting the path is:
%APPDATA%\Swyx\Recording

All recordings are then saved locally among the application data of the
user account under which Swyxlt! Classic is running. If the user should
be able to edit his recordings from other computers as well, please cre-
ate a share for the user within the network and configure the path for
the client recordings accordingly.

Please note that for saving the recordings SwyxIt! Classic uses the Windows
user account under which it was started. The login data used by SwyxIt!
Classic for logging on to SwyxServer is not taken into account.

If you want to specify a different directory for a single user, then define
the directory in user properties (71.2.6.3 The "Conversation Recording"
Tab, Page 187).

SwyxPhone users can only play back recordings if they log in to Swyx-
Server with SwyxlIt! Classic. See also https://help.enreach.com/cpe/lat-
est.version/Client/Swyx/en-US/index.html#context/help/
recorded_calls_$.


https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/recorded_calls_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/recorded_calls_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/recorded_calls_$
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7.5.3 THE "MUSIC ON HOLD" TAB

Server WIN-JOGO3ETMENS Properties -

Search SwyxPhones I Login Device I Standby SwyxServer
Trunk Recording I Yoice Box I Mail Server
Files I Connected SwyxWare Sites
Call Detail Records I SwycPhone Firmware Update I Charges
Defaut Codec Fiter | Securty |  RemoteConnector
General | Client Preferences | Music on Hold |Ir|temal Numbers I Licenses

tusic on Hald

File for Muzic on Hold or Announcemnent on Hold:

|cm_Dleam Traveller.vaay -

drimlelx Wolume

o

ok | cancel | | Help |

Define the music on hold or the announcement played during on Hold
for all users of the SwyxServer. All files that have been stored (globally)
in the database as music on hold will appear in the drop-down list. See

7.5.10 The "Files" Tab, Page 97.

These hold music files all have the "16 kHz 16 Bit PCM mono" audio for-
mat. You can switch to another music on hold file by selecting the entry
you want. You can search the network for other files in any WAV format

using "Browse" (|..]). After you have chosen a WAV file, it will be con-

verted into the above format and then saved in the database.

The Window functions used for conversion in this procedure may lead to a

o deterioration in the quality of the music on hold under some circumstances.
In this case you should use a professional conversion program instead of
the Windows conversion in order to create WAV files in the above men-
tioned format.

You can play the displayed file and record a new announcement here.
The slider is used to adjust the volume of the music on hold.

The newly selected music on hold file will immediately be used for new
calls on hold. Calls which were put on hold while the music on hold file
was being changed will continue to hear the old music selection.

How to change the hold music

The SwyxServer "Properties" page opens.

2 Select the "Music on hold" tab.

3 Select the music on hold you want from the dropdown list or browse
for the music on hold.
If you choose a different music on hold, it will be converted into the
format "16 kHz 16 Bit PCM mono" and stored in the database. The
attributes of this file will be set, e.g. that the file is globally available,
is write-protected etc.. If you want to change the name or
description of the file, please open the "Files" tab (7.5.70 The "Files"
Tab, Page 97).
Here you can also record an announcement or listen to the selected
music on hold.

Use the slider to change the volume of the music on hold.
5 Confirm your selection by clicking on "OK".



Configuration of SwyxServer Configuring SwyxServer settings

7.5.4 THE"INTERNAL NUMBERS" TAB

Server WIN-JOGO3ETMENS Properties -

91

Number of conference rooms

This option is only useful in a SwyxWare for DataCenter scenario. The
system administrator can limit the number of configurable conference
rooms. Activate the option "Conference Room Limit" and enter how
many rooms may be created as maximum on this server.

Search SwyxPhones I Login Device I Standby SwyxServer
Trunk Recording I Woice Box I Mail Server
Files I Connected SwyxWare Sites
Call Detail Records I SwycPhone Firmware Update I Charges 7 5 5
Defautt Codec Fiter |  Secuty |  RemoteConnector o
General | Client Preferences I Music on Hold | Intemal Mumbers |Licenses

Internal Mumbers Fange

Select the number range of Intermal Mumbers to be uzed by Swiafare,

Lowwest Internal Mumber: [oao]

Highest Internal Mumber: |999

I Conference Room Limit

QK | Cancel Help

Internal Numbers Range

Specify the internal numbers range for this SwyxServer in these two
fields. You can choose any range you like. Please enter the same num-
ber of digits in both fields, i.e. '000' to '999', not '0' to '999'.

See 10 Numbers and Number Mappings, Page 146.

THE "LICENSES" TAB

Server WIN-JOGO3E7MEN9 Properties -

Search SwyxPhones I Login Device I Standby SwywServer
Trunk Recording I Yoice Box I Mail Server
Filez I Connected SwyxWare Sites
Call Detail Records I SwynPhone Fimware Update I Charges
Defaul Codec Fiter |  Secuity | RemoteConnector
General |Uieﬂt Preferences I Music on Held I Intermal Numbers | Licenses

Registered Licenses

Product Permanent Lirnited Enpired
"B SwmpeServer 0 1] a0
,’3 SwapaPhone i] 0 2
#2Vaice Charnel 0 ] 4
,’3 SwapaFan User i] 0 ]
"B SwwsFaw Channel 0 1] 2
A Suuh obile 0 0 5
Request... | Add. . | Details...

Tatal Mumber of Licenses

|dzers 0
Chaninels: 0

ok | cancel | | Help
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In a SwyxWare for DataCenter installation, this tab is not visible if the option
"Use licensing server" was activated on the "General" tab. If you administer
the licensing server yourself, you will find only one license here, see 7.4 Pre-
Configured Users and Groups, Page 85.

In SwyxON your function profiles, conference rooms and fax channels
including the maximum number available appear on this tab, see also h ttps
://help.enreach.com/swyxon/1. 00/Partner/Swyx/en-US/index.html#con-
text/help/ordering_contingents_$ and h ttps ://help.enreach.com/swyxon/
1.00/Partner/Swyx/en-US/index.html#context/help/ordering_confer-
ence_rooms_$.

This tab is used to manage the licenses for your SwyxWare products.
For detailed Information related to the different licenses, click on
"Details":

License Details

Single License Infarmation

E|,_p5 SwymServer
o= ¥ OUsers Product Mame:
Eﬁ User Upgrade |Swmisare 2013
o = ¥ 100 Users
Eﬁ Woice Channel Setial Number:
e B2 Channels

|50g-0

: ,’3 SwuymFax User

b 1100 Users
E/a SvpsF ax Charnel MNumber of Users:
o e b 2Channels |0
Eﬁ Option Pack Swy=Standby
b ! 100 Uzers Validity:
Eﬁ U'plf:nplc"lftfwwh"“”"” [30 days. unti 13.08.2014
< b3

Remove License

| Cloze |

"Create request" will help you request a permanent license key from
Enreach. You have the choice of sending the request directly per email
or to create a file which will then be sent to Enreach in another manner.
In response to this request you will receive a permanent license key as
a file, which can be imported with the help of "Add license" in order to

7.5.6

validate your license. The entry of the permanent license key always
takes place on a file basis. Permanent license keys can be requested
using the SwyxWare Administration. In addition to customer data, the
hardware information of the computer on which SwyxWare is installed
is recorded in the form of checksums. The use of checksums ensures
that Enreach does not acquire knowledge concerning your actual hard-
ware information. This data is then sent to Enreach. Based on this data,
Enreach derives an unlimited key for your SwyxWare installation which
is then sent to you. The installation of SwyxWare on to another system
(e.g. due to a failure of the previously used system) requires that you
repeat the registration procedure.

"Add..." can also be used to enter a time-limited key (e.g. when licenses
are purchased at a later time).

Please make sure to acquire a sufficient amount of user licenses for an
Option Pack. Some Option Packs need the same number of licenses as the
installation itself. After the installation of an Option Pack the minimum
amount of user licenses is available.

If you find that you have too few users after you have installed an option
pack, you can remove the license for the option pack. You will then have the
original number of users. Please contact your dealer in order to receive an
option pack with a sufficient user quantity.

The field "Total Number of Licenses" displays the number of users and
channels which are working with SwyxServer at the moment. This num-
ber results from the different licenses.

For online licensing information, see 3 Licensing via license key, Page 28.
and

2 Online Licensing, Page 21

THE "STANDBY SWYXSERVER" TAB

As of SwyxWare 13, the standby functionality is not available.
Enreach will be happy to assist you in selecting a suitable high-availability
solution, see App. L: High Availability Solution for SwyxWare, Page 457


https://help.enreach.com/swyxon/1.00/Partner/Swyx/en-US/#context/help/ordering_contingents_$
https://help.enreach.com/swyxon/1.00/Partner/Swyx/en-US/#context/help/ordering_conference_rooms_$
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Server WIN-JOGO3ETMENS Properties -

Call Detail Records I SwyxPhone Fimware Update I Charges
Default Codec Fitter I Security I RemateConnector
General | Client Preferences I Music an Hold I Intemal Mumbers I Licenses
Files I Connected Swyx\Ware Sites
Trunk Recording I Yoice Box | Mail Server
Search SwyxPhones I Login Device | Standby SwyxServer

If the OptionPack. "SwyxStandby' is installed, this page can be used to
check the status of the Master SwywServer and itz azzociated Standby
SwpeServer.

A switch over between the bwo zervers can be activated manually. The
mode of zwitching ower iz determined in a follow-up window,

M aster SwwSemver Standby SwapsServer

= | He

Current Status: Current Status:

Unatvailable |Ukavailable

ok | Cance | | Help |

Here, the Administrator can see which SwyxServer is active (green) and
which is passive (red). On the master system you can switch manually
between the active and passive system using "Switch over...". Manual
switchover is not possible on the standby server.

0 It is recommended to use SwyxWare Administration to apply any configura-
tion changes always to the active system.

See 23 Standby SwyxServer, Page 358.

How to change server state manually (active/passive)

1 Connect to the master system and open the server properties.

2 Click "Switch over... " on the "Standby Server" tab.
A window appears in which you can specify whether you want to
switch over immediately or only when no more calls are active.

3 If you click "OK" here, the switch is then made according to the
specified procedure.

You can only change the state of the server from the master system, on a
standby system a switchover isn't possible.
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7.5.7 THE "TRUNK RECORDING" TAB

I When saving and processing personal data, observe the respective applica-
SwyxServer VM-LGWSERVERO7 Properties X . ble legal data protection regulations.
General Client Preferences Musicon Hold  Intemal Numbers  Licenses
Call Detail Records SwyxPhone Fimware Update Charges
Search SwyxPhones Login Device Standby SwyxServer . ..
. . Ensure that all parties on the call are made aware at the beginning of the
les Connected SwyxWare Sites X X X N .
Default Codec Filter Security RemoteConnector | call that the call is being recorded in accordance with the requirements of
Trunk Recording Voice Box Mail Server . the Telecommunications Act. Recording without the express consent of all

@ Ploas use Swyx Control Centes for configuation of Trurk participants in the conversation is considered unauthorized.
Recording.

Records in the destination directory cannot be deleted automatically. In
| order to meet the valid data protection regulations, it may be necessary to
delete the Files manually.

Currently excluded from permanent recording are trunks of type SwyxLink,
which are managed remotely, and all SIP Gateway trunks.

Internal calls, i.e. calls between two users logged in to the same SwyxServer,
are not recorded.

Cancel Apply Help

I Recording must also be activated in the properties of a trunk group, other-
As of version 13.27, trunk recordings can be managed by SwyxWare. . wise no recording takes place. See Record all Trunk Calls, Page 229.
They can be stored in the database, in the file system or in an S3 object
store. The configuration of the storage location is done via the Swyx
Control Center. See https://help.enreach.com/controlcenter/latest.ver-

sion/web/Swyx/en-US/index html#context/DataStorage. Calls over Syvnylnk trunks can only be recorded if they are locally adminis-
tered on this server. Calls via SIP gateway trunk (e. g. SwyxConnect) can not

When updating SwyxWare, the previous management of recordings can be recorded.

be retained.


https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/DataStorage
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/DataStorage
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7.5.8

Trunk Recordings within SwyxWare for DataCenter

A provider that makes trunk recordings for its customers can make
these available to the customer by using the Microsoft Internet Infor-
mation Server (lIS) or another access via FTP or HTTP (WEBDAV). Access
to the directory with the recordings of a trunk can then be individually
granted.

THE "VOICE BOX" TAB

Server WIN-JOGO3ETMENS Properties -

Search SwyxPhones I Login Device I Standby SwyxServer
Call Detail Records I SwycPhone Firmware Update I Charges
Default Codec Filter I Security I RemoteConnector
General | Client Preferences I Music on Hold I Intemal Numbers I Licenses
Files I Connected SwyxWare Sites
Trunk Recording | Woice Box | Mail Server

The default Yoicemaill announcement defines the announcernent which will
b wzed for every new Uger,

Beside the zelection of different exigting announcements additional
anhouncerments can be recorded.

The codec for recordings defines the compression of the recorded file.

Default Woicemail Announcement;
|Defau|tW’eIcome.wav j

o [m[e]x

Codec used for Recordings:
|Microsofl Wave dudio G.717 [wayv] ﬂ

ok | Cance |

| Help |

The parameters for Voice Box can be specified on this tab.

"SwyxVoicemail" must be activated in the user's feature profile.

The Voice Box announcement which is pre-selected for all users is
selected in this field. All Voice Box Announcement Files which are made
globally available and which are stored in the database will appear in
the drop-down list. These hold music files all have the "16 kHz 16 Bit
PCM mono" audio format. You can search the network for other files in

Default Voice Box announcement

any WAV format using "Browse" (|..]). After you have chosen a WAV file,
it will be converted into the above format and then saved in the data-
base.

If the Swyxlt! Classic telephony client is also installed on your adminis-
tration computer, you also have the option of using audio equipment to

record a Voice Box announcement. When you click on "Record" (o),
you will be asked for a file name. Then click on "Start" to begin record-

ing. To stop the recording, click on "Stop" (|mJ). "Delete" (%) is used to
delete the selected file. Please note that you can only delete files which
you have created.

If the caller enters the DTMF number ‘0’ during the announcement, the
Voice Box will be interrupted and the call willimmediately connect to an
operator(22.5 Operator (AutoAttendant), Page 352).

Codec used for Recordings

Voice messages are recorded with the Opus codec by default during a
new installation. The previously selected compression remains in place
during an update. Alternatively, other built-in compressions can be
used. The compression to be used can be set for all users andall
groups, or individually for each user andeach group. The following set-
tings are possible:

Name Explanation

Open standard RFC6716 (.opus) Dynamically adjustable bit rate. Best audio
quality/storage space ratio (default setting
after reinstallation)

Microsoft WAV Audio PCM
Microsoft WAV Audio G711

Standard WAV file, not compressed
WAV file, G.711 compressed
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7.5.9

Name Explanation
Microsoft WAV Audio GSM WAV file, GSM compressed

THE "MAIL SERVER" TAB

The following parameters are used to enable SwyxServer to send email:

e Requests for permanent licenses can be sent via this mail server
(7.5.5 The "Licenses" Tab, Page 91).

e With the Option Pack SwyxECR you can e.g. send emails from use of
the Graphical Script Editor. that only specify at what time a call was
received from which number.

e If the SwyxFax Option Pack is installed, then mail server is used to
deliver fax mails to users (24.8 Fax forwarding as Faxmail or printed
document, Page 375).

e From a SwyxWare for DataCenter, monthly usage reports are sent
from the licensing server, see SwyxON7.5.12 The "Usage Reports"
Tab, Page 102. These mail server settings are also used for this.

® Welcome and password reset e-mails are delivered to SwyxWare
users via the e-mail server you have specified.

Server WIN-JOGO3E7MEN9 Properties .

Search SwyxPhones I Login Device I Standby SwyxServer
Call Detail Records I SwycPhone Firmware Update I Charges
Defaut Codec Fiter |  Secutty |  RemoteConnector
General | Client Preferences I Music on Hold I Intemal Numbers I Licenses
Files I Connected SwyxWare Sites
Trunk Recording I Yoice Box | Mail Server

SwymServer uzes the mail server settings to transmit E-mail mezsages, e.q.
Yoicemail and Fasmail, via SMTP.

tail Server Configuration
b ail Server: SMTF Port:

|qa-vmmail|:|4.q Lzerver net |25

Originating Address:
|qa@qa.sewer.net [v UseSSL

Iv Enable SMTF Authentication

Uzer Hame: |swy>:pb:<@sewerlnet

xxxxx

Password: |

Send Test E-mail |

QK | Cancel Help

Mail Server Configuration

The explicit address of the SMTP mail server you use is entered in this
field. All recorded voice messages and welcome e-mails are delivered to
the SwyxWare user via this SMTP server. You can use a symbolic name,
a DNS name, or a direct IP address in order to identify the SMTP server.

Enter the SMTP port for connecting the mail server.

Enter into the "sender address" field the email sender address for all
voice messages, which SwyxServer will use to make deliveries to Swyx-
Ware users (e.g. SwyxServer@company.com). This address must be
chosen in correlation to the SMTP mail server used. Some SMTP mail
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servers support any choice of originating address, others require that 7 § 10 THE "FILES" TAB
the address be in the same form as the address which already exists for

you. !n any case, the doma|.n label (e.g. @compapy.com ) should be Server WIN-JOGO3E7MENS Properties -
identical to one of the domains managed by the mail server.

. . Search SwyxPhones Login Device Standby SwyxServer
The date format of the voice message depends on the language setting Trunk Recording I [ Voeebes I | e
within the Windows operating system, i.e. a computer with the lan- Call Detail Records | SwyxPhone Fimware Update | Charges
guage English (United States) will also provide an American date format Defaut Codec Fiter |  Secutty |  RemoteConnector
(mm/dd/yy) for the voice messages. General | Client Preferences I Music on Hold I Intemial Numbers I Licenses
Files | Connected SwyxWare Sites

Activate the checkbox "Use SSL" if you want to use a secure connection _ _ _ _
All kind of templates like anhouncements, tones, recardings, scripts or

to the mail server, i.e. encoding the transferred data. bitmaps which are used by SwywWare are stared in the SwyrServer’s
database as files.

Enable SMTP authentication

These files could be either "user related” zo that they are available for a
specific ugzer only, or "global' which means they are commanly available for

Mail server authentication is supported in line with specification RFC all S/ are Users.

2554. The SpeCIfIC processes supported here are "LOGIN ! PLAIN ! A zet of files will be provided by the systemn after the installation. Additional
"CRAM-MD5". files can be created and provided by the Administrator of the spstem.
Activate the checkbox and enter the username and password with

which SwyxServer is to authenticate itself on the mail server configured el ElliEsp e ileb s s S
above.

Click "Edit" to zee which files are stored in the database. You can alzo

: L il and delete fes.
You can send a test email here which will be sent from SwyxServer to ace ne gese Tles

the specified sender address via the specified mail server.
Edit...

ok | Cance | | Help |

During installation the necessary files are stored in the database. These
files include e.g. all ring tones, music on hold, announcements and
scripts as well as an individually adaptable template for welcome E-
mails, but no fax files.

Here you can see how much storage space these files take up.

You can edit, delete or add files here, e. g. the template for welcome E-
mails. Open the list of files with "Edit..."
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When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

Personal data cannot be deleted automatically from the data base. In order

to meet the valid data protection regulations, it may be necessary to delete

the corresponding entries manually.

How to edit the template for welcome E-mails

1 Select the "WelcomeMailTemplate.html" file from the list.

2 C(lick on the "Save as..." button, and select a memory location.

3 Edit the template with any HTML editor by, for example, changing
the E-mail texts, removing or adding configurations or adapting the

logo.

To add configurations, use the variables provided. A list of all the

variables is provided as a comment at the beginning of the template.

If necessary, you can change the default configurations for clients
directly in the URL:

Configura-
tion
username
password

internalurl

externalurl

Available val-
ues

as preconfigured
in the system

as preconfigured
in the system

as preconfigured
in the system

Explanation

User name as preconfigured in the system

The password of the user, as preconfigured in
the system

SwyxServer-Address within the company
network

The public endpoint via the authentication
service is accessible outside the company
network.

Configura-
tion

connection-
mode

(This value is
not inter-
preted by
Swyxlt!
Classic)

remotecon-
nectormode

connection-
type

(This value is
not inter-
preted by
Swyxlt!
Classic)

oem

(This value is
not inter-
preted by
Swyxlt!
Classic)

Available val-
ues

Preset to "auto"

"Standard"

Preset to "auto"

"always"

preset: "business"

"private"

"request"

"Swa”

"tcom"

Explanation

Connection mode
preset: available network is used automati-
cally

Internet

RemoteConnector use
preset: is used automatically

RemoteConnector is used always

Connection type for data transfer
preset: via VolP

via cellular network

You are asked before each telephone call
which connection type is to be used

These values are set automatically by the
installation and must not be changed.

You must replace special characters with the corresponding hexadecimal
code, e. g. comma='%2C', space="'%20', colon="%3A" etc.

The server type and OEM variant configurations are determined automati-
cally by the installation.

4 Click on the "Add..." button to save the edited file in the database.
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You may not change the file name of the template because otherwise the
file will not be recognized by the system.

When adding the file, you must select the area "Global" and the category
"Templates".

For further settings, see 7.5.10.7 Add files, Page 99.

5 Click on the "OK" button in the dialog window "Add file to the

database".

See also How to send a Welcome email, Page 173.

File List
Filter: Shows all files ﬂ |Shnw all users J
Files stored in the database:
Narmne Description Scape User Fiiv. A
[hwae — [Inponscion syete: - s [ Syctom dafall — [n]
00, waw Imported from; Sypste.. yatem anhouncements Systermn default No
00z wav Imported franm: Syste System announcements Systern default No
0d way Imported from: Spste..  Spstem announcements System default Mo
Olh.way Imported from: Spste..  System announcements Systermn default No
OTm.way Imported franm: Syste System announcements Systern default No
[ ERTEN Imported from: Syste...  Spstem announcements System default Mo
Otway Imported from: Spste...  System announcements Systermn default Mo
02d. wav Imported from: Spste...  Syatem announcements Systern default No
02h waw Impaorted from: Syste System announcements System default MNo
02 way Imported from: Syste..  Spstem announcements System default Mo
025 wav Imported from: Spste...  Syatem announcements Systermn default No
02t wav Imported franm: Syste System announcements Systern default No
03d waw Imported from: Syste...  Spstem announcements System default No o
< >
Add Save s
Total size of all files without faw 32544 KB

You can choose which files are displayed for you:
e Show all files

® Show user files
User files are assigned to an individual user. Only the user himself,
an administrator or SwyxServer, if e.g. it processes Call Routing Man-
ager scripts, have access to these files. All files generated with a
SwyxlIt! Classic or the SwyxWare Administration, such as scripts and

announcements, are saved as private files. An exception is the file
'Name.wav', which contains the name of the user.

Show user-specific standard files

During installation these files are stored for a particular user (e. g.
Operator) as standard files in the database. This user can then use
these files unchanged. If the files, e. g. an announcement, are subse-
quently changed, then they are saved as user-specific files and are
not changed again in a later SwyxWare update.

Show global files

These files (e.g. skins or Call Routing Manager rules) can be used by
any user. If they are changed by the user, the changed file is saved
as a user-specific file.

These global files enable e.g. the administrator to create templates
for all SwyxWare users, which they can then use with personal data.
For example, a company-wide standardized skin can be stored here,
which the users can further develop as they wish; or a call routing
script, which the users can then personalize with their own
announcement and their number.

Global files with the same name as a system file are given prefer-
ence; for example, a new global announcement with the name
'Standard_announcement.waVv' replaces the supplied system file of
the same name.

Global files remain unchanged in a SwyxWare update.

Show system standard files

These files are stored in the database during the SwyxWare installa-
tion, and may be renewed in an update.

If a file is private, it can only be used by the SwyxServer. Otherwise it
is available to all users.

In SwyxWare versions prior to 6.10, these files were stored in the
directory Share\Data.

7.5.10.1ADD FILES

If you add a new file, you can set the properties of this file. However,

you can also change these properties later, by editing "Attributes...".
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Add File to Database
File to add:
Mame: | My Welcome Messagel
SCope; |GI|:|I:|aI
Category: |.ﬁ.nnnuncements

Ll Led Ll

|C|:||'|ference
File Properties
[ Private
| Hidden
-

Description:

Cancel

If you are adding a file, you enter the path and the file name in the
"File:" field, or search for the file.

When adding a file you specify the name under which it should be
saved in the database, and the scope of this file's availability:
e Global

This file will be available to all users who are logged in to this Swyx-
Server.

e System standard

® User
Here you select the user to which this file should be assigned. This
file is then available only to the selected user.
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e Default for user
Here you select the user to which this file should be assigned. This
file is then available only to the selected user.

This scope is defined when adding the file, and cannot be changed
afterwards.

Category

Specify the category to which this file belongs. The following categories
are available:

Ring tones

Fax Cover Graphics

Fax Cover Page

Fax Header

Call Routing scripts
Bitmaps
Announcements

Music on Hold

System announcements
Sample announcements
Recording List

Skins

DCF Custom Provisioning
Others

File Properties

Specify the properties of this file:

Property Explanation

Private This file is only accessible to the user himself, e.g. in one of his
scripts.
Example: Call Routing script with password
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Property Explanation

Hidden This file does not appear in the selection drop-down lists.
Example: The file '20m.wav' (twenty minutes) belongs to the time
announcement, and does not appear for the selection of a
welcome message.

System This file was created during installation, and is always write-
protected.

Description

The description can contain more detailed information about this file.
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7.5.11 THE "CONNECTED SWYXWARE SITES" TAB

Server WIN-JOGO3E7MEN9 Properties -

Search SwyxPhones I Login Device I Standby SwyxServer
Trunk Recording I Yoice Box I Mail Server
Call Detail Records I SwyxPhone Fimware Update I Charges
Default Codec Fiter | Secuity |  RemoteConnector
General | Client Preferences I Music on Hold I Intemal Numbers I Licenses
Files | Connected Swyx\Ware Sites

Other Swidfare zites that are connected with thiz site,

Swpdfare Site | Last Synchronization D ate |

Refrazh | Delete |

Starts a synchronization run between all sites. Start Full Sync:

ok | cancel | | Help |

On this tab you can see all the SwyxServers connected to this Swyx-
Server, and the date of the last synchronization.

Here you have the possibility of manually removing data which e.g. is
left behind after deletion of a SwyxLink trunk.

You can also start a manual synchronization of the connected Swyx-
Servers here. The data of the local SwyxServers is sent to all connected
servers, and the connected servers for their part send data to this
SwyxServer.
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A synchronization otherwise occurs whenever a server is restarted, or if

changes are made to the user data.

See 17 SwyxLink (Server-Server Connection), Page 292.
7.5.12 THE "USAGE REPORTS" TAB

o This tab "Usage Reports" appears only on the licensing server within a
SwyxWare for DataCenter installation.

SwyxServer 192.168.160.200 Properties

Call Detail Records SwyxPhone Fimware Update Charges
Search SwyxPhones Login Device Trunk Recording Yoice Box
Connected SwyxWWare Sies Default Codec Filter Security
General | Client Preferences | Music on Hold | Intemal Numbers | Licenses
Mail Server Files Usage Reports

Reports Delivery

Reparts will be sent once per manth via E-mail. Please configure the
zervice provider's E-mail addrezs and the dagp of month when the report

will be zent.
Service provider's E-mail address: |accounting@company.corrl
Dray af manth: 1 -

td anage Reparts

Manage already generated reports or initiate a report manuallp.

Reports... |

tanage Registered SwpsServers

SwpmServers... |

Cancel Apply Help
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In SwyxWare for DataCenter, the license is centrally entered on a licens-
ing server only, and all other installed servers reference to this licensing
server ( Licensing server (only for SwyxWare for DataCenter and
SwyxON), Page 87). The reporting is then also activated on this licensing
server. This service arranges for a daily data collection relating to the
configured users and functions. The data is stored in the reporting
database. This service also sends a monthly report, which is used for
charging for the installed user numbers and functions, to the E-mail
address given here for the service provider and to Enreach.

If this service is inactive for a lengthy period (a maximum of seven days), the
license lapses on the licensing server, and consequently for all installed
SwyxServers.

Enter in the field "Service provider's Email address" ("provider's email
address) the email address to which the monthly report should be sent.

In the field "Day of month", specify the day of the month on which the
monthly report should be sent. If you choose '31', the report is always
sent on the last day of the month.

Report management

If you want to have an overview of the reports that have already been
sent, or you want to resend reports or send a report with the data of
the current billing period, click on "Reports...".
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Reports
Automatically generated monthly reports:
Generated Sent to Swyx Sent o Provider | Last Resent to S... | LastResent to P... | Start Date End Date |
Manually generate and send a report to the service provider. This will not
influence the generation of subsequent automatic reports.
Send repart

The list "Automatically generated monthly reports" contains all monthly
reports that have already been generated and sent. If a report is sent
again, the date when it was last sent is entered in the relevant column.
The period for which a report was created can be found in the "Start
Date" ("from") or "End Date" ("to") columns.

"Resend report" ("Bericht erneut senden") resends a report that is high-
lighted in this list, both to Enreach and to the service provider.

To obtain the current status of the database in the open billing period,
you can send an intermediate report. This report records all data since
the last monthly report up to the last daily data entry. Sending this
report does not reset the reporting, i.e. next monthly report still
records the complete billing period, beginning with the dispatch time of
the preceding monthly report. This intermediate report is not saved, i.e.
it does not appear in the list of reports sent.

Manage registered SwyxServer

Click on "SwyxServers..." to obtain an overview of the servers that get
their licenses from this licensing server.

Reqistered SwyxServers

Registered SwyxServers:

Deactivate... | Datasource
Qa-sgl01.qa2]

Valid Until
28.05.2014

Last Confirmation
21.05.2014 09:27:21

Name State

Registered Si... | Last Conne...

13.05.2014 21.05.2014

PSTESTO2 Confirmed 14.05.2014 21.05.2014 21.05.201409:31:27  28.05.2014 ga-sgl01.ga20

PSTESTO3 Confirmed 15.05.2014 20.05.2014 20.05.2014 17:11:43  27.05.2014 ga-sgl01.ga20

£ >
[ Show deactivated

Close

From here you can find out how long the server has been registered,
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its

last registration date, and how long the registration is still valid. You can
also find out which database on which computer (data source) a Swyx-

Server uses.
The "State" ("Status") column may contain the following values:

e Not yet Confirmed:
SwyxServer Is registered, but could not yet be checked by the lice
ing service. The server is not licensed and may not be used.

e Confirmed:

ns-

SwyxServer Is registered and has successfully been checked by the

licensing service. The server is active and may be used.
® Expired:

The last successful SwyxServer check by the licensing service took
place more than seven days ago. The server is not licensed and may

not be used.
e Deactivated:

SwyxServer is deactivated and will not be reflected in the invoi

The server is not licensed and may not be used.
If the server is deactivated or the deactivation is limited, the |
valid invoice date is displayed in the "Deactivate On" column.

Ice.

ast
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Activate/Deactivate

You can deactivate a single SwyxServer. To do so, highlight the Swyx-
Server you want to deactivate, and click on "Deactivate...".

Deactivate PSTESTOZ. After the system is deactivated
it can no longer register at the licensing service. It wil
no longer be induded in usage reports.

Deactivate SwyxServerPSTEST02'

Deactivation Date

* Deactivate immediately

The system will be deactivated immediately after this
dialog has been dosed with 'OK'.

21.05.2014

(" Deactivate on:

‘When you confirm this dialog with OK, system
'PSTESTD2" will be deactivated on "21.05.2014". After
that date the deactivation is not reversible.

]

Cancel

You can choose between

e Deactivate immediately
The selected server is deactivated after the next daily data entry
(reporting).

® Deactivate on:

The selected server is deactivated on a specified day after the daily
data entry.

The deactivation of a system is not reversible! Deactivation can only be
| revoked before the deactivation date. To do this, highlight the relevant
server in this list, and click on "Reactivate". The deactivation is fully revoked.
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Checkbox "Show deactivated"

If you only want active serves to appear in the "Registered SwyxServers"
list, please deactivate the "Show deactivated" check-box. If active, the
list also displays servers that have already been deactivated.

7.5.13 THE "CHARGES" TAB

Server WIN-JOGO3ETMENSY Properties -

Search SwyxPhones I Login Device I Standby SwywServer
Trunk Recording I Yoice Box I Mail Server
Filez I Connected SwyxWare Sites

General | Client Preferences I Music on Held I Intermal Numbers I Licenses
Default Codec Fiter I Security I RemoteConnector
Call Detail Records I SwynPhone Fimware Update | Charges

I Configure the currency settings required for conect display of
0 telephone charges by Swyslt, SwysPhone and Call Detail Records.

Fleaze make sure to enter the cormect unit price for the chozen
currency, otherwize wrang charging information will be displayed.

Charging Unit Settings
Currency:

0,0000000

Ciogt per Charging Unit;

@ MOTE: Thesze settings will only take effect if the charging infarmation
iz zent in form of charging unitz via [SOM. IFPSTH sends complete
charging information, it will be dizplaved by Swysiware as received.

o]

After each call unit a call-charge pulse is transmitted from the public
telephone network (AOC=Advice of Charge). This pulse can be used for
charging information. On the "Charges" tab you can configure the cur-
rency to be used for displaying the charges and the costs per call unit.

Cancel | | Help |
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In SwyxWare for DataCenter and SwyxON, contact your service provider
about fees.

The way in which information is transmitted via pulses can vary
depending on the telecommunication provider. Each pulse can transmit
three types of information: the number of units spent, the price per
unit and the currency. Not all of this information can be transmitted
(e.g. in most cases, Deutsche Telekom delivers only the number of
spent units, whereas units and the price are transmitted in Switzer-
land). In cases in which only the number of charged units is transmitted,
SwyxServer uses the values configured here in order to calculate the
charges.

Please note that, when calculating the charges, the information deliv-
ered by the pulse have priority compared to the information specified
here.

These charges will be displayed in the Call Detail Records, on the
telephony client and on SwyxPhone.

If you leave the field for the unit charge empty or if you enter the value
‘0" no charges will be displayed.
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7.5.14 THE "SEARCH SWYXPHONES" TAB

Server WIN-JOGO3E7MEN9 Properties .

Call Detail Records I SwyxPhone Fimware Update I Charges
Default Codec Filter I Security I RemoteConnector
General | Client Preferences I Music on Hold I Intemal Numbers I Licenses
Files I Connected SwyxWWare Sies
Trunk. Recording I “oice Box I Mail Server
Search SwyxPhones | Login Device I Standby SwyxServer

Uze this function to zearch SwysPhones Lk in vour netwark. and to
configure them for contacting a particular Phonetd anager. Click on the Start
button ta begin the zcan which will continue after leaving the dialog.

|IP Addreszs Range
Fram To Phonet anager Standby Phe
< m >
add. | |
Scan Period [Hours): |1

g Scan is stopped. | |

ok | Cance | | Help |

The connection of the IP telephones to your PhoneManager is config-
ured here. When the scan is started, it assigns the IP address of the
responsible PhoneManager to all addressed telephones within the
given IP address range.

If you would like to add a new PhoneManager, click on "Add...". A new
window, "Add/Edit IP Range", will appear.
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Add/Edit IP Range

Fleaze enter the first and the last IP addrezs of the range inside
which the Phonetd anager should search for new SwesPhones,
Additionally you have to configure the Phonebanager and a Standby
FPhianetd anager handling this range.

IP Addiezs Range
First IP address:

Lazt IP address:

| 192 . 168 . 101 . 254

Phonet anager: |VM.DU[;|_DE
Standby Phonetd anager: |
ak | Cancel |

Enter here the range of the IP addresses in your network, in which the
SwyxPhone should be searched for, and the corresponding PhoneMan-
ager or Standby PhoneManager, and confirm this with "OK".

Enter how many hours the PhoneManager should scan for SwyxPhones
and start the scan.

Please note that the scan for the phones will create minimal, yet continuous
traffic in the network. For this reason, the scan is subjected to a time limit.

7.5.15 THE "LOGIN DEVICE" TAB

Server WIN-JOGO3E7MENS Properties -

Call Detail Records |

SwyxPhone Fimware Update I Charges

Default Codec Fiter

I Security I RemateConnector

General | Client Preferences I Music an Hold I Intemal Mumbers I Licenses

Files Connected Swyx\Ware Sites
Trunk Recording | Waice Box I Mail Server
Search SwyxPhones | Login Device | Standby SwyxServer

devices for a Uger at the User properties,

Login Devices:

S 1 wlt

SwapaPhone
SIP dewice
Bagic Client

Description
Swmlt! logons are signalled to ather users.

Specify which type of devices define the Uzer's login status. Only loging
with one of the gelected device types are vigible to other Users,

Thiz configuration is the server default. [t's poszible to zet individual

DK | Cancel

Help

Terminal types
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Whether the users signal their status (logged in, speaking, is called)
among each other or not, is defined in the relationships of the users or
groups. Here you specify, which type of terminal signals the Log-on sta-
tus of the user, if several terminal types are logged in to the same user

account.
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Define here which standard settings should be uses for the user. You
can also configure individual settings for individual users (11.2.6.11 The
"Login Device" Tab, Page 196).

Example:

For example, if a user has a SwyxPhone on his desk and a SwyxIt! Classic
installed on his computer, he can check his status by Swyxit! Classic sig-
nal. He is then logged in when his computer is switched on and Swyxlt!
Classic has started. Is Swyxit! Classic not started, he can still use his Swyx-
Phone. However, the status "logged off" is signalled to internal employees
and call routing. If the user speaks with SwyxPhone the status "Speaking”
is signalled to the employees, for call routing his status remains "logged
off".

Some cases can also be mentioned specifically for the various offered

by Enreach :

® Basic Client
Activate the end device type "Basic Client" if the Swyx Mobile App
(Windows Phone) status should be signalized.

® SwyxPhone Lxxx
If the status signaling needs to be dependent upon SwyxPhone Lxxx,
then activate the 'SIP device' option here.
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7.5.16 THE "CALL DETAIL RECORDS" TAB (CDR)

Server WIN-JOGO3ETMENSY Properties -

Search SwyxPhones I Login Device I Standby SwywServer
Trunk Recording I Yoice Box I Mail Server
Filez I Connected SwyxWare Sites
General | Client Preferences I Music on Held I Intermal Numbers I Licenses
Default Codec Fitter I Security I RemoteConnector
Call Detail Records | SwyxPhone Fimware Update I Charges

" Mo Call Detail Records

{* Call Detall Records inta Text File
Save to Folder:
|C:\ProgramD atat|

File Marme:
|cdr.t>:l

| Uniimited | |5000 — Kiobytes

" Call Detail Recaords inta [ atabaze
Databaze Connection String:

External Humbers
* Store complete Number
" Hide Digits

MHumber of Digits replaced by " i]

" Replace Murmber with "'

ok | Cancel | | Help |

SwyxWare allows you to record information concerning connected calls,
so-called "Call Detail Records", in a text file. Recording is preset as deac-
tivated.

When you activate "Call Details Record in Text File" you will activate the
recording of this data in a text file.

I When saving and processing personal data, observe the respective applica-
. ble legal data protection regulations.
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Here, you define the file and the directory where SwyxServer will save
the Call Detail Records.

You can restrict recording either according to file size or in terms of
time. If the maximum file size or number of days (standard: 7 days) is
exceeded, a new file with the same name plus a counter will be created
and filled. The existing files are only deleted if you select time restric-
tion.

Please observe the respective applicable legal regulations. Please observe
this in particular if you change the settings for memory restriction.

Call details records can also be saved in a database. To do this, activate
"Call Detail Records in Database" and enter the database connection
sequence. You can use "Test Connection" to test the connection to the
database.

Single connection information cannot be deleted from the database. Please
observe the respective applicable legal regulations. Please observe this in
particular if you select the database as the memory location.

If you do not wish to maintain a record, activate "No Call Detail
Records". This option is set by default.

For detailed information regarding the format of the file saved, please
refer to App. A: Call Detail Records (CDR), Page 398.

External numbers

Specify the format in which external numbers are stored in the file. You
have the following options:
e Save entire number
The entire external number is saved in the call detail records.
e Hide digits
You have the option of only storing external numbers in part by
replacing some of the digits with 'X'. Specify how many digits (from
the end) are to be replaced.
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® Replace number with 'XXX'
The entire external number is replaced with 'XXX'. In this case you
will not be able to see anymore whether the call was, e.g. an interna-
tional or a local call.

Please observe the respective applicable legal regulations. Please observe
this in particular if you select the database as the memory location, see 8.3
Private and business calls, Page 123.

It is not possible to hide those numbers only which were dialed using the
public line access. In this case, apply digit replacement for all calls.
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7.5.17 THE "SWYXPHONE FIRMWARE UPDATE" TAB will be given the opportunity to update the firmware. See 20.2.4 Auto-

matic Firmware Update for a SwyxPhone Lxxx, Page 335.

Server WIN-JOGO3ETMENSY Properties -
It may happen that the PhoneManager requests an Update of the Swyx-

Search SwyxPhones |  Login Deviee | Standby SwyxServer | Phone firmware. The menu of the SwyxPhone points out if the automatic
Trunk Recording I Yoice Box I Mail Server ® updates is not activated
Files I Connected Swyx\Ware Sites '

General | Client Preferences I Music an Hold I Intemal Mumbers I Licenses

Default Codec Fitt | secuity | RemoteConnect
Call Dae:lail HeceZmIsH| SWP::'IUE Fimware Update | ngﬁarzres 7.5.18 THE HSECURITY" TAB

Pleaze specify llje FTP zerver from which the SwysPhones should
download theirfimuare. Server WIN-JOGO3E7MENS Properties |
FTF Server Name: |flp.sw_l,l:<.de
Search SwyxPhones I Login Device I Standby SwyxServer
User Name: |an0n_l,lmcuus Trunk Recording I Yoice Box I Mail Server
Paszawmord: | ***** Files I Connected SwyxWWare Sies
) General | Client Preferences I Music on Hold I Intemal Numbers I Licenses
Firmware Path: |a’|:lub.'"fw11 / :
Call Detail Records I SwyxPhone Fimware Update I Charges
Default Codec Fiter | Secuity | RemoteConnector
Click "Get" to retrieve firmware information from the FTP
zerver of enter information below, Enciyption Settings

Changing encryption mode requires restart of

i i ices!
— | . |1u'ersi|:|r1 | S " ' l k. Phoretd anager zervice and all client devices!
L400 j ,,: - Ercryption Mode:
L420e |Enc:r_l,thil:ln preferred j
L420s =~ [
L4400 J. [ - Pazzword Settings
< iy ’ Enfarce strang user pazswords:

Help | Mevs uzers have to change their passvord at first logon:

oK | Cancel

Dizable uger after failed login attempls:

?‘
B .

On this tab you can set the data for an automatic firmware update for
SwyxPhone, such as the FTP server from which the software is going to

be loaded, the corresponding user name and password and the path el Skl
. " " . . . . . D arnain: |3W.'|JH-CUFI"
for the new firmware. "Get" provides you with a selection list of all avail-
able firmware files. Define in the drop-down list, which firmware should
be distributed to which SwyxPhone. ok | cancel | | Hep |
If you have activated automatic update, the server will check the firm-
ware version of SwyxPhone when you log in. If SwyxPhone identifies a This tab is used to set the encryption mode and password rules for

software version other than the one defined here, the SwyxPhone user SwyxServer in general.
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Encryption settings

Encryption mode is determined globally for SwyxServer in this area,
which means the settings you choose here will influence the encryption
settings in user and trunk properties.

If you set the encryption mode to "No encryption" here, the mode in the
user and trunk properties is likewise set to "No encryption"; if you select
"Encryption mandatory" here, then the setting "Encryption mandatory"
also appears there. In both cases, the mode cannot be changed within
the user and trunk properties. The field is then deactivated.

A change of the encryption mode requires a restart of all client devices.

The SwyxLink trunk and the SIP trunk are exceptions in this context. In the
SwyxLink trunk, the encryption mode is taken from the server settings and
cannot be changed. You can configure encryption for SIP trunks in the SIP

trunk group settings. See Exceptions, Page 342.

See 21 Encryption, Page 342.

Password settings

In this area, you can force password rules for better user account pro-
tection.SwyxWare-Administrators and users will then have to meet
additional security conditions when logging on to SwyxServer.

Logging on to terminal devices and SIP registrations as well as authentica-
tion via Windows user accounts are not affected by these password set-
tings.

The default configuration is for all rules to be deactivated.

The following rules can be configured:
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® Force complex user passwords:
If this control field is activated, only those user passwords will be
permitted that are at least eight characters long and meet at least
three of the following four character classes:
- upper-case letters such as: [A-Z]
- lower-case letters such as: [a-Z]
- Numbers [0-9]
- Non-alphanumeric characters (special characters), such as: Dot,
comma, brackets, space, double cross (#), question mark (?), percent
sign (%), ampersand (&).

Alphabetic characters (such as: B, U, 4, €, 6) and non-Latin characters (such
as: @, 1, B) are no special characters and are regarded as letters.

In SwyxON, the policy for complex passwords is enforced by default and
cannot be overridden by any administrator.

When the "force complex password" rule is activated in server configura-
tion and/or user configuration, then the user will be able to continue to use
the current password until the user decides to change the password or until
the administrator forces password change.

You can force users to change their passwords or to use complex pass-
words. See 11.2.1.2 The "Authentication" Tab, Page 165.

If the "Force complex user password" option is enabled for the user, the last
passwords of the user will be taken into account during the change. The
user cannot reuse the last three passwords.

Regardless of the password settings, an attempt to re-enter the current
password during password change will be checked by the system and will
not be permitted.
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e Deactivate user after failed login attempts Log in settings
If this checkbox is activated, then the system will lock user account
based on a predetermined number of failed login attempts (e.g.
password entered incorrectly multiple times). The corresponding
users will be deactivated and will not be able to use terminal devices In this area, you can configure a UPN-Suffix.
or clients. See also 11.2.1.2 The "Authentication” Tab, Page 165.
This option can only be used together when the parameter "Number
of unsuccessful logins before deactivation" is set.

The user name in UPN format should be used for logging on to Swyx-
Ware Administration and clients.

7.5.19 THE "REMOTECONNECTOR" TAB

The configuration on this tab is supported only for compatibility with the
older SwyxWare installations.

Use Swyx Connectivity Setup Tool to define the RemoteConnector settings,
see 6.3 RemoteConnector Configuring, Page 74

0 Following activation, this rule will apply for all users and administrators.
System administrators are the only ones who are not locked.

6 Only an administrator can activate a user. See 11.4 Activate/deactivate or
delete users, Page 207.

e Number of unsuccessful logins before deactivation.
This entry field is used to set the number of attempts a user may use
to SwyxServer login. Only values "3" to "20" are used.

The number of failed log-in attempts will be reset for the corresponding

o user after one successful login. After resetting the SwyxServer services or
after changing between master and standby server, this number is reset to
zero for all users.

The number of failed log-on attempts is irrelevant, when the administrator
0 has established a forced password change, and the user attempts to log-on
with his/her previous password.

If a user has been deactivated, then the user will be shown the corre-
sponding notification and an instruction to contact the administrator.
See 7.1.2 Limited number of log-in attempts, Page 82.
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The registered public address of the authentication service must be

Server WIN-JOGO3E7MENS Properties - configured within the respective settings on the Client computers.

Call Detail Records I SwynPhone Fimware Update I Charges
smeene [ o e If you use a different standard port and not 9101, it has to be explicitly input

S /o 0+ I in the Client settings

Files I Connected SwyxWare Sites gs-
General |Uieﬂt Preferences I Music on Hold I Intemal Mumbers I Licenses
: RemoteC ct . .
Defauk Codec Fiter | Secuy | RemsieComector See 26.1 Internet connection via RemoteConnector, Page 385.

[¥ Enable Remote Access
if you want to connect your clients to SwyxServer over the intemet RemoteConnector Server (FQDN or pu blic |P)
without VPN, it is necessary that two IP ports on your SwyxServer are
reachable from the intemet. Standby corfiguration is available with the .
"SypxStandby” OptionPack, Enter the public server address and the SwyxRemoteConnector server
i e T ettt cmetire a1 et it e el port in the respective fields. The standard ports for the SwyxRemote-
be necessary. In this case configure forwardings to port 5101 and 16203 Connector are 16203 or 57203
on your SwyxServer. :

Authentication Server (use FQDN or public P} See 26.1 Internet connection via RemoteConnector, Page 385.

Master: | Part: |5'| 01

5101

Standby: | Part:

RemateConnector Server juse FQDN or public 1P)
Master: | Port: {16203

Standby: | Port: |152:3

ok | cancel | | Help |

You can configure SwyxServer for Internet connections with your Cli-
ents using this tab.

Enable remote access

If support for direct internet connections to the clients is required, acti-
vate the check-box.

Authentication server (FQDN or public IP)

Enter the public server address and the port into the corresponding
fields to allow Swyx clients to reach the server via InternetSwyxServer.
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7.5.20 THE "DEFAULT CODEC FILTER" TAB

Selection Meaning
Server WIN-JOGO3E7TMENS Properties - Do not filter Codecs When "Do not filter codecs" is sglected, all

media data whatever the codec s transferred
Search SwyxPhones | Login Device | Standby SwyxServer without change to the destination (transpar-
Trunk Recording | Voice Box | Mail Server ent mode). This setting allows foreign Codecs

Files | Connected SwyxWare Stes unknown to SwyxServer to be used, e.g.

General | Client Preferences I Music on Held I Intemal Numbers I Licenses Video.
Call Detail Records I SwynPhone Fimware Update I Charges
Defautt Codec Fiter | Secuity |  RemoteConnector G.729 (around 64 kbit/s per call)  Voice, high bandwidth. The voice data is

transmitted in HD audio quality.
G.711a (around 64 kbit/s per call) Voice, high bandwidth. The voice data is
- . )
Do not filker codecs G.711p (around 64 kbit/s per call) slightly compressed.

G.729 (around 24 kbit/s per call)  Voice, low bandwidth. The voice data is

The zelected codec filter defines the allmwed type of compression for
calls of all users using this default configuration.

" Allovs the following codecs

5.722 (appros. 84 kBit/s per call) .

G.711a [approx. 34 kBit/s per call heavily compressed.

v G711 54 kBt I . . .

- ?2:3?3[.:?0?24 kBit:’sSpE?chila]] Fax over IP (T.38, around 20 kbit/ ~ Fax. In this case, the special fax protocol T.38
Faw over IP [T.38, appros. 20 kBits per cal) s per call) is used, which takes the set-up of the IP

network into consideration.

You can also specify the codec filters individually per user within the
user properties. The parameters specified here for the selected user
are then discarded. See 71.2.1.70 The "Codec Filter" Tab, Page 176.

The transparent mode (option "Do not filter codec") enables users to
take part in calls with new codecs which were previously unknown to
SwyxServer.

ok | Cancel | | Help |

In non-transparent mode, SwyxServer checks whether the codec used

for the voice data in a call is configured as permitted. If it isn't, the call
With the help of the codec filter, you can define how voice is com- will be rejected. An error message will appear.
pressed for transmission. Specify globally here for the SwyxServer

whether codecs should be filtered, and if so, which codecs should be ) ) ) i )
permitted o In a new installation and in an update, "Do not filter codecs" is set as

default. Thus, all codecs are activated.
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1.6

GLOBAL PHONEBOOK

The Global Phonebook lists all SwyxWare users of this SwyxServer as
well as all users of SwyxServers connected to this server via a SwyxLink
trunk. To enable the display of a user in the Phonebook, the "Show in
Phonebook" must be activated in the user's properties, see 11.2.2.1 The
"Numbers" Tab, Page 177.

When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

Personal data cannot be deleted automatically. In order to meet the valid
data protection regulations, it may be necessary to delete the entries manu-
ally, see This is how you change or delete entries in the Global
Phonebook, Page 114

With an Intersite connection via a SwyxLink trunk, the users of all connected
servers are also visible in the Global Phonebook of the SwyxPhones.

The right to edit the Global Phonebook is defined by the administration
profiles. See 9.3 Administration profiles, Page 143.

Entries in the Global Phonebook can also be made with SwyxIt! Classic.
In that case only entries can be edited that do not pertain to any config-
ured users. The right to change entries is granted by respective admin-
istrator profiles (9.3 Administration profiles, Page 143). See also
help.enreach.com/cpe/latest.version/Client/Swyx/en-US/
index.html#context/help/changing_global_phonebook_$.

Other (external) numbers can be entered in the "Global Phonebook" by
the administrator. These numbers are then available to all users in the
global phonebook. Especially in the case of connection of other sub-tel-
ecommunication systems, these subscribers can be integrated into the
phonebook in this manner. In this way, all employees are listed in one
Phonebook.
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Show in Phonebook

Entries in the Global Phonebook which are not to be shown in the
Phonebook will still be used for the name resolution. If a call is initiated
from these numbers, the name of the user will be displayed to the
called party.

Example:

A subscriber A has both a phone in his office (123) and another phone in
the laboratory (456). The office telephone is now entered in the tele-
phone book (entry: "Subscriber A, 123"), where all employees should call
if they want to reach A. The laboratory telephone is also entered in the
telephone book (entry: "Subscriber A (laboratory), 456"), but the entry is
invisible. If A himself calls another employee from the laboratory, the
name is accordingly resolved and the employee sees in his display or his
caller list "Call from subscriber A (laboratory)".

How to enter additional users in the Global Phonebook

Open the SwyxWare Administration and choose the SwyxServer.
Choose the "Phonebook" folder.

3 Click with the right mouse button on the phonebook.
The context menu will appear.

4 In the context menu, select "Add Phonebook Entry...".
The wizard for "Add Phonebook Entry" will appear.

5 Enter the name, the phone number and, if necessary, a description
for the new entry.

6 Activate the checkbox "Show in Phonebook", if the entry should be
displayed in the Global Phonebook.
If this function is deactivated, the entry will be used only for name
resolution.

7 Confirm your entry with "OK".
The new entry will appear in the Global Phonebook.

This is how you change or delete entries in the Global Phonebook

1 Open the SwyxWare Administration and choose the SwyxServer.


https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/changing_global_phonebook_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/changing_global_phonebook_$
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2 Choose the "Phonebook" folder. Please note that the name of the phonebook entry must be unique
3 Right-click on the entry that you would like to change or delete. within SwyxWare. This means that no other user, trunk, trunk group,
e If you would like to delete an entry, select "Delete" in the context group or external phonebook entry may have the same name. This is
menu. checked by the administration.
e If you would like to change an entry, select "Properties" in the Only the additional Phonebook entries appear in the list of Phonebook
context menu.. entries. You cannot change or delete the entries of the users that are
The "Properties" page opens. configured for this SwyxServer. To do so, select the "Properties" page
for the corresponding user, see?1.2.2.1 The "Numbers" Tab, Page 177.
Oskar Properties
ro— Global abbreviated dialing
m “ou can edi the information for this Phonebaok entiy to be In SwyxWare, global speed dial codes (e.g. #01, #02) can be defined for
e o L i Ul i use by all users of this SwyxServer. The administrator creates an entry
for this purpose in the Global Phonebook, with the following format:
An unambiguous name iz required: The name must not already be
agsighed to a User, Group, Trunk Group, Trunk or Phonebook. Name: #numeric character str‘ing, #, *>, number:
entry name. <number>
Phonebaoak Entry
Name: To name an example, if a speed dial of this kind (such as #11) is dialed

now on a SwyxPhone, then the SwyxServer will interpret it as a name,
i.e. the SwyxServer will attempt to find a phone number for the name

Phone Murnber: . . . .

[+49 1234 4567 selected and then dials it according to the standard conversion rules
(trunk-dependent) with or without country code and/or area code.

Drescription:

Example:
There is this entry in the Global Phonebook:
Name: #11, number: +44 456 789012

If a (SwyxPhone) user dials "#11" on his or her phone, then it is inter-
preted as a name, and the number resolved for it out of the Global
Cancel Aoply Help Phonebook, +44 456 789012, is dialed.

v Show in Phonebook

Enter your changes here and confirm them with "OK". The fields
"Name" and "Phone number" may not remain empty, the descrip- 0
tion is optional.
Activate the checkbox "Show in Phonebook", if this entry should
be displayed to all users in the phonebook. If the checkbox is not
selected, the phonebook entry will only be consulted for name
resolution.
The selected entry is deleted or changed.

The exceptions are names beginning with '##'. This character string always
leads to a direct call to the user himself or his script and is used, for exam-
ple, to retrieve the voice messages of your own voice box with '##10'. This
can then also e.g. be put on the correspondingly labeled button in the Swyx-
Phone D510.

All name entries starting with a number or # are forbidden in the per-
sonal phonebook.
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7.6.1

THE IMPORT AND EXPORT OF PHONEBOOKS

You can import a Phonebook or a user list, such as in cases when
needed from another branch office. Prerequisites for import from a list
are that the entries must each be in a separate line and the fields of an
entry must be in quotation marks and separated by a semi-colon.

If there is a connection via a SwyxLink trunk to the SwyxServer of the branch
office, the users of the other server will automatically be visible in the
Global Phonebook of this SwyxServer, and vice versa. This means there is
no need to import the phonebook. See 17 SwyxLink (Server-Server
Connection), Page 292.

To create user lists from the SwyxWare Administration, see 11.7 Export
User List, Page 212.

Example:
"Schmidt,Eva";"+44231123456789";"Description”
"Doe,John";"+44231999888777""Description"”

Furthermore, you can export Phonebook entries to a CSV file in this for-
mat. You can specify which Phonebook entries should be exported.

How to import entries into the Global Phonebook

Open the SwyxWare Administration and choose the SwyxServer.
2 Click with the right mouse button on "Phonebook".

3 Select the entry "Import Phonebook..." from the context menu.
The import wizard for the Phonebook will open.

4 Select the source file:
Enter the file (*.CVS) from which the Phonebook entries should be
imported.
In the lower field you will see a preview of the entries.
Click on "Next>".

5 Select the Phonebook entries to be imported:
Deactivate the checkbox in front of the entries that you do not want
to import.
Click on "Next>".

116

6 Delete existing phonebook:
Define whether all existing Phonebook entries should be deleted
before the import takes place.
Click on "Next>".

7 Add appendix to the entry name:
Indicate whether the names of the imported entries should get an
appendix, and enter this appendix.

In instances like importing entries from another branch office, we
recommend you include the corresponding site in order to make
distinguishing among subscribers in the Global Phonebook easier for users
of telephony clients.

8 Choose the update mode for the Phonebook:
The following options are available if the same entry (including the
appendix) already exists:
e Update existing entry

Overwrites the phone number and description in an existing
entry.

e Rename new entry

The new entry is automatically renamed before import takes
place, e.g. John Doe' is renamed to John Doe(2).

e Skip new entry
Entries to be imported, which already exist in the Phonebook, will
be skipped.

9 Startimport process

All entries which names are already in use within SwyxWare, will be skipped
during the import.

Finally, you will get an overview of the parameters entered. Confirm
this with "Next>".
The selected entries will be imported.

10 To close the import wizard, click on "Finish".
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How to export entries from the Global Phonebook

1.7

Open the SwyxWare Administration and choose the SwyxServer.
Click with the right mouse button on "Phonebook".

Select the entry "Export Phonebook..." from the context menu.
The export wizard for the Phonebook will open.

Deactivate the checkboxes for the phonebook entries you do not
wish to export. Indicate whether the description of the entries
should also be added.

On the next page of the wizard, define where the exported file
(*.CSV) should be stored and whether an existing file with the same
name should be overwritten or whether the data created should be
appended to this file.

Furthermore, you can indicate whether the names of the fields
(column names) in the first row of the file should also be saved.

Finally, you will get an overview of the parameters entered. Confirm
this with "Next>".
The selected entries will be exported.

To close the export wizard, click on "Finish".
The telephone entries are exported according to the selected
parameters.
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I When saving and processing personal data, observe the respective applica-
. ble legal data protection regulations.

IpPbx - [Console Root\SwyxWare Administration\SwyxServer VM-DOCLOC\Change Log\Period 01.05.2014 - 01.06.2014]

B File Action View Window Help

I EEEN =R

Y |

=

“| Console Root
4 [B SwyxWare Administration
4§ SwyxServer YM-DOCLOC

Date
[ 20.05.2014 17:10:49
[l 20.05.2014 17:10:49

Administrator

VM-DOCLOC\Administr...
VM-DOCLOC\Administr...

Qwner

Medified ltem
DefaultLocation
Deny all calls

) ‘g g::ﬂs B 2005201417:1040  VM-DOCLOC\Administr.. Internal destinations

, & Locations E2005201417:10:49  VM-DOCLOC\Administr... Internal destinations .

. 3 Trunk Groups B 2005201417:1040  VM-DOCLOC\Administr.. Local destinations
2 Trunks E 20052014 17:10:49  VM-DOCLOC\Administr... Local destinations +[eclfac]

&* Number Mappings
¢B Routing Table
» (1 Calling Rights
» [ Feature Profiles
» [ Administration Profiles
» (&3 SwynFax
L Phonebook
4 [ ChangeLog

i} Period 01.05.2014 - 01.06.2014

[ 20.05.2014 17:10:49
[l 20.05.2014 17:10:49
[ 20.05.2014 17:10:49
[l 20.05.2014 17:10:49
[ 20.05.2014 17:10:49
[l 20.05.2014 17:10:49
[ 20.05.2014 17:10:49
[l 20.05.2014 17:10:49
[ 20.05.2014 17:10:50

VM-DOCLOC\Administr...
VM-DOCLOC\Administr...
VM-DOCLOC\Administr...
VM-DOCLOC\Administr...
VM-DOCLOC\Administr...
VM-DOCLOC\Administr...
VM-DOCLOC\Administr...
VM-DOCLOC\Administr...
VM-DOCLOC\Administr...
VM-DOCLOC\Administr...
VM-DOCLOC\Administr...

Local destinations

National destinations
National destinations

European destinations

European destinations
European destinations

Everyone

National destinations
+lec]

.

European destinations
+3

-4

.

No call restrictions
Everyone

Status

In a SwyxWare for DataCenter and SwyxON installation, these changes
are relevant for customer invoicing.

Please remember that the Global Phonebook only contains the
additional entries. You can obtain the list of SwyxWare users and
groups for this SwyxServer by exporting the user list, see How to export
the user list, Page 212.

Entries from the phonebook do not show the status in the SwyxIt!
Classic.

CHANGE LOG

Changes that are made to the configuration of users or trunks, or to the
feature profiles or the conference rooms, are logged and saved. This
means that it is always possible to track which administrator made
which changes.

The changes are stored in the database. In the SwyxWare Administra-
tion, the changes are grouped into periods in the "Change log" direc-

In SwyxWare for DataCenter and SwyxON, this period correspond to

At most, the last twelve months (SwyxWare for DataCenter and
SwyxON: 12 billing periods) are displayed.

The change log cannot be deleted automatically from the database. In order

E:f Active Calls B 20.05.201417:10:51
58 Relations [ 20.05.2014 17:10:51
&3, Services (Local) 2
64 object(s)
tory.
the reporting period.

to meet the valid data protection regulations, it may be necessary to delete
the entries manually, see Delete change log, Page 119.
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Who can view the change log?

The change log can only be viewed by administrators who have one of
the following administrator profiles:

System Administrator
Backoffice Administrator
Reseller Administrator
Customer Administrator

To display the change log directory, please use the extended view (View
| Extended) in the SwyxWare Administration.

Format of the entries

The following details are recorded for each change

Date of change
User who made the change (Windows user or SwyxWare user)

A configuration object (trunk, user, user group) that is affected by
the change.

Changed parameter (feature profile, user, voice or fax channel, con-
ference)

Type of change

Change property (if applicable)
Original value (if available)
New value (if available)

Search in change log

You can search for entries in the displayed page (change log of a par-
ticular period).

How to search for an entry in the Change Log

1

In the context menu for the period, click on "Properties".
A filter mask will open:

Period 01.05.2014 - 01.06.2014 Properties

Fitter

Adminiztratar:

todified [bam:

Kind of Modification:

0ld W alue:

Mew Walue:

» I

|.-’-‘«dministrator

Customer deactivated

2 You have various filter criteria here:
e Administrator

Enter here the name of the administrator who changed the

parameter.
e Changed parameter

Here you can give the name of the trunk or the feature profile.

e Type of change

Select a type from the drop-down list.

e Old Value
e New Value

Clear Filter

Help
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3 After you click "OK", this display filter is applied to all time periods,
so that you can have these displayed stepwise by highlighting them

in turn.
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7.8

Export change log

The change log can be exported. Do this by selecting the entry "Export
list..." in the context menu of the relevant period, and specifying a
memory location. The file is saved, according to your specifications, as a
tab- or comma-separated file.

Delete change log

A finalized period can be removed from the log.

To do so, highlight the desired time frame and select "delete" in the
context menu.

Prior to deletion, a dialog window will appear recommending to back-
up the corresponding period. As applicable, select the storage site and
file name, then confirm by clicking on "OK."

The file is saved as a tab- or comma-separated file based on your speci-
fication. The period is removed from the change log.

It is only possible to delete periods with at least one recording.

ACTIVE CALLS

In this directory, you can see which connections are active at the
moment.

The following detail information can be displayed for every single con-
nection:

Origination Number
Origination Name
Called Number
Called Name
Destination Number

Destination Name
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Status

Start Time

Duration

Charges

Project

Start Trunk, (Trunk over which the call comes in)

Destination Trunk (Trunk over which the call leaves the server)
In the context menu of "Active Calls", choose "Properties".

Active Calls Properties
General
|§ Pleaze configure the settings for displaving active calls.
tl Enabling the 'buto refresh’ option will prevent pou from

manually zelecting the 'Refrezh’ command for getting up ta
date information.

Dizplay Refrezh

v Auto refresh
Refresh interval = seconds
Cancel Apply Help

Here you can set the time interval (5 to 100 seconds) for the update of
this information.

If the checkbox is not selected, the display will not be updated automat-
ically. You can update the display using the context menu.
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1.9

If there are connections active, then you can interrupt them by select-
ing "Delete" in the context menu. Before the connection is discon-
nected, you must confirm a security query.

In the SwyxWare Administration "Active Calls" context menu, you'll find
the option "Export list...". This allows a list of the current connections to
be exported to a text file.

RELATIONSHIPS

In this directory, you can see what relationships exist between users
and groups. It is not possible to edit the relationships at this point. For
relationship configuration, see 17.2.8 The "Properties..." Dialog: The
"Relationships"” Tab, Page 202.

Example:

Users of the group "Group A" signal user "User A 2" about their status.
Conversely, user "User A 2" signals his status to all users of the group
"Group A".

IpPbx - [Console Root\SwyxWare Administration\SwyxServer VM-DOCLOC\Relations]
B File Action View Window Help -=
L = I

|| Signal Sour... Signal Dest... Calls Status

58Group A Group A Yes Yes

Z8Group A UserA 2 Yes Yes
58UserA 2 GroupA Yes Yes

> [ Trunk Groups
2 Trunks
&% Number Mappings
¢® Routing Table
> (22 Calling Rights
. (2 Feature Profiles
> [ Administration Profiles
. (@b SwyxFax
L1 Phonebook
4 (11 ChangelLog
# Period 01.05.2014 - 01.06.201
(* Active Calls
“: Services (Local)

< >

4 object(s)
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7.10 BACKING UP THE SWYXWARE

DATABASE

You can back up the database, or restore a previously backed up data-
base.

In SwyxON the backup of the database is provided by the service provider.

You can use the program "IpPbxConfig.exe" to back up the SwyxWare
database locally and restore it at a later time. You'll find the program in
the SwyxWare program directory. Backing up the database is done by
making an entry the command line:

IpPbxConfig.exe /backup [/file "<Backup File>"]

If you call the parameter "/backup" without the parameter "/file", a
database backup will be generated in the SwyxWare standard backup
directory. A unique file name is automatically assigned (e.g. "IpPbx-
Backup-2010-10-18-15-56-07.dat"). If you specify a file name without a
path in the parameter "'/file", the file is likewise written to the above
directory. When an absolute path is input, the file is stored as specified.
A file of the same name already present is not overwritten.

To restore the SwyxWare database, enter in the command line
IpPbxConfig.exe /restore /file "<Backup File>"

To stop Swyx services automatically and restart them automatically
after the backup is restored, use the additional parameters "/stop" and
"/start".

Note that the database server must have writing access on the directory
used for the backup, and reading access for the recovery of the database.
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7.11

Backing up the database during an update

The Configurations Wizard automatically updates the existing local
database of an older SwyxWare installation. In addition, a backup copy
of the existing database is made before the update takes place. You will
find this backup copy in the SwyxWare standard backup directory.

If the database is on a different computer, then please back this up
before the update.

Please note that in a SwyxWare for DataCenter installation it is not possible
to do an automatic database backup before an update by the Configuration
Wizards. The administrator must back up the database himself before an
update, using the backup systems of the database server.

Please refer to the Knowledgebase for more advice on database main-
tenance

https://service.swyx.net/hc/de
UNINSTALLING
SwyxWare is uninstalled via the Control Panel.

Deinstallation must be implemented by the SwyxWare service provider in
SwyxON.

To uninstall SwyxWare

1 If the Active Directory extension is installed, remove this before
uninstalling with the help of the program IpPbxAdExtConfig in the
SwyxWare program directory.

See Removal of the Active Directory extension, Page 425.
2 Open the Windows Control Panel (Start | Settings | Control Panel).

3 Double-click on "Software".
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Select the option "SwyxWare" found under "Change or Remove
Program".

Click on "Remove".

Confirm the message asking whether you really want to uninstall
SwyxWare with "Yes".
The uninstall process will be carried out automatically.

Click on "Close" to close the window.

When uninstalling, files that were used in conjunction with
SwyxWare but weren't copied to the server during installation will
not be removed.

The database holding the SwyxServer user and configuration data is
not deleted, regardless of whether this is installed on the same
computer or on another computer. If necessary, it should be deleted
manually.

Delete database:

e In an environment with SwyxWare for DataCenter, you uninstall
the database as for the installation according to the information
from Microsoft.

e To delete the database of a SwyxWare, uninstall the Microsoft
Data Engine and then delete the files
ippbx.mdf
ippbx_log.Idf
in the directory C:\Programs\Microsoft SQL Server\data. C:\Pro-
grams\Microsoft SQL Server is the MSDE installation directory.
Once you have uninstalled the Microsoft Data Engine, you must
restart your computer before you can reinstall MSDE and Swyx-
Ware.
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Locations Emergency call detection

8 LOCATIONS

Location is a user and trunk group property, which groups together
site-dependent parameters.

Alocation represents all site-dependent parameters such as codes, pre-
fixes and time zones, but also PBX settings such as the public line
access prefix.

With the help of these location parameters, dialed numbers are com-
posed into a canonical number during operation. Call permissions and
routings are then compared with this canonical number within Swyx-
Ware.

Example:

A subscriber in London (country code 44, area code 20, public line access
0) dials the sequence of digits "0123456". The dialed number is then
composed as follows:

The leading zero is interpreted as a public line access, and the sequence
"123456" is left. As the first digit is no longer O, the sequence is inter-
preted as a local number. With the location data, this then gives the
canonical number "+4420123456". The routing records and Calling
Rights are then checked for this number.

In the SwyxWare Administration you'll find the configured locations in
the "Location" directory, with their respective associated users, groups
and trunks under them.

8.1 EMERGENCY CALL DETECTION

In the case of emergency calls, a location determination is always neces-
sary.
This function can only be performed via your telephony provider (e.g. provi-

sion of number ranges with corresponding area codes).
Contact your provider to ensure that the caller's location is determined cor-
rectly.

8.2
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Emergency calls in Germany, Austria and Switzerland

In the DACH countries, the numbers 110 and 112 are reserved for emergency

calls. If 110 or 112 is dialed, the following special treatments are applied:

e Any configured number suppression is ignored. The outgoing call
number is always signaled.

e If the user has not configured a public phone number, a valid phone
number of the SIP trunk used is signaled to ensure that the call is not
rejected by the provider.

e Existing configured or licensed trunk channel limits are ignored. The
call is always delivered.

e |f more than one external trunk is configured and available, prefer-
ence is always given to the trunk whose assigned location matches
the location of the emergency caller.

As of SwyxWare version 14.00, the numbers 110 and 112 cannot be
assigned to internal users.

If an emergency number has already been assigned to one or more users,
make sure that there are no assignments for these numbers in your config-
uration.

DEFAULT LOCATION

The default location is the location assigned to a new user. In SwyxWare
Administration, it has a different icon compared to the other locations.
If you want to assign all other new users a different location as default,
then, in the properties of the new default location, select the option
"Set this Location as the default Location" (8.4.1 The "General"
Tab, Page 124).

How to create a new location

Start SwyxWare Administration.

2 Click "Locations" with the right mouse button to open the context
menu.

3 Select "Add location..."
The wizard for adding a location will open.
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4 Location name:

Enter the name of the location and, if applicable, a brief description.
The name must be unambiguous within SwyxWare.

If you would like the location you are creating to be used as the
default for all users and trunk groups subsequently set up, activate
the "Set this Location as the Default Location" checkbox.

Click on "Next>".

Codes and prefixes for the location

The following parameters specify how numbers dialed by a user (or
trunk group) of this location are to be interpreted by SwyxWare.

Example:

A user has the location London (codes 44, 20, prefixes 00, 0, public line
access prefix 0). This user now dials 0456789. SwyxWare interprets the
first 0 as the public line access prefix and the number sequence 456789
as a local number. This results in the canonical number +4420 456789,

Own country code

Here you define your country code. For the United Kingdom, it is '44".

Own area code

Enter your area code here without the preceding '0', for example,
'20' for London or '161' for Manchester.

Prefix for international calls

The code for international calls is entered in this field. In Germany,
this code is '00'.

Prefix for long distance calls

Here you enter the digit(s) which must be dialed in order to make a
long distance call. In Germany, the digit required for long distance
calls is always '0".

Click on "Next>".

Private Branch Exchange related Properties:

Public Line Access

This is the number that SwyxWare users must first dial in order to
make external calls. Default value: ‘0".

You are able to enter several Public Line Accesses separated by a
semicolon, e.g. to differentiate private and business calls using a
different Public Line Access.

Route undeliverable calls to Internal Number:

8.3

8.4
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If a call is directed to a number, which is within the number range of
SwyxServer but has not been assigned to a user, this call will be
forwarded to the number listed here. You can enter the number
directly or select it from the list of SwyxWare numbers. It can also be
a number of a connected SwyxServer.,

Click on "Next>".

7 Time zone:
Select the time zone this location is assigned to. The time zone is
required for evaluating time-dependent restrictions, for example for
routing.
Example:

A Trunk Group (e. g. ISDN, Location Germany) is enabled only from

6 p.m. to 8 p.m. If a user in England now calls at 7:15 p.m. local time a
number in Germany (German local time 8:15 p.m.), the ISDN Trunk
Group is disabled for this call.

PRIVATE AND BUSINESS CALLS

Several different public line access prefixes can be configured for a
location ( How to create a new location, Page 122). This allows you to dis-
tinguish between business and private calls. Different routings can be
defined for these different public line access prefixes (74
Routing, Page 239).

Analyzing calls by different public line access prefixes allows you to later
create call detail records (App. A: Call Detail Records (CDR), Page 398).

EDIT LOCATION

You can also change existing locations, e.g. by adding further public line
access prefixes or deleting them.

How to change an existing location

1 Start SwyxWare Administration.
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2 Open the list of locations.

3 In the context menu for the location, select "Properties".
You can now configure the settings for the location as described
below.

THE "GENERAL" TAB

London Properties

General | Codes and Prefices | Time Zone

zettings like the time zone, the required public access code, the

. A Location within Swisw'are defines all location specific
country and area codes.

Thiz Location will be azgigned to Usgers and Trunk Groups o
defing the required settings in terms of timely conditions and
number conversion.

Location [nformation

Location Name: |London

Description: |

I Set thiz Location as the "'Default Location'.
All news Users will uze this Location unless explicitly changed.

—

QK Cancel Apply Help

Enter the general information for the location on this tab:

Location Information

The name of the location and, if applicable, a brief description can be
found here. The name must be unambiguous within SwyxWare.

Activate the checkbox "Set this Location as the Default Location" if you
want this location to be used as default for all users and trunk groups
subsequently created.
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Restricting calls between the locations

The connection between two locations is always limited. You can limit
the number of possible connections between the two locations, in
order e.g. to reserve bandwidth of this connection for other applica-
tions too. In this case too - as in the limiting of calls over a trunk -
between 24 kbit/s (compressed) and 84 kbit/s (uncompressed) band-
width is needed per call.

The voice compression must be configured individually for each user;
for SwyxPhone that can be defined in the SwyxWare Administration, for
SwyxIt! it can only be configured locally in the client.

Select this checkbox, if you want to allow only a certain number of calls
from/to this location. Enter the maximum number of connections for
this location.

Connections are not only direct calls but also all connections to Swyx-
Server e.g. to a script. For instance, if you hold a call and start a second
call, you have two connections to the SwyxServer.

Conference and limitation of the calls to a location

As many lines are needed for a conference as there are participants,
plus two (maximum) further lines for setting up the conference.

If you want to use the conference functionality, specify the number of calls
to this location as at least 4; for scenarios with more than one location, con-
figure at least 5. These numbers apply for a three-way conference. The
number is correspondingly increased for each further participant in a con-
ference.

Example:

At location A a subscriber initiates a conference with
3 participants from his location A,

5 participants who are at location B and

2 further participants from location C, as well as

1 external participant.

The following number of lines is needed in each case:
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8.4.2

Location A: 6 lines (1 initiator + 3 participants, 2 lines for the conference
setup)

Location B: 5 Lines
Location C: 2 Lines

Location of the trunk over which the external call comes in: 1 Line

If all participants in a conference are assigned to the same location, a
maximum of one line is needed for setting up the conference. This
means that with 7 participants at location A, the limit must be at least 8
lines.

THE "CODES AND PREFIXES" TAB

London Properties

General | Codes and Prefixes | Time Zone

Specity the respective codes and prefixes for thiz Location and define
bazic PEX zettings.

Codes and Prefises

Owan Country Code; |
Own &rea Code: |EIEI
Prefix for international Calls: |2EI
Prefix for Long Distance Calls: o

Private Branch Exchange related Properties

Public Line Access Prefies [zeparated by ' g
Route undeliverable calls to Internal Mumber:
| ] %]
Cancel Apply Help

Enter the codes, prefixes and public line access prefixes for the location
on this tab.
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The following parameters specify how numbers dialed by a user (or
trunk group) of this location are to be interpreted by SwyxWare.

Example:

A user has the location London (codes 44, 20, prefixes 00, 0, public line
access prefix 0). This user now dials 0456789. SwyxWare interprets the
first 0 as the public line access prefix and the number sequence 456789
as a local number. This results in the canonical number +4420 456789.

Codes and Prefixes

Own country code

Here you define your country code. For the United Kingdom, it is '44".
Own area code

Enter your area code here without the preceding '0', for example,
'20' for London or '161' for Manchester.

Prefix for international calls

The code for international calls is entered in this field. In Germany,
this code is '00'.

Prefix for long distance calls

Here you enter the digit(s) which must be dialed in order to make a

long distance call. In Germany, the digit required for long distance
calls is always '0".

Phone Numbers in the USA

In the USA, local numbers always consist of 10 digits preceded by the
country code for the USA (1):

Own country code: 1

Own area code: The first three digits of the local, ten-digit number
Prefix for international calls: 011

Prefix for long distance calls: 1

Phone Numbers in Switzerland

In Switzerland, a subscriber number always consists of an area code
and a subscriber line number.



Locations Edit location

° amn

Therefore, the following general SwyxServer settings must be made
within the SwyxWare Administration:

Own country code: 41

Own area code: according to the local public network without the
preceding zero.

Prefix for international calls: 00
Prefix for long distance calls: 0

In Switzerland you must also note that you must always enter the com-
plete number including the long distance code and the area code for
outgoing calls, even local calls. SwyxWare will automatically fulfill these
requirements if the user initiates a call with the canonical number (+41

)

Private Branch Exchange related Properties:

® Public Line Access
This is the number that SwyxWare users must first dial in order to
make external calls. Default value: ‘0",
You are able to enter several Public Line Accesses separated by a
semicolon, e.g. to differentiate private and business calls using a dif-
ferent Public Line Access.

® Route undeliverable calls to Internal Number:
If a call is directed to a number which is within the number range of
SwyxServer but has not been assigned to a user, this call will be for-
warded to the number listed here. You can enter the number
directly or select it from the list of SwyxWare numbers. It can also be
a number of a connected SwyxServer.

If the number selected here is no longer present, an error message is dis-
played until you have selected another number for the routing of undeliver-
able calls. This can be the case, for example, if the number has been
deleted, or you have selected the number of a connected server to which
there is no longer a connection.
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8.4.3 THE"TIME ZONE" TAB

London Properties

General | Codes and Prefices | Time Zone

Specify the time zone which iz applicable faor this Location.
Thiz information iz uzed for instance to interprete Routing Records of a
Trunk Group which contain timely restrictions.

Time Zone

[UTC+01:00) &rnsterdam, Berlin, Bern, Rome, :holm, Yienna [

Cancel Apply Help

Enter the time zone for the location on this tab.

The time zone this location is assigned to is given here. The time zone is
required for evaluating time-dependent restrictions, for example for
routing.

Example:

A Trunk Group (e. g. ISDN, Location Germany) is enabled only from

6 p.m. to 8 p.m. If a user in England now calls at 7:15 p.m. local time a

number in Germany (German local time 8:15 p.m.), the ISDN Trunk
Group is disabled for this call.

How to delete a location

1 Start SwyxWare Administration.
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2 Open the list of locations.

3 In the context menu for the location, select "Delete".
The location is deleted if it is not referenced by a user or a trunk
group.
If the location is still in use, you cannot delete it. In this case please
ensure that the location is assigned neither to a user nor to a trunk
group by checking the "Location" column in the list of users / trunk
groups and changing the configuration of the user or trunk group if
necessary.

For a better overview you can sort users and trunk groups by location in the
SwyxWare Administration.
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9

9.1

PROFILES

Several User Rights are combined to Profiles

In SwyxWare different Calling Rights or the usage of special features
can be assigned to a User. A differentiation is made between
e (Call Permissions
The permission to make calls e.g. with certain numbers or via dedi-
cated trunks.
See 9.1 Call Permissions, Page 128.
® Feature Profile

A feature profile defines which individual functions are generally
available to this user.

See 9.2 Function profile, Page 137.
® Administration profile

A user can be assigned an administration profile. This defines what
rights the user has when he connects to his SwyxServer with the
help of the SwyxWare Administration.

See 9.3 Administration profiles, Page 143.

CALL PERMISSIONS

Call rights are defined within SwyxWare for users and trunk groups.
For each user, these rights define

e where a call may be made to (e.g. local),

e with what public line access (e.g. private or business) and

® via which trunk group this call may go out.

The call permissions are defined using so-called profiles, which are then
assigned to individual users or trunk groups.

Such a profile can be composed of several individual permissions. But
each user and each trunk group has only precisely one call permission.
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Various simple call permissions are offered in the standard installation
(9.1.1 Call permissions in the standard installation., Page 134).

If there are special requirements for call permissions, which the stand-
ard profiles do not satisfy, the SwyxWare administrator can define his
own call permissions, customized specifically for the needs of the instal-
lation.

To define call permissions in detail, see 9.7.2 Create Call
Permission, Page 134.

Call Permissions and Routing

The call permissions are independent of the routing (714
Routing, Page 239). Routings define how a call leaves the system, i.e.
how it can be forwarded depending on the trunk group and the time
conditions. Routes are a property of the SwyxServer.

Call permissions are user and/or trunk group characteristics. They
define which rights are granted to an incoming call, i.e. if and how a call
will be transmitted.

Call permission of a user

A user's call permission states what calling rights this user has within
SwyxWare. For example, he can have the right to make national calls,
but not international ones. If a SwyxWare user forwards a call (e.g. with
a script), the forwarded call receives the user's rights.

Example:

There is a SwyxWare installation with two servers, one in Liverpool and
one in Liverpool. The two SwyxServers are connected to each other over
a SwyxLink.
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London Liverpool
SwyxWare SwyxWare
— ——

; SwyxLink ;
= —_— =

Local public network
Liverpool

The called user in London has the right to telephone via ISDN within
London (locally), but not nationally:

Entry in the user's call permission:

Allow call +4420%; Trunk group "ISDN London"

The called user in London also has the right to make calls to Liver-
pool via a SwyxLink trunk "SwyxLink London-Liverpool":
Entry in the user's call permission:
Allow call +44151%; Trunk group "SwyxLinkLondon-
Liverpool"
In its call permission, the trunk group "SwyxLink London-Liverpool"
allows local calls via ISDN. (This is configured on the Liverpool side!):
Entry in the call permissions of the trunk group
"SwyxLink London-Liverpool" on the Liverpool side:
Allow call +44151%; Trunk group "ISDN Liverpool"
If the SwyxWare user is called and if a route to the Liverpool local
public network is set up, then a caller calling in London is routed via

the SwyxLink trunk to Liverpool and there into the Liverpool local
public network.
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Call permission of a trunk group

A call permission is assigned to each trunk group. All calls that come in
via a trunk group inherit the call permission of this trunk group.

Thus, if an incoming call cannot be assigned to any user within the
SwyxWare system, it must leave this system (e.g. via another trunk
group). For this forwarding, it receives the call permission of the trunk
group via which it came into this system.

Example 1

There is a SwyxWare installation with two servers, one in Liverpool
and one in Liverpool. The two SwyxServers are connected to each
other over a SIP trunk.

Liverpoo

—
o
>
o
o
=

Trunk Group
SIP

WL Illi

| —
W II]

PSTN

A call comes in from the public network via the ISDN trunk group to
the London number 020 23456-888. This number is not assigned to
a user within SwyxWare, but there is forwarding for the number
range 020 234567-88* via a SIP trunk group. In order for this call to
be forwarded via this SIP trunk group, the corresponding permission
must exist in the ISDN trunk group, which has received the call, i.e.
the call that has been received by the trunk group must have the
permission to leave the system via the SIP trunk:

Entry in the call permission of the ISDN trunk group:
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Allow call +4420 23456-88%; Trunk group "SIP"

ISDN Trunk Group Configuration SIP Trunk Group Configuration

Calls from PSTN Properties SIP Link Properties

General | Rights General | Profile | SIP | Routing Records | Rights | Location

Caling Rights Profiles are referenced froe Users and Tiurk Gioupe.
They define what destination numbers o« SIP URls  call aiiginator is

The list shows al routing records defined for thes Trunk Group. For each
outgoing call SwyxServer will select a Trunk Group based on i

slowed to disl Rouing Recaids of &l Tk Giouss.
EmbaHoR Picily | Posiive / Negalive Flag | Caled Party Number | D.
Hame: e FeT 500 Alow +4923123456-55" le
Desciiption: T

I Set this Caling Rights P) nflla a3 the "Default Caling Rights Profil”.

:mmswlms cfingﬁwgm Profle uness explicitly Add new Routing Record [ > |
\' Edit Right Record [ x | General Routing }Swml Timely
Rt Facord a:l ingof e g st e o P UL — Uemgo
m or 3 pa 10up sndto al o & paii g ol
e @ Use this Trunk Group for Callsto the
The r:audPa,‘vN s conisn and st be enered i cancrical Destination number or URI:
fomal (o S vy v
With addtional Prefix. [None: -]
\
Destnaich—— Number of Retries: =

- Aloa’f:dl to deledFMy Humbes/SIP IR
:75[23455&31
|
" Deny cals to Called Party Number/SIP LR
If
!

" Do not use this Trunk Group for Calls to the folowing

Destination number or URI:

L/ ] [ s i e N e
I between 0 fowest) and 1000 fighest).

rﬁdv(Rsmdw;inxmﬁbbAcumix e  —
A.#&auenuksm
=l
Lok | coea | [k | comel | Help
Callto
forwarded to

_‘\ +442023456888 - +442023456-88* -
\ > [ = -
‘@' ISDN -— SIP =
PSTN SwyxWare Liverpool

Example 2

There is a SwyxWare installation with two SwyxServers, one in Lon-
don and one in Liverpool. The two SwyxServers are connected to
each other over a SwyxLink.

London (+4420%)
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Liverpool =+44151*)

SwyxWare

ISDN
London

Local public network
London

SwyxLink

SwyxWare

ISDN
Liverpot

Local public network
Liveprool

In order that calls to Liverpool can in principle go via this SwyxLink, a
routing record must be set up on the server in London to forward all
calls to Liverpool via the SwyxLink to Liverpool.

Routing record in London:

Allow call +44 151%; Trunk group "SwyxLink London-
Liverpool"; Priority 900
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Allow call +44 151%; Trunk group "ISDN Liverpool"

900 Properties The user in London can thus call Liverpool via the SwyxLink, and
B Funiing (Bl there telephone locally via ISDN into the public telephone network.
Usage Profile User A ProfileSwyxLink

* Use this Trunk Group for Calls to the following

a__mo . ,—+ m
Destination number or IR 4330 Eigenschaften von Benutzer A n Eigenschaften von Rufe ins Ortsnetz n
it additional Prefis: Mohe - Enstelungen | Bezehungen | Seketarat | Rechte | Endgerste Aigemen | Rechte

§ Q Uber die Anrufberechtigung weisen Sie dem Benutzer die Diese Liste enthal die Einzelberechtigungen, die fiir diese

Mumnber of Retries: 0 5 Eﬁgﬁgzgﬁﬁﬁeg%ﬁ oo i et el
Anufberechtigung:
(" Do not uze this Trunk Group for Calls ta the following ok Semsiinkc DoB -1 ErabUnionagt | Zekimmmar Ui Wit Al
Funktionsprofit Zulassen +4930% Jeder
Destination number or URI: [Stondad Eigenschaften von Lokal + SwyxLinkDo-8  IE
e — atia
v Cauﬂoufnng Diese DNe enthak die Einzeberechtigungen, die fir diese
Horbmmban || i~ bt e e LA
Please enter the priority far this record. *ou may uze a value Al
between O (lowest) and 1000 (highest). e A = — < >
Der Benutzer darf di | 2Zulassen +4330° (SwyxLink DoB) Jeder
o Clent-Audiogerate, ¢ Zulassen +49231* (lokal) Jeder Hinzufiigen, | Bearbeiten... Entfemen
Recaord Priarity: |SDD il
OK
OK | | Abbrechen | ! Hife
Hinzufuigen Bearbeiten J Entfernen
Cancel Apply Help
OK Abbrechen Hife
A user has the location London (prefix: 020). In the first place he can
make local calls in London via ISDN: m SR
. .. Y
Entry 1in the user's call permission:
Allow call +44,20%; Trunk group "ISDN London" ;
. . . . London ;
He also has the right to make calls to Liverpool via a SwyxLink trunk Liverpool
"SwyxLink London-Liverpool™:
Entry in the user's call permission: Examole 3
Allow call +44151%; Trunk group "SwyxLinkLondon- P -
Liverpool" There is a SwyxWare installation with two SwyxServers, one in Liver-
In its call permission, the trunk group "SwyxLink London-Liverpool" pool and one in Germany. The two SwyxServers are connected to
allows local calls via ISDN into the Liverpool local public network. each other over a SwyxLink.

(This is configured on the Liverpool side!):

Entry in the call permissions of the trunk group
"SwyxLink London-Liverpool" on the Liverpool side:
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Liverpool (+44151%) DE (+49
F= =
- SwyxLink 3

SwyxWare SwyxWare

Local public network
Liverpool

National network
DE

To be able to make calls to England via this SwyxLink, a routing
record must be set up on the server in Liverpool to forward all calls
to Germany (prefix +49) via the SwyxLink to Germany.

Routing record in Liverpool:
Allow call +49%; Trunk group "SwyxLink DE"; Priority

900
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900 Properties

General | Routing | Source | Timely Conditions

|Jzage

& Use thiz Trunk Group for Calls o the following

Destination number or LRI +4330%
With additional Prefis; MHone -
Mumber of Retries; ]

" Do not uze thiz Trunk Group for Callz to the following

——

Destination number or LRI

Fleaze enter the priority for thiz record, vou may uze a value
between 0 [lowest) and 1000 [highest].

Record Priority; |SEIEI

Cancel Apply Help

The user has the right at his Liverpool location to telephone inter-
nally.

Entry in the user's call permission:
Deny call +; Trunk group "All"
Allow call *; Trunk group "Al1l"
But he has the right to phone Germany (prefix 49) via SwyxLink:
Entry in the user's call permission:
Allow call +49%; Trunk group "SwyxLink DE"

In Germany the "SwyxLink DE" is configured in such a way that calls
coming in via this trunk group have the right to initiate national calls
via ISDN into the public network:

Entry in the call permission for SwyxLink DE in
Germany:
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Allow call +49%; Trunk group "ISDN DE"
The user in Liverpool is now able to call Germany via SwyxLink, and
there to make calls into the entire national telephone network; but
he cannot call locally in Liverpool.
Such a constellation could e. g. make sense for a support employee,
who only makes phone calls to Germany.
For private calls, a further permission can be set up with a public line
access for private calls. e. g.

Entry in the user's call permission:

Allow call +44151%; Trunk group "ISDN Liverpool";
Public line access 8 (private)

Call permission for SwyxLink trunk groups

SwyxLink trunk groups represent the connection between two Swyx-
Ware installations. Every SwyxLink trunk is configured on both sides, on
one side locally and on the other side remotely (76 SIP Links, Page 278).

A call that takes place over this connection inherits the call permission
of the side on which it leaves this trunk; or, to put it another way, it
receives the call permission of the trunk group which routes this call
into SwyxWare.

Example:

There are two SwyxWare installations in London and Liverpool, which are
connected to a SwyxLink "London-Liverpool".

The SwyxLink "London-Liverpool" is managed locally in London and
remotely in Liverpool.

In London there is a call permission for the relevant trunk group, allow-
ing only internal calls:

Entry in the call permission of SwyxLink "London-
Liverpool" in London:

Allow call *; Trunk group "AlLl"
Deny call +; Trunk group "All"

In Liverpool a profile was set up for the assigned trunk group, allowing
calls via ISDN into the local network in Liverpool.
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Internal + SwyxLink UK Properties . Calls to England (national} Properties .
Geneaal | Rights: General | Rights
Caling Rights Profiles e referenced from Users and Trunk Groups. This st cantains all Right Recards that have been defined for this
They define what destinalion numbers or SIP URIs a cal crignator is Calling Right, & Right Record permits or denies calls to specific
alowed lo dial destination numbers:
Caling Rights Profile
Pos/Negt [ Called patty rumber/URIs [ with
Hame: Icternal + Svyeiivk UK I Allow TS Ary
Descilion: i
/
™ Siet this Caling Fights Frole as the "Defull Cafing Righis Frofle”
Internal + Swjxl\'nk UK Properties .
- /
| General | Fights | ’,"
| < m >

This lst contain all Right Flecords that have been defined for this

Caling Right. A Right Rectrd pemils o deries call to speciic

destination rumbers. ] Add. Ea. | Delete |

/

Pos/Megt ¥ | Called party number/URIs [ with |

Allaw +49231456rtem]” fny I g =

Allows +A4{England)* Ay ok | [ Cmeal ] op [The ]

< m >

sdd | Ew | Delets |
[ok ][ cance | [The ]

U

Liverpool

- @
= SwyxLink \

serA
DE (+49)
(+44151%)

Entry in the call permission of SwyxLink "London-
Liverpool" in Liverpool:

Allow call +44151%; Trunk group "ISDN Liverpool"
If a user from London now calls Liverpool via the SwyxLink "London-Liv-

erpool", his call can be forwarded there into the Liverpool local network
(call permission on the Liverpool sidel).

On the other hand, if a user from Liverpool now calls London via the
SwyxLink "London-Liverpool", his call can only be forwarded to an inter-
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9.1.1

9.1.2

nal employee, and not into the Liverpool local network (call permission
on the Liverpool sidel).

CALL PERMISSIONS IN THE STANDARD
INSTALLATION.

In the standard installation, a few simple call permissions are already
available:

Call Permission Description
Deny all calls No outgoing calls can be initiated. This configuration can
make sense for a user (script) who should only be called.
Internal calls Only calls to internal SwyxWare subscribers can be initi-
ated.

Callsinto local public ~ Only local calls, i. e. within the area code, can be made
network

National destinations  Only calls within a country (same country code) can be
initiated.

European destinations  Only calls within Europe can be made, i.e. the country
code must start with 3 or 4.

No call restrictions There are no call restrictions.

Call permissions that were granted in an earlier SwyxWare version (internal,
local, national and international) are mapped on to the corresponding call
permissions during an update to the current version. Only the rights that
were assigned to the user are considered here, but not the rights that he
may have received within the scope of a group membership.

CREATE CALL PERMISSION

If there are special requirements for call permissions, which the stand-
ard profiles do not satisfy, the SwyxWare administrator can define his
own call permissions, customized specifically for the needs of the instal-
lation.
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You can specify the call permissions in very precisely differentiated
detail when defining them. Various parameters are available for selec-
tion for this purpose:

e Allow or deny call

You can formulate the call permission positively (allow) or negatively
(deny).
Destination numbers or URIs
You can use dummies in the definition, e.g. for country and local
area codes, or '*' for any digits or letters (70.5 Placeholder, Page 152).
Public line access codes
You can use various public line access codes, e.g. in order to differ-
entiate between private and business calls.
Use of the trunk group
Depending on the trunk group used for the outgoing call, e.g. ISDN
or SIP, other call permissions can be specified.
With the help of the trunk permission, individual users can also be
forced to use e.g. only certain trunks.

Example:

The normal office worker is permitted only to telephone over the SIP
trunk, while the manager is also permitted - e.g. if the SIP connection fails
- to phone using the ISDN access to the public network.

This is how you define a call permission

Open the SwyxWare Administration and choose the SwyxServer.

On the left side of the SwyxWare administration window, click with
the right mouse button on "Call Permissions" and select the entry
"Add Call Permission..." in the context menu.

The "Add New Call Permission" wizard appears.

Name and description of the call permission
Enter a unique name and a short description for the profile.

Click on "Next>".

Add single permissions to call permissions
You can specify several permissions for this profile here.

Click on "Add".
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7 The following window appears:
e Destination:

Activate the option "Allow calls to Called Party number/SIP URI" or
"Deny calls to Called Party number/SIP URI" . For each entry in the
profile, you can only either allow calls (positive) or deny them
(negative).
Specify the call numbers or URIs in the relevant fields. You can use
dummies here, e.g. in order to define larger ranges (e. g. all calls in
the Netherlands +31%* or all calls to *@company.com).
If you want, define a public line access for this right. If the option is

When defining the profile for gateways, use a dummy e. g. [AC] for the local
area code (70.5 Placeholder, Page 152). When a call is forwarded via a
gateway, the local area code of the relevant gateway is used for the permis-
sion, and not the local area code of the user location. This means that a
standard profile (e. g. local calls) can be used at various locations.

Example:

If you want to create a call permission that basically allows local calls via
all trunk groups, but only for a specific public line access (in this case '8"),

not activated, the definition applies to all public line accesses.
Several public line access codes separated by semicolons can be
entered here.

Example:

All calls to numbers beginning with +44900 (activation of "Allow calls to
Called Party number/SIP URI" and +44900%*) are allowed, but only for pri-
vate purposes. For private calls you have specified a second public line
access, e. g. "8" (8 Locations, Page 122).

you configure the following parameters:
Allow call +[CCJ[AC]*

Trunk group "All"

Public line access 8 (private)

You can then use this profile independently of the trunk group's location.
In each case, the code which was defined for the trunk group's location is
used.

This allows you to recognize all calls to 0900 numbers as private
numbers in the Call Detail Records (CDR), and analyze them
accordingly.

e Applicable Trunk group:
You can specify here whether all trunk groups or only one particu-
lar trunk group may be used for the permission defined above.

Example:

9.1.3 CHANGE CALL PERMISSION

You can change, expand or delete an existing call permission at any
time. The changed profile is valid at once for all users and trunk groups
who use this call permission.

All calls for private purposes (activation of "Allow calls to Called Party
number/SIP URI" and +*) will be allowed. For private calls you have spec-
ified a second public line access, e. g. "8" (8 Locations, Page 122).

This is how you edit a call permission

1 Open the SwyxWare Administration and choose the SwyxServer.

Now you can specify that for capacity reasons, only one particular trunk 2 In the left side of the SwyxWare administration window, open the
group may be used for private calls, e. g. the SIP trunk group. directory "Right Profiles" and double-click on the profile you want to
8 Then click on "OK". ed't‘" . . .
The new call permission is created and is immediately available. The "Properties of...” window will appear.
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9.1.3.1 PROPERTIES CALL PERMISSION GENERAL TAB

Calls in Europe Properties
General | Rights

Calling Rights Profiles are referenced from Users and Trunk Groups.
They define what destination numberz or 5IF URIz a call onginator iz
allowwed to dial

Calling Rights Prafile

M arme: Callz in Europe

Description:

™ Set thiz Calling Rights Profile a3 the "Default Calling Rights Prafile".
All e Uzers will uge thiz Calling Rights Profile unless explicity
changed.

Cancel Apply Help

On this tab you will find the name and a brief description of the call per-
mission.

Default Calling Right

If you want to use this profile as the standard profile for all new users,
activate the relevant checkbox.
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9.1.3.2 CALLING RIGHT - THE "RIGHTS" TAB

Calls in Europe Properties

General | Rights

Thiz list containg all Right Records that have been defined for this
Calling Right. & Right Record permits or denies callz to specific
destination numbers.

Foz/Megt | Called party number /R 1= | With

Deny * Any

£ >
Add. Edi. | Delete

QK Cancel Apply Help

This tab holds the list of individual permissions covered by this profile.
You can add to, change or delete the individual entries here.

This is how you change an individual profile entry

1 Click on "Edit" or "Add...".
The following window appears:

e Destination:

Activate the option "Allow calls to Called Party number/SIP URI" or
"Deny calls to Called Party number/SIP URI" . For each entry in the
profile, you can only either allow calls (positive) or deny them
(negative).

Specify the call numbers or URIs in the relevant fields. You can use
dummies here, e. g. in order to define larger ranges (e. g. all calls
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Add Right Record

A Right Record permits or denies dialing of a particular destination number or SIP LRI
The definition may apply to all or a particular Trunk Group and to all or a particular
Public Access Prefix.

The Called Party Mumber may contain a ™ wildeard and must be entered in canonical
format [e.g. "+43301234%: "+ ar az SIP URI [e.g. "*@campany.com').

Destination

* Allove calls to Called Party Mumber/SIP LRI
I

" Deny calls to Called Party Murmber/SIP LRI:

[ Right Record applies to Public Access Prefix:

Applicable Trunk Group:

|l ~

| Cancel |

in the Netherlands +31* or all calls to *@company.com).
If you want, define a public line access for this right. If the option is
not activated, the definition applies to all public line accesses.

Example:

All calls to numbers beginning with +44900 (activation of "Allow calls to
Called Party number/SIP URI" and +44900%*) are allowed, but only for pri-
vate purposes. For private calls you have specified a second public line
access, e.g. "8" (see chapter 5, Sites,page98).

This allows you to recognize all calls to 0900 numbers as private num-
bers in the Call Detail Records (CDR), and analyze them accordingly.

e Applicable Trunk group:

You can specify here whether all trunk groups or only one particu-
lar trunk group may be used for the permission defined above.
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Example:

All calls for private purposes (activation of "Allow calls to Called Party
number/SIP URI" and +*) will be allowed. For private calls you have spec-
ified a second public line access, e.g. "8" (see chapter 5, Sites,page98).
Now you can specify that for capacity reasons, only one particular
trunk group may be used for private calls, e. g. the SIP trunk
group.
2 Then click on "OK".
The new or amended call permission is created and is immediately
available.

This is how you delete a call permission

9.2

Open the SwyxWare Administration and choose the SwyxServer.

2 In the left side of the SwyxWare administration window, open the
directory "Call Permissions" and open the context menu of the right
record you want to delete.

3 Select "Delete".

If this call permission is still being used by a user or a trunk group,
you cannot delete the profile.
If the call permission is not in use, it is deleted.

FUNCTION PROFILE

The feature profile determines which SwyxWare functions a user can
use. The profile "Standard" is pre-configured and includes all licensed
options. It will be used for all new created users.

If the directory "Feature profiles" cannot be seen, activate the entry
"Advanced" in the menu bar under "View".

When creating a user, the administrator selects a feature profile for this
user from the drop-down list. The feature profile contains the func-
tional range available to the user. A different predefined feature profile
can subsequently be selected at any time by the administrator. The
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c?sngiitezkve\;iﬁlﬁéiuas soon as the administrator confirms the user's 922 FEATURE PROF"_ES |N THE STANDARD
PreF | INSTALLATION

In SwyxWare the feature profile "Standard" is pre-configured.. This pro-
Preferences | Relationships | Secretariate | Rights | Devices file contains all available functions, depending on the option packs
installed (3.2.6 Options and Option Packs, Page 33).

This profile is also assigned to the users "Conference", and "Operator".

John Jones Properties

§ Select a Calling Right to azzign the User call permizsions and a
g Feature Profile to define available features, Aesign individual
permizzsions for the Uzer to use certain functions.

You can create profiles which provide a different combination of func-
tions for a user. You can also specify whether this profile should be
used as the default profile for all new users.

Calling Right:

Feature Profile:

[Standard ~] The following functions are available for selection when creating a fea-
Functional Permissions: ture proﬂle:
Change Forwardings A X .
|Ize Call Routing Manager [CRM) Functions Explanatlon
|Jze Graphical Script Editar [GSE) . . . .
Start Colabaration SwyxBasicFunctional-  The user is able to log in, to make phone calls and to
Change Local Seftings v ity forward calls.
Deserint This functionality is the basis for all other functions.
eschphion
Default profile allawing calls ta al destinations. SwyxCTI Control a SwyxPhone or a Swyxit! with CTI Swyxit!
(SwyxWare component)
SwyxFax The user can use SwyxFax, either directly as a printer or
Cancel Apply Help the SwyxFax Client.

Requirement:

) ) ) SwyxFax license or SwyxProfessional option
It is possible here to grant the user rights to use advanced SwyxWare

functionalities. To change the feature profile, select another profile SwyxVoicemail The user can use a voice box, i.e. the user has an answer-

from the selection list or create a new feature profile. ing machine that can record yoice messages and forward
them to the user as an e-mail. The user can check these

messages by remote enquiry, and also remotely config-
9.2.1 FEATURE PROFILES FOR ONLINE LICENSING ure his announcements and Call Forwarding Uncondi-
tional.
See 2 Online Licensing, Page 21 (Integral part of the SwyxWare)

SwyxRecord The user can record calls spontaneously, i.e. during a call
with Swyxlt!, the conversation or parts of it can be
recorded spontaneously.

Requirement:
SwyxRecord or SwyxProfessional option
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Functions
SwyxBCR

SwyxECR

SwyxAdHocConfer-
ence

SystemPhone

SwyxMonitor

Swyx Connector for
Notes

Swyx VisualContacts

Swyx Connector for
DATEV

Explanation

Basic Call Routing

The user can use the Call Routing Manager (create scripts
and run them).

Requirement:

SwyxBCR*- or SwyxProfessional option

Extended call routing

With the help use of the Graphical Script Editor., the user
can define a complex set of rules and represent it graphi-
cally.

Requirement:

SwyxECR or SwyxProfessional option

The user (SwyxIt! and SwyxPhone) can initiate confer-
ences spontaneously.

Requirement:

SwyxConference license resp. SwyxProfessional option

The user can use a system phone as a terminal in
addition to Swyxt!. In this context, a system phone is a
device which is not listed in the SwyxPhone Whitelist and
therefore requires a SwyxPhone license.

Requirement:

SwyxPhone License

A user with the corresponding authorization can intrude
on calls of this user.

Requirement:

SwyxMonitor Option

The user can use SwyxIt! with Lotus/IBM/HCL Notes.
Requirement:
Swyx Option Pack for IBM Notes

The user can use Swyx VisualContacts.
Requirement:
Licensed option Swyx VisualContacts

The user can use Swyx Connector for DATEV.
Requirement:
Licensed option Swyx Connector for DATEV

Functions

Swyx VisualGroups

Feature Pack for Certi-
fied SIP phones

SwyxCTI+
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Explanation

The user can use Swyx VisualGroups.
Requirement:

Licensed option Swyx VisualGroups Standard or
Enhanced

This option offers the possibility to use extended
SwyxWare functionalities, such as CTl, integration of the
global phone book and various system phone functions,
with certified third-party SIP phones. The scope of
functions depends on the provider and telephone model.

With CTI Swyxlt!, a third person device or an external
phone can be controlled via its phone number.
Requirement: Licensed option SwyxCTI+

SwyxBCR is included in SwyxWare.

Example 1:

The usage of SwyxWare functions is defined in the user properties, and is
not immediately identical to the feature profile.

A user's profile must contain the SwyxECR feature, so that a script (which
was created e.g. by the administrator for this user with use of the Graph-
ical Script Editor.) can also be used by this user. To prevent this user from
changing the script himself, Graphical Script Editor is deactivated, see
11.2.10 The "Properties..." Dialog: The "Rights" Tab, Page 203.

9.2.3 FEATURE PROFILES IN SWYXWARE FOR
DATACENTER AND SWYXON

You are already supplied with a few simple feature profiles in the stand-
ard installation of SwyxWare for DataCenter and SwyxON. The feature
profiles are predefined by the provider or the reseller. Each feature pro-
file is individually listed in the invoice.
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Feature profiles normally differ in their functional range. On the other
hand, such feature profiles may also differ only in the price to be calcu-

lated later.

SwyxWare for DataCenter

Feature Profile

Deactivated
(Deactivated)

Plain
(Plain)

Minimal

Standard

Description

User with this profile cannot log in and therefore they
are not able to make phone calls. Their Call Forwarding
is also not activated.

So it is possible to save the configuration for users,
which are absent for a long time. These users will be
reported separately.

This profile only includes the basic functions, i.e. users
with this profile are only allowed to place calls.
@ SwyxBasicFunctionality

This profile contains the basic functions for a telephony
user:

@ SwyxBasicFunctionality

® System Phone

® SwyxVoicemail

This profile contains the functions for a SwyxWare user:
@ SwyxBasicFunctionality

® SwyxFax

® Swyx(CT]

@ System Phone

@ SwyxBCR (Basic Call Routing)

@ SwyxAdHocConference

@ SwyxVoicemail
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Feature Profile Description
Advanced This profile contains all available functions:
(Advanced) ® SwyxBasicFunctionality

® Swyx(CT]
® SwyxFax

® SwyxVoicemail

® SwyxRecord

@ SwyxBCR (Basic Call Routing)

® SwyxECR (Extended Call Routing)
® SwyxAdHocConference*

® SystemPhone

® SwyxMonitor

@ Swyx Connector for Notes

® Swyx VisualContacts

® Swyx Connector for DATEV

@ Swyx VisualContacts Standard/Enhanced
® SwyxCTl+

Example:

Feature profile 'Standard' has the same scope as feature profile 'Stand-
ard Special Promotion'. The standard price is calculated for feature pro-
file 'Standard', while the feature profile 'Standard Special Promotion'is at
a reduced rate. The provider can now differentiate in the invoice between
these two technically identical profiles, and charge the customer different
rates.

The administrator of a customer (customer administrator) can deacti-
vate functions that are included in a feature profile for a specific user. If
a function is not included in this profile, it cannot be activated by the
customer administrator.

Example:

The feature profile 'Standard" includes Call Routing Manager and Swyx-
Fax, while the feature profile 'Minimal' includes neither of these functions.
Now, the customer administrator assigns the "Standard" profile to the
user, so he/she can use SwyxFax . Because of this, the customer adminis-
trator deactivates the Call Routing Manager checkbox in the field "Func-
tional Permissions and Features overview" on the "Rights" tab. Now the
user can use SwyxFax, but not edit redirection rules himself with Call
Routing Manager. Rules created by the administrator with the Call Rout-
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ing Manager can be activated for this user, however. The feature profile

'Standard' is entered in Reporting and charged by the provider. hiestueliofilc Description
, ‘ ‘ o Feature Profile M This profile contains the functions for a SwyxWare user:
Example, 'Use use of the Graphical Script Editor." © SwyxBasicFunctionality
The 'Standard' profile does not include use of the Graphical Script Edi- ® SwyxCTI
tor., the 'Advanced’ profile does contain the use of the Graphical Script ® SwyxCTl+
Editor. @ SwyxBCR (Basic Call Routing)

@ SwyxAdHocConference

If the administrator chooses the 'Standard' profile for User A, he cannot o Swyx\Voicemai

permit him use of the Graphical Script Editor., since it is not included in

the profile. If he assigns User B the 'Advanced' profile, the administrator Feature Profile L This proﬁle. contaips the functions for a SwyxWare user:
can make use of the Graphical Script Editor. available for User B, by acti- ® SwyxBasicFunctionality
vating use of the Graphical Script Editor. in the administration. This © SwyxCTl

® SwyxCTl+

allows User B to create or edit scripts with use of the Graphical Script
Editor.. If Graphical Script Editor is not activated in the administration
(e.g. if the user only has a SwyxPhone), scripts created e.g. by the admin-
istrator may still run for this user. This is not possible for User A.

® SwyxFax

@ SwyxBCR (Basic Call Routing)

® SwyxECR (Extended Call Routing)
@ SwyxAdHocConference

The profile "Advanced" will be assigned to new users. If you want to ® SwyxVoicemail

assign automatically a different profile to new users, e.g. the profile

"Minimal", you have to configure this in the properties of the profile

Minimal 9.2.4 MODIFY A FEATURE PROFILE

The profile "No Features" is assigned to the preconfigured users "Con-

ference" ; the profile "Advanced" to the user "Operator". You are not authorized to edit the defined function profiles in online licens-
| ing and in SwyxON or to create your own function profiles. For more infor-
SwyxON mation, please contact your provider.
Feature Profile Description . .
P This is how you create a feature profile
Deactivated User with this profile cannot log in and therefore they
(Deactivated) are not able to make phone calls. Their Call Forwarding 1 Right-click on "Feature Profiles" and choose the entry "Add feature
is also not activated. profile...".
The usage report records the total number of users The wizard for creating a feature profile will appear.
ordered, even if these users are allocated the function i
orofile "Deactivated". 2 Name of the feature profile
Enter a name for the new feature profile, and if necessary a
description.

Specify whether this profile should be used as the standard profile
for all new users.

Click on "Next>".

3 Available Functions
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Activate the functions for the profile. User limit
Click "Finish",

_ - . ) Activate the option "User limit" if only a specified number of users ma
The new feature profile is created and is immediately available. P yasp y

use this profile. In this case, specify the maximum number of users who
are allowed to have this profile.

9.2.4.1 FEATURE PROFILE - TAB "GENERAL"

S 9.2.4.2 FEATURE PROFILE - THE "FEATURES" TAB

General | Features
Feature Profiles are referenced from Users. They defing which features Standard Properties
a Uzer is allowed to use.
General | Features

e Frafa [ st Features list:
FallrE FallE nfarmaton SwaprBF [BasicFunctionality) ~
Mame; SwpsCT]
Description: Frovides the complete feature get offered by SyHVDiemaiI
the server. SvmsFecard
SvarBCR (B azic Call Routing)
v SvasECR (Extended Call Routing]
SwapmddHocConference
] SyztemPhone
Syl onitor
[ User Limit [l S ranebd nhile 7
Dezcription
The Uzer iz allowed to uze SwisFax.
On this tab you will find the name and a brief description of the feature — Aoply Help

profile.

This tab contains the list of all available functions. You can activate and
deactivate individual functions for this profile here.

Default Feature Profile

If you want to use this profile as the standard profile for all new users,

activate the relevant checkbox. Lo . .
This is how you edit a feature profile

1 Open the list of feature profiles.
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2 Right-click on the feature profile you want to edit, or select
"Properties" in the context menu.
In each case, the "Properties of..." window will appear.
On the "General" tab you can change the name and description of
the profile. You can also specify whether this profile should be used
as the standard profile for all new users. If you activate this
checkbox, this option is unset for the previous standard profile.

3 Switch to the "Features" tab to change the functions allowed for this
profile.

If you want to assign a different profile to several users, you can also high-
light these in the list in Administration and use Drag & Drop to move them
to the new profile.

This is how you delete a feature profile

9.3

Please ensure that this feature profile is not assigned to a user.

2 To do this, highlight in SwyxWare Administration the profile you
want to delete.

If there are any users left using this profile (on the right side of the
administration), please assign a new profile to these users.

3 Switch to the "Features" tab to change the functions allowed for this
profile.

4 If this profile is no longer assigned to any users, click with the right
mouse button on the profile in the tree structure, and select
"Delete" in the context menu.

When you confirm the query with "Yes", the profile is deleted.

ADMINISTRATION PROFILES

In addition to the administrator with all rights, there is the option of set-
ting up additional administrators whose rights are restricted to certain
applications.

Only those parts of the administration for which the user has the
appropriate rights are displayed. For example, a user administrator will

143

not see any trunk groups in the Administration tree view and therefore
cannot administrate them.

As default, the profile "Not administrator" is assigned to a user on crea-
tion. If you want to change this, open the user properties and assign a
different profile to the user (7171.2.1.1 The "Administration”
Tab, Page 164).

You are already supplied with a few simple administration profiles in
the standard installation.

Administration profile Description

System Administrator ~ These administrators have unrestricted access to
SwyxWare.

Backoffice Administra-  These administrators have all the necessary rights for
tor configuring SwyxServer. Above all, these administrators
can create or alter feature profiles.

User Administrator
(User Administrator)

This administrator can undertake all configurations for
users and groups. You can assign the numbers and
administrator profiles and configure group parameters.
The exceptions here are the trunks and trunk groups,
and the feature profiles.

User Operator
(User Operator)

This administrator is able to change user properties as
well as create or delete users. These rights are typically
needed by an administrator who is not meant to change
the system configuration.

Call Status Operator This administrator can see the current call status in the
(Call Status Operator) administration, e.g. whether any calls are currently
made.

Phonebook Operator  Users with this right can edit the global phone book, e. g.
(Phonebook Operator)  add or change important phone numbers for the whole
company.

No Administrator
(No Administrator)

This profile is the default profile for a new user. There-
with the user can log in via Swyx Control Center as user
and change his own parameters.
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9.3.1

ADMINISTRATORS IN SWYXWARE FOR
DATACENTER AND SWYXON

In SwyxWare for DataCenter and SwyxON, a general distinction is made
between the provider and reseller or partner level on the one hand as
well as the customer's won administrators on the other hand.

Providers and Resellers/Partners

These administrators configure SwyxWare for DataCenter or SwyxON
for all customers. The following specific administration levels arise:

Administration pro-

. Solution Description
file
System Administrator  SwyxWare These administrators have unrestricted
for access to SwyxWare for DataCenter. The

DataCenter  target group is the administrators of the
provider or the reseller. Local administra-
tors of the Windows Server always have
the rights of a SwyxWare for DataCenter
administrator. Further Windows user
accounts can be added. These adminis-
trators also have the right to assign
administration profiles to other users.

Backoffice Administra-  SwyxWare These administrators have all the neces-
tor for sary rights for configuring SwyxWare for
DataCenter  DataCenter. Above all, these administra-
tors can create or alter feature profiles.
The only exception is the configuration of
users and groups.

Reseller Administrator SwyxWare This administrator profile is provided
for specifically for resellers. It allows
DataCenter  complete configuration of a SwyxServer.
The only exception is the configuration of
trunks and trunk groups.
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Administration pro-
file

Reseller Administra-  SwyxWare This administrator profile differs from the
tor Limited for "Reseller Administrator" profile in the
DataCenter  following aspects:
® - no permission for configuring CDRs
® - restricted permission for configuring
trunk recordings
® - restricted permission for configuring
trunk group profiles
® - permission for configuring trunk num-
ber signalling

Solution Description

For more information on provider and partner administrators in
SwyxON see help.enreach.com/swyxon/1.00/Partner/Swyx/en-US/
index.html#context/help/admin_profiles_$.

Customers

Customer level administrators are entered by the provider or reseller
or partner, providing the customer the opportunity to administrate his
telephone system himself.

The following specific options arise:

Administration pro-
file

Advanced UCTenant ~ SwyxON
Administrator

Solution Description

These administrators manage their UC
tenant as well as the objects created on it,
including trunk groups and trunks.

UC Tenant Administra-  SwyxON These administrators manage their UC
tor tenant as well as the objects created on it,
excluding trunk groups and trunks.

Customer Administra-  SwyxWare This administrator has the maximum

tor for possible rights for a customer. He can

(Customer Administra-  DataCenter  undertake all necessary configurations for

tor) his front end server. The only exceptions
here are the trunks and trunk groups, and
the feature profiles.


https://help.enreach.com/swyxon/1.00/Partner/Swyx/en-US/#context/help/admin_profiles_$
https://help.enreach.com/swyxon/1.00/Partner/Swyx/en-US/#context/help/admin_profiles_$
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Administration pro-
file
User Administrator
(User Administrator)

Call Status Operator
(Call Status Operator)

Phonebook Operator
(Phonebook Operator:
Editing the global
phonebook)

Granting of rights

Solution

SwyxWare
for
DataCenter

SwyxWare
for
DataCenter

® SwyxWare
for Data-
Center

® SwyxON

Description

This administrator can change all proper-
ties of users and groups. These rights are
typically needed by an administrator who
is not meant to change the system config-
uration.

This administrator can see the current call
status in the administration, e.g. whether
any calls are currently made. This option
is of interest to an administrator who e.g.
wants to suspend the computer, and can
thus find out whether calls are still in
progress.

With this right, you can only edit the
global phonebook, e. g. add or change
important phone numbers for the whole
company.

Dependent on his own position within the rights hierarchy, an adminis-
trator can assign administration rights himself. Please see the following

table for details:

Own administrator
profile

Advanced UC Tenant
Administrator

UC Tenant Administra-
tor

Solution

SwyxON

SwyxON

Assignable profiles

Advanced UC Tenant Administrator
UC Tenant Administrator
Phonebook Operator

UC Tenant Administrator
Phonebook Operator

Own administrator
profile

System Administrator

Backoffice Administra-
tor

Reseller Administrator

Customer Administra-
tor

User Administrator

User Operator

Call Status Operator
Phonebook Operator
No Administrator

Phonebook Operator
No Administrator

Solution

SwyxWare
for
DataCenter

SwyxWare
for
DataCenter

SwyxWare
for
DataCenter

SwyxWare
for
DataCenter

SwyxWare
for
DataCenter

SwyxWare
for
DataCenter

SwyxON

145

Assignable profiles

All profiles:
System Administrator
Backoffice Administrator
Reseller Administrator*
Customer Administrator
User Administrator
User Operator
Call Status Operator
Phonebook Operator

No profile, since this administrator cannot
change any users or groups

Reseller Administrator
Reseller Administrator Limited
Customer Administrator

User Administrator

User Operator

Call Status Operator
Phonebook Operator

Customer Administrator
User Administrator
User Operator

Call Status Operator
Phonebook Operator

User Administrator
User Operator

Call Status Operator
Phonebook Operator

No profile, since this administrator cannot
change any users or groups

No profile, since this administrator cannot
change any users or groups
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10.1

NUMBERS AND NUMBER
MAPPINGS

A flexible number concept, which supports distributed loca-
tions

The number mapping explained in this chapter describes the mapping
of internal numbers for a user to external call numbers. Number map-
ping should not be confused with the number replacement which can
be defined on a trunk group. Number replacement specifies how num-
bers (number ranges) can be replaced by other numbers/ranges ( Spe-
cial number replacement:, Page 231).

In this context, please note the following definitions: Forwardings are
in relation to a trunk group and establish whether a call via this trunk
group can fundamentally leave the SwyxWare installation (74
Routing, Page 239). The call permission for a user or a trunk group
defines whether a call has the right to be made via this trunk group (9
Profiles, Page 128).

Number Types

Number concept

Mapping of numbers

Examples of number mappings
Placeholder

Further examples of number replacement

NUMBER TYPES

SwyxWare supports three different number types:
e Internal numbers

10.1.1
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e External numbers
e SIP-URIs

These terms are described in detail below and illustrated with exam-
ples.

INTERNAL NUMBERS

The numbers 110 and 112 are reserved for emergency calls in Germany,
Austria and Switzerland.

As of SwyxWare version 14.00, the numbers 110 and 112 cannot be
assigned to internal users.

Make sure that there are no assignments for these phone numbers in your
configuration.

Tthe internal number is the user's numbers on which he can be called
internally, i.e. by other users at the same location or from other net-
worked locations. The internal number is freely definable and need not
necessarily correspond to the extension of the external number,
though this is the most common way of assigning internal numbers.
(Example of an internal number that differs from the user's extension:
External number +44 20 5666 227 -> Internal number 5227). This inter-
nal number can consist of any number of digits up to a maximum of 10
digits. It should merely be ensured that the format of the internal num-
bers does not conflict with other numbers or codes used in the system.
For example, an internal number cannot begin with "0" if this is defined
for the public line access for this location. It is also possible for a user to
be assigned more than one internal number. It is not permissible for a
user's internal number to begin with another user's internal number.

Example:

User1 has the internal number 12345, User2 may not be given the inter-
nal number 1234, but 1235 is permitted.

Number plan

The introduction of internal numbers enables a common number plan
to be used in networked SwyxWare locations.

Example:
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A company at a Liverpool location gives all employees a three-digit inter-
nal number beginning with "2" (e.g. 201, 202, 203...). The internal num-
bers of the company's networked SwyxWare location in Dortmund begin
with "3" (e.g. 301, 302, 303, ...). When the numbers are assigned in this
way and the forwarding tables are configured accordingly, it is possible
for all employees to reach all other employees, even in other locations,
using the internal numbers.

10.1.2 EXTERNAL NUMBERS

A user's external number defines the number on which he can be
reached from an external phone. This external number must come
from the public number range, which is supplied by the relevant tele-
phone service provider. This number range must have been assigned to
the SwyxServer through the number configuration of its associated
trunks.

These are usually number ranges which are supplied via the Swyx-
Server's analog or ISDN connection to the public telephone network by
the relevant service provider (e.g. Deutsche Telekom, Arcor, etc), but
also by a VolP telephony provider. It is often a contiguous number
range, such as from +44 20 1234 100 to +44 20 1234 199, which differs
only in the last part of the number.

Each of the numbers from this range can be assigned to exactly one
user, so that he can be called on the assigned number by external sub-
scribers.

You can also assign an external number to a user that contains less or more
digits than the defined numbers range. In this case, overlaps during the call
transfer may occur.

If two users have been assigned the external numbers +44 4777 28 and +44
4777 288 for example, any external calls for one of the two users are only
signalized to the first user. Any longer number will not be decoded by the
system, as soon as a dialed number corresponds to an assigned number.

Several external numbers for one user

It is also possible here to assign more than one external number to a
user (10.3 Mapping of numbers, Page 149). Especially in installations

10.1.3
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with networked SwyxWare locations, this opens up the possibility of
assigning a user external numbers at different locations, via which
external calls can reach him.

Example:

Thus, a user working at a SwyxWare location in Germany can have, in
addition to his external number at the German location, a further exter-
nal number at an interconnected SwyxWare location in England. If a call
comes in on this English number, this call is forwarded to the relevant
user on the connected SwyxWare in Germany. For an outgoing call from
the user to an external subscriber in England, the call can be forwarded
via the SwyxWare installation in England into their connected public tele-
phone network to the subscriber concerned, so that the user's external
English number is signaled to the called subscriber in England. Such a
configuration allows a company (in addition to saving money by using
the corresponding local gateways in the interconnected SwyxWare loca-
tions) to create a much better outward impression thanks to the "local
presence" of staff at different locations.
If a user should only be called internally, i.e. within the SwyxWare instal-
lation, there is no need to assign him an external number. In this case
the user can only be directly reached on his internal number by other
users within the SwyxWare installation (including other networked loca-
tions); he cannot be reached from the public telephone network or the
Internet.

Format of the external numbers

In general, external numbers are always given in the canonical format:
+<country code><area code><number>
Example: +44 20 4777100

These are public numbers (numbers on the ISDN or analog connection).
SIP providers also offer public numbers, which need to be mapped to a
country or a location.

SIP-URIS

A special form of the external numbers is that of the SIP URI (Uniform
Resource Identifier). These numbers (usual in Internet telephony) have
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a format like an email address. They contain a user-specific component
(user ID) and a general component (realm) that may, for example, be
the same throughout a company. A "number" of this type will always
start with 'sip:" and comprises:

sip:<user-ID>@<realm>
Example: sip:tom.jones@company.com
The user-specific part here can consist of

® a3 canonical number, often also without +, e. g. +442012345@com-
pany.com or 442012345@company.com,

® a3 national number e. g. 02012345@company.com

e or, as offered by some Internet telephony service providers, a char-
acter string (e. g. jones@company.com).

In the configuration of such SIP URIs, they are always prefixed with
"SIP:".

SIP URI as number

A SIP URI, whether in canonical or character string form, serves in Inter-
net telephony as the unique reference for a user, just like an external
number in the public telephone network.

SwyxWare therefore allows a mapping of these SIP URIs to SwyxWare
users in the same way as canonical numbers can be mapped. The SIP
URIs are thus entered like the public numbers in the SwyxServer in the
number/URI configuration of a trunk, and assigned to the correspond-
ing users.

These users can then be reached by external subscribers via the SIP
URI. Just as for the external numbers, one user can also be assigned
several SIP URIs, under which the user can be reached from the outside
world.

NUMBER CONCEPT

Every user is assigned a public number.

Conversely, each user and each trunk group is assigned one location as
a property. The location property also defines information relating to
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the number, e.g., country code and area code, as well as the public line
access number. Each source of a call (user or trunk) and each destina-
tion of a call (user or trunk) can then be related to a location and thus to
information about the composition of the number (e.g. country code,
local area code, public line access).

See 8 Locations, Page 122.

Example of a number concept

The following example shows that every SwyxWare user can have sev-
eral different numbers in different public networks. Each public num-
ber can be assigned to exactly one user.

User Number

Tom internal 323
Tom is identified internally by his internal number

exter- 4430555 55666-323
nal Tom's "London" external number

44151 89 00 -99

Tom's "Liverpool" external number

For outgoing calls, both numbers are signaled as CallerID,
depending on which trunk is in use.

Uwe internal 222
Uwe is identified internally by his internal number

exter- 4430555 55666-222

nal Uwe's "London" external number
sip:uwe.jones@company.de
sip:uwe.jones@company.com
sip:jones@company.com
Uwe's further external SIP addresses

Jane internal 410
Jane is identified internally by her internal number

exter- 4430555 55666-410
nal Jane's "London" external number

44151200-99
Jane's German office
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The following image shows the installed trunk groups (TG1-6) and the
associated routings (WL) in diagram form.

SwyxWare TG1 (ISDN) WL
Tom +44 151 643 2119 +44*
internal 323
external +44 20 55666-323 TG2 (ISDN) WL
+44 151 6623-14 +44 151 6623-XX +44161*
John
TG3 (ISDN
internal 222 ( ) e

+44 20 55666-XXX +*

external +44 20 55666-222
sip: uwe.jones@company.de
Sip: uwe.jones@company.con]

TG4 (SwyxLink) WL
+49 89 34501-XX +49*

Marie
internal 410 TG6 (SIP)
external +44 20 55666-410 sip:*@company.de . 1,Y\i|'4 1
+49 89 34501-12 sip:*@company.com ’
TG5 (ENUM) WL

sip: jones@company.com | sip:*@freecall.com

Fig. 10-1: Configuration example for a number plan, trunk groups (TG) and routing (WL)

To call another SwyxWare user, only the internal number can be dialed,
even if these users are based at different locations. Calls to external
numbers that cannot be routed within SwyxWare are forwarded to the
outside world according to the routing records (WL) that were specified
on the trunk groups.

Routing

Outgoing calls from SwyxWare are forwarded via the ISDN trunk group
TG3 in London into the public network.

Calls to Germany (+49*) are also forwarded via the ISDN trunk group
TG1 in Berlin into the public network. The calls going directly to Munich
(+4989%*) use the ISDN trunk group TG2. It is the priority or the call per-

10.3

149

mission of the user (e.g. local calls only) which determines whether a
call to Munich is forwarded via the trunk in Munich (TG2), the trunk in
Berlin (TG1) or the trunk in Dortmund (TG3).

Calls going to England are forwarded via the SwyxLink trunk TG4 to Eng-
land, and handled there according to the prevailing routing there.

Calls going to the USA (+1*) and Switzerland (+41%) are forwarded via
the SIP trunk group TG6.

Calls directed to URLs, which are in the domain of a SIP provider (here
freecall.com), are forwarded via the SIP trunk group TG5.

See 14 Routing, Page 239.

MAPPING OF NUMBERS

The number mapping establishes the logical link between internal num-
bers (and thus users) and external numbers. This ensures that a call
coming in from outside and directed to the external number of a user
will be mapped to the user's internal number and will thereby reach the
user.

An internal number can be mapped to users or groups as soon as these
are created. Mapping to public numbers can also be configured directly
(11.2.2.1 The "Numbers" Tab, Page 177 or for groups 12.2.2 The "Proper-
ties..." Dialog The "Numbers" Tab, Page 218).

In general an internal number can be mapped to more than one exter-
nal number, so that the user can be reached on several external num-
bers (see example under 70.1.2 External numbers, Page 147).

If several internal numbers are defined for one user, each of these
internal numbers can also be mapped to different external numbers.

If the user defines line properties on his SwyxPhone or Swyxlt!, he has
the opportunity to configure the lines with the different internal/exter-
nal numbers. This enables him to signal different external numbers to
the caller by the choice of line for outgoing calls.

See 11.2.6.6 The"Line keys" Tab, Page 190.

All mappings between internal and external numbers are listed in
administration in the directory "Number Mappings". Administrators can
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use this list to see immediately the mappings between internal num-
bers and public numbers, the user or group to which these numbers
belong and the trunk to which these numbers have been mapped.

One or a number of public numbers or SIP-URIs can be mapped to each
internal number. In this context, it does not matter how many digits the
internal number contains.

Example:
A public range of extension numbers 000-499 has been assigned to you.

For example, you can issue four-digit internal numbers from 0000-9999.
However, a maximum of 500 numbers can be reached directly from the
outside.

A warning occurs, when the dialed number is longer or shorter than a num-
ber of the numbers range defined in the trunk. If, for example, the numbers
range is +441234777 000-999 and you assign the number +44123477755 to
a user.

How to create a new number mapping

Open the SwyxWare Administration and choose the SwyxServer.

In the context menu for the "Number Mappings" directory, select
"Add Number Mapping..." or "Add Range for Number Mapping".
The wizard for "Add Internal Number" or "Map Numbers Range" will
appear.

Internal number:

Enter a new internal number or a numbers range.

Select "Next Unused..." to have the system assign a new number
automatically. Select "Check" to ascertain whether the number
entered has already been assigned.

Activate the "Show in Phonebook" option if you want the numbers
mapped here to appear in the global phonebook.

Click on "Next>".

Map the internal number to a public number:
Enter the public number or the first number in a range in canonical
format, which is to be mapped to this internal number.

Click "Select" to access a list of currently configured trunks and
mapped numbers ranges/URlIs.
To map a number from a range of numbers, highlight the
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corresponding entry and enter the number directly in the "Mapped

public number" field.

If you do not wish to assign a public number, select "None" from the

list.

Please note that the number cannot be dialed directly from outside

(it can only be accessed via an internal connection).
Then click on "OK".

6 Select the assigned user
Select a user from the list to whom the new internal number or
range, as well as the mapping you have just configured, is to be
assigned.
Click "Finish".

7 The new number is mapped to the selected user.

How to edit a number mapping

1 Open the SwyxWare Administration and choose the SwyxServer.
2 In the left side of the SwyxWare administration window, open the

directory "Number Mapping". You can now edit an existing mapping.

Highlight the mapping and select "Edit..." from the context menu.
The following window appears: "Edit number mapping".

3 You can edit the internal number for a user or the mapping to a
public number.
Click "Finish". The new number mapping is set up for the user.

10.4 EXAMPLES OF NUMBER MAPPINGS

SwyxWare offers great flexibility for incorporating inter-location scenar-

ios into number mapping. The following examples will show just h
very flexible it is.

ow
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SwyxWare With Three Locations

There are three company locations: London (+4420), Manchester
(+44161) and Germany (+49). A SwyxServer with ISDN access is installed
in London; at the other locations, there is a separate gateway with ISDN
connection to the public network. Furthermore, the headquarters in
London is connected to a SIP provider. This means that there are four
trunk groups (3*ISDN + 1*SIP) each with one trunk.

User A

has the internal number 323. Two numbers are assigned to this user.
One is a London number (+44 20 1234-323) and the other is a Manches-
ter number (+44 161 6623-14). This user can therefore always be con-
tacted via his Manchester number, even when he is in London.
If the subscriber is in Dortmund but calls a number in Munich, his
call can be routed via the gateway (trunk) in Munich and thus his
number in Munich (49 89 6623-14) is signaled to the caller.
Other internal callers dialing from anywhere in the company can
contact him at any time via his internal number (323).
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Number Mapping
Numbers of User User A ﬁ Gateway Dortmund Properties “
Numbers | Atemative Numbers | SwyxFax Numbers | CTIs | General | Numbers | Nuber Signaling | Codecs/Channels | ISDN Ports
422 Wihin SwyxWare Users call each other by using “Intemal Public Numbers assigned to this Trunk.
3:;; Numbers”, These may have any number of digis but must not
oxelba At et lcnat ke County Code | AveaCode [ Subsciiber N... | Extension N.
s Misbers 44 20 4717 000-500
Phonebook | Irtemal Number [
MShon 323
2dd odronge. | > J Gateway Munich Properties n
Nomber Meppings: General | Numbess. | Number Signaling | Codecs/Channels | ISDN Pors
Intemal Number | Public Number [ Public Humbers assigned to this Trurik.
a2 4204777323
323 HAIB1EEZ3 14 Country Code | Area Code Subscrber N... | Extension N
44 161 6623 10:20
Add.. - |
oK | cance | | Heb Cancel ‘ool Hebp
Numbers: Gateway Munich
+492311234-323 Call via
+49896623-14 +49896623-14 —
! e
¥ f
= \
User A Local public
Internal: 323 network
Gateway London
London Munich
User B

has the internal number 222. The London number '+44 20 1234-222'
will be assigned to him. He also receives the URI "jones@com-

pany.com".

Other internal callers dialing from anywhere in the company can
contact him at any time via his internal number (222).
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Number Mapping

Numbers of User User B SIP Link Dortmund Properties
Numbers }m.mm Mumbers | SwpcFax Numbers | CTI+ | Number Signaling | Codecs/Channels Eneryption
123 - General SIP Registration Numbers SIP URLs
428 Wihin SwyxWare Users cal each other by using “Intemal
3531 m:ﬁmm':“ﬁ;‘mmmm” digits but must not SIP URIs assigned t this Trunk,
Uiser Hame | Realm |
Intemal Numbers: ones company.com |
Phonebook | _Intemal Number | fanes Campay e
Show 222
Add. Addrange... | e |
omber Mappgs URIs:
el Nomber [ Puble arker I'| itom.jones@outlook.conm
222 +4d20777222
2 sip jones@company.com Add. Edt. Celet
Ao | [E
oK | Cancel ‘ " ‘ Help
oK Cancel Apply Help
Gateway Dortmund Properties

SIP Trunk London

General | Numbers | Number Signaling | Codecs/Channels | ISDN Ports
Public Numbess assigned to this Trunk.

Counliy Code | AweaCode | Subsciber N | EstensionN__|

Phone number 7] 20 o 000500
+492311234-222

Gateway London

User B
Internal: 222
Add. | Edit. Delete
Cocd | hey [ Heb
User C

has the internal number 410. Both a London number '+44 20 4777-
410" and a German number '+49 34501-12' have been assigned to
this user. This means that he can be contacted via a London number
and a German number.

Other internal callers dialing from anywhere in the company can
contact him at any time via his internal number (410).

If the user calls a number in Germany from London, his call can be
forwarded via the gateway (trunk) in Germany and, therefore, his
number in Germany (+49 34501-12) indicated to the caller.
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Number Assignment

Numbers of User User C ﬁ Gateway England Properties “
Numbers | Atemative Numbers | SwyxFax Numbers | CTie | General | Numbers | Number Sgnaling | Codecs/Channels | ISDN Parts
432 Wahin SmodWare Users cal each ather by using “intemal Public Numbers assigned to this Trunk,
BEiE Number". These may have any rmber of digts bul must not
overtap wih other Intemal Nurbess Country Code._| AreaCode | Subsciiber. | Extension .. |
49 3 5501 1020
Intemal Numbers
Phonebook | Intemal Number |
[ Show 410 ‘
Add Addmange. . | ]
Mumber Mappings.
Intemal Number [ Public Number |
210 44204777410
410 +433550112
] - | sl | Edi. Delste
o |_cos | | | o o | o [ e
Numbers of User C:—— -
+492314777-410 GatevlvlaY, UK:
London +4434501-12 Call via England
| +4434501-12
=,
[ | )
S f
User=C I \
. PSTN
Internal: 410

10.5

10.5.1

Gateway Confllguration England UK

PLACEHOLDER

Placeholders can be used when mapping numbers or SIP-URIs to a

user, group or trunk. These placeholders can also be used in the Rout-
ing Table or the Calling Rights.

GENERAL PLACEHOLDERS

The general placeholders can be used in many places within SwyxWare,
in routings, number mappings, number replacements and so on.

The following general placeholders are available:
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Type of num-

Placeholder
ber

Explanation

* replaces any number of characters to the right.
In the case of a telephone number * can only be
places at the end of the sequence.

Example: +4420*

indicates all numbers in London (country code
44, area code 20).

The placeholder * replaces any number
of digits.

* Phone number

* UR

A general distinction is made between the
following applications:
® (all Permissions and Routing
sip:{*}a-Z, 0-9]@[a-Z, 0-91{*}
Example:
sip:*.development@company.com
indicates all URIs referencing the realm 'com-
pany.com' whose user IDs end with ".develop-
ment'.
@ number replacement
sip:[a-Z, 0-91{*}@{*}a-Z 0-9]
Example:
sip*@+*.com stands for all URIs in English
Realms. For further examples, please refer to
Examples of general placeholders, page 153.

Indicates the inter-location code for interna-
tional calls.

Example: +49456555

In the United Kingdom, + is replaced with '00",
i. e.,'0049456555' is the number dialed.

+ Phone number

Examples of general placeholders

*@company.com All SIP-URIs mapped to the ‘company.com’ realm.

* jones@company.*Configured as call authorization or forwarding: All
persons named Jones who, for example, have the
realm ‘company.de’ or ‘company.com’

+44* All numbers within the United Kingdom (+44)
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+49221* All numbers in Germany (+49) in Cologne (221)
+* All public numbers
* All numbers

10.5.2 SPECIAL PLACEHOLDERS

In connection with the Calling Rights (9.7.2 Create Call
Permission, Page 134) and number replacement ( Special number
replacement:, Page 231), further special placeholders are provided.
These placeholders are replaced with the location parameters of the
user or trunk. It is thus possible e.g. to create a call permission that can
be used independently of the location.

Example:

If you want to create a call permission that basically allows local calls via
all trunk groups, but only for a specific public line access (in this case '8'),
you configure the following parameters:

Allow call +[CCI[AC]*

Trunk group "All"

Public line access 8 (private)

You can then use this call permission independently of the trunk group's
location. In each case, the codes which were defined for the trunk
group's location are used.

10.5.2.TPLACEHOLDERS IN THE CALL PERMISSION

The following special placeholders are provided for the call permission:

Placeholder VP l;):rnum- Explanation
[cc] Public number  Indicates the country code.

Example: +[cc]* in a call permission indicates
authorization for national calls (i.e., calls within
the same country). This means that this call
permission can also be used for
cross-national locations.
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Placeholder Type of num-
ber
[ac] Public number

The value of this placeholder is then taken from the configuration of the

Explanation

Indicates the area code.

Example: +[cc][ac]* in a call permission
indicates authorization for local calls (i.e., calls
within the same city). This means that this call
permission can also be used

for inter-location calls.

trunk group or the user (73.1.8 The "Location" Tab, Page 237).

10.5.2.2PLACEHOLDERS FOR NUMBER REPLACEMENT

The following special placeholders are provided for number replace-

ment:

Placeholder 1YP® of num-
ber

[cc] PUblic number

[ac] Public number

[ext] Number

[sn] Number

[Idcp] Number

Explanation

Indicates the country code.

Example: +[cc]* in a call permission indicates
authorization for national calls (i.e., calls within
the same country). This means that this call
permission can also be used for cross-national
locations.

Indicates the area code.

Example: +[cc][ac]* in a call permission
indicates authorization for local calls (i.e., calls
within the same city). This means that this call
permission can also be used for inter-location
calls.

Extension
Example: 225

Phone number (subscriber number)
Example: 4777

Long distance call prefix
Example: 0

Placeholder

[icp]

[plap]

[fplap]

[cbep]

[empty]

[pbxrealm]

[*]

Type of hum-
ber
Number

Number

Number

Number

URI
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Explanation

International call prefix
Example: 00

Public Line Access Prefix
Example: 0

Public Line Access of Superior Telecommunica-
tion System (Foreign Public Line Access)
Example: 9

Call by Call Prefix
Example: 01013

Has no function and can be used to improve
display.

The realm that was configured.

Example: company.net

Display of the key * (keypad), since * is already
in use as a placeholder.

Further examples of number replacement

The following table lists examples of possible uses of placeholders in
number replacement.
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Original

Sip:231*@*.company.c
om

Sip:231*@*.company.c
om

Sip:231*@*.company.c
om

+4415

Replacement

Sip:123*@*.lanphone.c
om

123*

sip:231@*.outlook.com

+44800283015

Explanation

The placeholders are identified by
their position in relation to @:
® before the @
Beginning at the @, all characters
to the left are replaced.
Here: Everything to the left of the
@ up to the string "sip:231" is
inserted between the string
"sip:123" and the @.
® 3fter the @
Beginning at the @, all characters
to the right are replaced.
Here: Everything to the right of
the @ up to the string "com-
pany.com" is inserted between
the @ and the string "lan-
phone.com".
ATTENTION: It is not possible to
insert more than one * before or
after the @.

If no @is present, the placeholder is
classified as "before the @".

Here: Everything to the left of the @
up to the string "sip:231" is inserted
between the string "sip:123" and
the @.

The placeholder after the @ has no
match in this example, and is not
further replaced.

Here, everything between the string
"sip:231" and the @ is ignored.
Everything between the @ and the
string ".company.com" is inserted
between the @ and the string
".outlook.com".

The number '+4915"is replaced by
'+49800283015'

Original Replacement
+4415* +44800283015
+4415* +44300283015*
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Explanation

All numbers beginning with +4415'
are replaced with '+44800283015'.

Any numbers starting with '+4415'
will be replaced by numbers begin-
ning with +44800283015, i.e.
+44151234567 will be replaced by
+443002830151234567.

10.6 SUPPLIED CONFIGURATION DATA

To simplify the standard configuration of number conversion, typical
installation scenarios are supplied in the two configuration files:

e NumberFormatProfiles.config
e ProviderProfiles.config

10.6.1 NUMBERFORMATPROFILES.CONFIG

In this file you will find the definition of the various number types.

The following number formats are available for selection:
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ing

Format

Explanation
CLIP no screen-  Formats the numbers with ISDN type and plan information to the
i public line
Application:

When the function "CLIP no screening" is used on an ISDN trunk
for the calling party number for outgoing calls.

In this case the calling party number is defined by the server and
signaled to the public line. This number is not checked for
correctness (i.e. belonging to this connection) by the public line
(no screening). This makes it possible, for example, to signal the
caller's original number externally for forwarded calls.

The function must be set up separately with the telephone
service provider.

Example:
@ National numbers:
<Area code><Number>
Type = "National"
Example: 3478, 5060).
@ International numbers:
<Country code><Area code><Number>
Type ="International"
Example: 3478, 5060).

Format

Dial as a PBX
user
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Explanation

Number is as an internal subscriber typically dials, i.e. at the
associated location, taking into account the public line access
code:

or internal number

or canonical number

In addition, for canonical numbers a 0 is removed which is incor-
rectly inserted when dialing from Outlook.

Transmits and interprets the number as a user of a telecommu-
nication system does. For a connection to a subsystem, "Dial as a
PBX user" should be applied for incoming calls for the called
party number, and for outgoing calls for the caller number.

This setting is made automatically if you select the format "Inter-
nal Lines".

Application:

@ internally for any user

® but also on a sub-telecommunication system
for
- the called party number for incoming calls
-the calling party number for outgoing calls

Example:
® +440 23147770
is converted into +442314770
® <Public Line Access><Number>
04777555
00244777555
@ Canonical number also possible
+442314777555
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Format Explanation

Extension For this number format, it is assumed that all dialed numbers are
(Extension) meant as an extension.
They are correspondingly interpreted and generated, i.e.
numbers of incoming calls remain unchanged. Outgoing
numbers are prefixed by the public line access number of the
superior telephone system.
Numbers not coming from the trunk's extension range are not
converted.

Application:
ISDN trunk for the called party number for incoming calls to a
direct dialing-in ISDN line.

Example:

Extensions

555
Fixed For incoming calls, sets the number configured for this trunk. The
Subscriber analog connection does not supply a number, as the number is

defined by the called line. In order that a called party number
(inbound) is detectable for SwyxWare, the call is parameterized
with the fixed line number.

Application:
This format should be set for an analog trunk.

Example:

The number on the analog connection is 475594. The destina-
tion number "Fixed Subscriber" is then configured in the profile
"Standard analog lines" for the incoming call. In the number
replacement on the analog trunk, all incoming destination
numbers (*) are replaced by the fixed number of the analog
connection (475594).

Format
ISDN Italy

ISDN Nether-
lands CLIP

Canonical with-
out plus
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Explanation

The number is formatted according to use at Italian exchange
connections, with ISDN type and plan information.

Application:
ISDN trunks to Italian connections for the calling party number

Example:

@ For incoming calls, depending on the signaled number type,
the signaled number is prefixed with the country code or the
local area code, in order to produce the canonical format.

e For outgoing calls, the public line access number of the supe-
rior telephone system and the call-by-call prefix digits are
added.

® No call-by-call numbers are added to emergency call numbers.

The number is formatted according to use at Dutch exchange
connections, with ISDN type and plan information.

Application:
Calling party number for incoming and outgoing calls at Dutch
exchange connections

Example:

Only used for the calling party number. Outgoing
numbers are converted normally according to type.

The emergency number 112 is converted from canon-
ical formatto 112.

This format corresponds to the canonical number format, but
without leading +.

Application:

Calling party number or called party number for certain SIP
providers

For outgoing calls, the numbers are signaled in canonical format
without the preceding +.

For incoming calls, the canonical format is formed depending on
the signaled number type, adding a + and the country code and
area code to the signaled number as necessary.

Example:
<Country code><Area code><Number>
44204777555
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Format

Canonical with
plus

National

Explanation

Canonical number format,
Emergency numbers are unchanged in the canonical format: e.g.
112.

Application:

Calling party number or called party number for certain SIP
providers.

The emergency numbers of known countries are correctly
converted, e. g. +44 20 112 to 112.

Incoming phone numbers are expected in canonical format.

Example:
+<Country code><Area code><Number>
+442314777555

Corresponds to the format that you typically dial on the
exchange connections of the respective country, but without
taking into account your own local area code. This means that
even if your own line belongs to the local public network (020),
the dialed number must appear as 020 4777 555.

Application:

Called party number and calling party number for most SIP
providers and ISDN connections.

For outgoing calls, the emergency numbers of known countries
are correctly converted, e.g. +44 20 112 to 112.

For the normal outgoing calls, the public line access number of
the superior telephone system and the long-distance call prefix
are added.

For incoming calls, the public line access number of the superior
telephone system and the long-distance call prefix are filtered
out.

Example:
<Area code><Number>

0204777555

Format

Subscriber

Transparent

Type and Plan
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Explanation

Corresponds to the format that you typically dial on the
exchange connections of the respective country, but taking into
account your own local area code. This means that if your own
line belongs to the local public network (020), the dialed number
should appear as 4777 555.

Application

For calling party number and called party number for most ISDN

connections without direct dialing-in.

® For incoming calls, the public line access number of the supe-
rior telephone system and the long-distance call prefix are fil-
tered out.

@ Conversely, for outgoing calls the public line access number of
the superior telephone system and the long-distance call pre-
fix are added.

Example:
<Number>
4777555

Does not describe a format, but rather the fact that numbers
remain untouched by the general replacement, so that they can
be altered with the specific number configuration.

Application:
Definition of individual replacement rules based on the server's
internal number format.

This format sets the type and plan fields within the ISDN trans-
mission protocol in a generic way.

Application
Very seldom used, and then only on ISDN connections

Special handling for specific numbers

In particular, the possibility of including connections at different loca-
tions in SwyxWare requires a separate consideration of special num-
bers and especially emergency numbers.

This special handling of the numbers is defined in the file Pro-
gramme\SwyxWare\NumberFormatProfiles.config.
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If you want to support special codes which are not listed in this file, you
can configure these manually for the respective trunk group.

How to define the special handling for a number

10.6.2

1 Open the property page for the trunk group you want to use for
dialing the special telephone codes.

2 Select the "Profile" tab, and click on "Configure...".
Number replacement configuration opens up.
3 Beside the field "Outbound Called Party Number", click on "Add...".
A window will open: "Add Number Replacement".
4 For every special telephone code you want, add the following rule:
e Original number: +<Country code><Area code><Special number>
e Replacement:
Special telephone code
Example: Directory assistance (no. 11833 in London)
Original number +442011833
Replacement 11833

Please inform Enreach if there is a missing special telephone code, so
that we can consider this code in future versions.

PROVIDERPROFILE.CONFIG

The profiles for the trunk groups are specified in this file. When creating
a trunk group, you can choose depending on the trunk type from vari-
ous preconfigured profiles (13.1.2 The "Profile” Tab, Page 230).

These profiles define how SwyxWare interprets numbers for incoming
calls and converts them into SwyxWare-internal formats, and how
SwyxWare-internal numbers are transferred out for outgoing calls.

Example:

You select the profile "Standard DDI" for an ISDN trunk group. This is a
profile for a direct dialing-in line to ISDN with the assignment:
e QOutgoing call

Calling party number Extension

Destination number: Subscriber
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® |ncoming call
Calling party number Subscriber
Destination number: Extension

The telephone network usually delivers the numbers in the following
format:

<Country code><Local area code><Subscriber number><Extension>

Depending on local circumstances, it could also be e.g.:

<lLocal area code><Subscriber number><Extension>

e [f a SwyxWare user (+44 20 4777 225) calls a public line (e. g. 024
3456 555) over this ISDN trunk, the following interpretation arises:
This is an outgoing call. The caller number (225) is interpreted by
SwyxWare as an extension and is signaled to the ISDN line as such.
The dialed destination number is recognized as a subscriber number
of the public network (a subscriber, 024 3456 5555) and is passed in
this form as a destination to the public network.

e |f a subscriber (024 3456 555) calls from the public network and his
number type is not recognized, then the called number (destination

number) is interpreted as an extension, and forwarded to the inter-
nal subscriber with the extension number 225.
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11

11.1

USER CONFIGURATION

How are users created and configured?

This chapter explains how to set up users, how to set up the Voice Box
and remote access and how to set up conference rooms.

When saving and processing personal data, observe the respective applica-

ble legal data protection regulations.

Personal data cannot be deleted automatically from the data base. In order

to meet the valid data protection regulations, it may be necessary to delete
the corresponding entries manually.

Users can be set up, and also removed, via the SwyxWare Administra-
tion (71.7 Configuring a new User, Page 160) as well as in Windows user
administration (717.6 Configure users in the Windows user
administration, Page 209).

CONFIGURING A NEW USER

You can view the most important settings for all configured users in the
tabular detail view of the user folder:

Name

Name and an additional description text
Number(s), internal and public

E-mail address

Forwardings (Unconditional, Busy and No Reply)
SIP User ID

Logon status and terminal devices used
Assigned user accounts
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® Total size of all user-specific files in the database

Internal and public fax numbers, and fax forwardings.

CTI+ numbers and CTI + (defines, whether CTI+ is configured for the
user)

SwyaWare Adminstrabon\SwyxSenver VM- DOCLOC Users] = = —

How to check / change a user’s settings

How to deactivate a user

How to send a Welcome email

How to create a new user

1

Click with the right mouse button on the "User" directory located in
the window on the left.

Select "Add User...".

Name and type of new user:

Enter the name of the new user and, if applicable, a brief
description.

Click on "Next>".

Location of the new user:

Select a location for the user from the dropdown list. The location
determines site-specific parameters such as country and area code,
prefixes, public line access prefix(es) and the time zone, see also 8
Locations, Page 122.

Click on "Next>".

Internal numbers of the new user:
Enter the internal number for this user here.
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The numbers 110 and 112 are reserved for emergency calls in Germany,
Austria and Switzerland.

As of SwyxWare version 14.00, the numbers 110 and 112 cannot be
assigned to internal users.

Make sure that there are no assignments for these phone numbers in your
configuration.

Use "Verify" to immediately check whether this number has already
been assigned.

Clicking on "Next unused" will automatically assign the next unused
internal number to the user. You can also enter a number, e. g. 210,
in order to leave the number range below untouched. Clicking on
"Next unused" will then assign the next unused internal number.
"Check" lets you check whether an entered internal number is
already present.

Activate the checkbox "Show in Phonebook" if this number is to be
listed in the Global Phonebook. Name resolution is always
performed, regardless of whether the user is entered in the Global
Phonebook.

Click on "Next>".

Internal number mapping:

If the internal number is to be reachable from the public telephone
network, it must be mapped to an external number. You can enter
this public number directly in the field or click "Select...".

The "Choose public number" window will appear.
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Selection of Public Number

Select a Trunk Group with the appropriate Public Murber or SIP URI framm the lizt.

If pour select a PSTH Trunk Group with a range of extension numbers, enter the requested extenzsion number it

the field belaw.

Trunk. Name | External number / Number range / SIP LRI | A

ISOM T +4420000 [300 - 995)

SIP Trunk i jones (Bcompaty. comm

SIP Trunk +490 [100 - 195]

ISOM T +492311 (000 - 100

W

M apped Fublic Mumber; +430

Cancel

Select the SIP URI or public number here.

If the public number is to be taken from a numbers range, double-
click on that range.

Assign the external number in the "Mapped Public Number:" field
and click "OK".

If the number entered is shorter than the numbers range of the trunk/s, a
warning signal is generated. If the numbers range is defined as +441234777
000-999, a warning occurs, if you e. g. assign the number +44123477755 to
a user. See 10.1.2 External numbers, Page 147.

Click on "Next>".

Terminals:

Choose the terminals with which the user will log in to SwyxServer.
This selection will determine which configuration dialogs must be
completed. The entries relating to the terminal equipment will later
be used to authenticate the user on the SwyxServer. You have
several different options:

e Swyxlt! Classic and SwyxFax Client

Define the logon procedure. You can choose between the Win-
dows user account, a user name or UPN and password or config-
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ure both: See 11.2.1.2 The "Authentication" Tab, Page 165.
Windows User Account
Here, it is necessary that the computer of the SwyxIt! Classic user
and SwyxServer are within the same domain. For installations
within one company, this is usually the case. You can enter the
user account in the form "<Domain> \ <Account Name>".
"Browse..." allows you to select a user from the domain.
Username and Password
When logging on SwyxServer the user enters his user name or
UPN and password. He can save both in his local SwyxIt! Classic.

e SIP Devices
Enter the following user information. Specify whether the authen-
tication mode is chosen according to the server standard settings,
or whether authentication should always or never take place. If
authentication is required, enter here the necessary data for
authentication, such as the user name and the password. These
do not need to be identical to the SwyxWare user name and pass-
word that you may have configured for logon with a Swyxlt! Clas-
sic.
You can make special adaptations for SIP devices from another
manufacturer after creating the user, in his Properties.
See 11.2.1.4 The "SIP Registration" Tab, Page 169.

e SwyxPhone Lxxx
Assign the user a PIN, with which he logs in to the SwyxServer.
This PIN must contain between 1 and 16 digits.
See 11.2.1.6 The Tab "SwyxPhone Lxxx", Page 171.

e Simple user for Call Routing
This user is not allowed to log in with a terminal.

Click on "Next>".

E-mail address:

The user must be assigned a unique e-mail address for SwyxWare
integration in Microsoft Office (SwyxIt! Classic function "Office
Communication AddIn"). The e-mail address indicated must be the
primary SMTP e-mail address set up for the user on the company's
e-mail server (e.g. Microsoft Exchange Server).

This e-mail address is also the default setting for delivering voice
messages. The e-mail address of the Voice Box can be configured by
the user or in the SwyxWareadministration in the "Redirects" dialog,
see 11.2.5.4 Standard Voice Box" tab, Page 183.
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Additionally you can send the user via this address welcome emails
with his registration data and configurations, see Welcome E-
mail, Page 173.

A configuration of the special Voice Box e-mail address has no influence on
the existing e-mail address that was created for the integration in MS Office.

Click on "Next >".

Client authentication

A client's user must authenticate when logging on to SwyxServer.
The following authentication types are available:

e Authentication with Windows user account

e Federated authentication via identity provider

e Authentication with user name and password

See 11.2.1.2 The "Authentication” Tab, Page 165

Activate the "Continue without password" option if the user should
set their password independently via the link in the welcome email
or email to reset the password, see Reset password:, Page 167.

If you have set a password when creating the user, the welcome email for
the user will not contain a password.
You must communicate the set password to the user by other means.

10 Call Permissions:

Call permissions and restrictions are grouped together in a profile.
See 9.7 Call Permissions, Page 128.

Select a call permissions profile for the user from the selection list.
Click on "Next>".

11 Feature Profile:

The feature profile determines which functions are available to this
user in principle.
See 9.2 Function profile, Page 137.

12 Transfer properties to the new user:

You have the option of applying a configured user's properties to the
new user you are creating. These properties include group
memberships, relationships and call forwardings, and also most of



User Configuration User configuration

11.2

the settings for SwyxIt! Classic and the rules for the Call Routing
Manager.

Select the option "Create new user account and apply the properties
of an existing user", in order make use of this option. Then choose
the user whose properties you would like to apply from the selection
list. Alternatively, you can use the appropriate option to create an
empty user account (with or without sample files for the Call Routing
Manager) and manually configure the above-mentioned properties
later.

Activate the "Open properties after finish" checkbox if the user
properties shall be opened after the creation process.

Activate the "Send welcome E-mail" checkbox if you wish to send the
user an E-mail with his registration data and configurations. You can
also send the Welcome email after setting up the user at any time,
e. g. due to configuration changes, see Welcome E-mail, Page 173.

If you do not enable the "New users must change their password the first
time they perform a login" option, the user will not receive a pre-configured
password in their welcome email.

13 Complete the set up of a new user by clicking on "Finish".
A new user is created. The "Waiting for user creation" dialog window
will appear. Then, possibly the newly created user's properties are
displayed.

14 If you do not need the newly created user’s properties, click on
"Cancel".
The user is created and appears in the user list.

Create a dummy user, which is configured as you wish and provided with a
deactivated account, to be used as a template.

USER CONFIGURATION

Existing users can be changed, for example they can be assigned new
rights or new terminals.
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How to deactivate a user

How to check / change a user’s settings

1 Click an entry in the user list with the right mouse button.

2 Inthe context menu, select "Properties".
You can check and change all user settings in the configuration
dialog which now appears.

11.2.1 THE "ADMINISTRATOR PROPERTIES FOR
USERDIALOG

John Jones Properties

Preferences | Helationships | Secretarate | Rights | Devices

Adrministration
Usger Accountz and advanced Properties

I% Adrministration. ..

MNumbers
Mumbers that are azzigned to this Uzer

Mumbers...
Button Configurations for Speed Dials and Shortcuts

Buttons...

Call Routing Manager and Call Forwarding /W oicemail

STk
g mi

Wy
-

m
=
=3
=
“

E

Call Routing

Al

Call Routing Manager... | Call Forwarding. .. |

Client Options
Swyltl, SwyxPhone and SwysFax Client settings

&

Fas Client... | Clent.. |

QK Cancel Apply Help

In this dialog you can specify the configuration of the user, such as for
example possible end devices, call intrusion and mailbox.

3 After completing your changes, click on "OK".
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You will be returned to the tabular overview. 11.2.1.1THE "ADMINISTRATION" TAB
4 If you have changed the settings of a user who is logged in, select the
shortcut menu once again by clicking with the right mouse button. Administrator properties for User John Jones

5 Click on "Logoff".
Swyxlt! Classic is thereby prompted to import the new configuration
data from the SwyxServer.

Call Intrusion ] Advanced ] Encryption ] Codec Fitter ] RemoteConnector ]
Administration ] Authentication l SIP ] Files ] SwyPhone Leoc l

Configuration of general User information, Location and
Administration Profile.

This step will disconnect all of this user’s telephone calls currently in pro-

User Information

ress.
) £ Mame: |.J0hn Jones|
. . . E-Mail Address: |
The user properties can be configured on the "Preferences", "Relation- . |
escription:

ships", "Secretariat", "Rights" and "Terminals" tabs. Relationships will be
explained in detail in the following chapter on the subject of "Groups",
see 12 Configuration of Groups, Page 215. You will find information on
the secretariate configuration in the chapter titled "Secretariate", L ocation: [London =
see12.3 Secretariate, Page 224. The preferences are set with the help of

[¥ Useris enabled

the dialogs described below. Administration Profie: M
The dialogs described below can also be called by clicking on the user Account name in AD: |
with the right mouse button and then selecting the dialog you want = ‘ ‘

under "Special Properties", or by clicking on the appropriate symbols in
the toolbar located in the upper margin of the window.

ok | cancel | | Help |

User Information

The display name of the SwyxWare user is defined in the field "Name".
This name will be used for a variety of displays on the SwyxIt! Classic
interface and the SwyxWare Administration. Furthermore, this name
can be entered directly within SwyxIt! Classic to call this SwyxWare user.

Please note that the user name must be unique within SwyxWare. This
means that no other user, SwyxGate, SwyxLink, group or external
Phonebook entry may have this name. This is checked by the SwyxWare
Administration.
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In the "e-mail address" field, the e-mail address must be entered that is
set up on the company's e-mail server (e.g. MS Exchange Server) for the
corresponding user as the primary SMTP e-mail address.

Configuring an e-mail address in this field enables integration of the
SwyxWare status information and telephony function in Microsoft
Office ("Office Communication AddIn"). See also https://
help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/
office_communication_$.

In the user list, check that all entries in the "e-mail address" column are cor-
rect, thereby guaranteeing integration in MS Office.

Status signalization between various SwyxWare sites requires additional
configuration. See 17 SwyxLink (Server-Server Connection), Page 292.

More detailed information on the user can be entered in the "Descrip-
tion" field. However, the contents of the field are not analyzed in any
way by SwyxWare.

The "User is enabled" checkbox can be used to temporarily exclude
users from SwyxWare without directly having to delete them. The user
will then be rejected the next time he or she attempts to log in.

Location

Each SwyxWare user is assigned a location. This location determines
the country and area code, prefixes, public line access prefix(es) and
the time zone.

See 8 Locations, Page 122.

Administration profile

Each user is assigned an administrator profile (default: Not administra-
tor). The administrator profile defines what rights this user has when he
connects to a SwyxServer with the help of the SwyxWare Administra-
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tion. Depending on the profile he can e. g. create or change users or
edit phonebooks.

See 9.3 Administration profiles, Page 143.

AD Account Name

Enter here the user account in the Windows user administration (Active
Directory), which is assigned to this user. Click on "Set..." to select a user
account. A new window opens up, in which you can search for the user
and verify the entries.

See 11.6 Configure users in the Windows user administration, Page 209.

11.2.1.2THE "AUTHENTICATION" TAB

Administrator properties for User John Jones

Call Intrusion ] Advanced ] Encryption ] Codec Fitter ] RemoteConnector ]
Administration ~ Authentication ] SIP ] Files ] SwycPhone Loat ]

A SwyxWare User can autherticate with the SwyxServer by using a
Windows account or a dedicated user name and password.

The logon information specified below are used to logon the user at
SwynServer with Swyact!, SwycFax Client, SwyxWare Administration or
SwyxWare Web Administration.

[ Autherticate via Windows Account

[ g |
[ Rencve |

¥ Authenticate via User Name and Password
User Login: |i0hn.jones| ® |

Passwaord: |

Repeat Password: | """
Enforce Strong Password: |cuse SwyxServer default (No) j

Reset Password |

0K | Cancel ‘ ‘ Help ‘
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A client's user must authenticate when logging on to SwyxServer. The
following authentication types are available:

Authentication with Windows user account
Federated authentication via identity provider
Authentication with user name and password

You can specify for each user which of the three authentication types
they are allowed to use.

When logging in, the user is offered two authentication types, even if one or
all of them are not permitted for the user:

- Windows account- or Composite authentication

- Name/password authentication

Make sure that the user can authenticate using at least one of these
options.

Authentication with Windows user account

Each SwyxWare user can be assigned one or more Windows
(domain)user accounts. The SwyxWare user must be logged in using
one of these Windows user accounts to be able to use SwyxIt! Classic to
place calls. You can add a Windows user by clicking on "Add..." and then
making a selection from the list displayed. You can remove a Windows
user account from the list by highlighting it and then clicking on
"Remove".

When a user logs in using a Windows user account, the user and Swyx-
Server need to be within the same domain.

For the telephony clients within SwyxWare for DataCenter andSwyxON, who
are typically not in a domain with the SwyxServer, this authentication is
then not possible.

166

Federated authentication via identity provider

If your organization uses identity provider services, you can use feder-
ated authentication instead of Windows authentication (federated
authentication with OAuth 2.0 and OpenlID Connect) .

If you activate an identity provider configuration, federated authentication
is offered for selection on SwyxServer instead of authentication via the Win-
dows user account.

Deactivate all identity provider configurations to use Windows authentica-
tion again.

help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#con-
text/help/GeneralSettings.ldentityProvider.Configuration

Authentication with user name and password

If necessary, enter a user name and password with which a user can log
in to SwyxWare Administration and the clients.

The user name must correspond to the UPN format (User Principal
Name): User login name +"@" + UPN suffix. You can use the domain
name or an alias as the UPN suffix.

Example: john.jones@company.com

You can set the UPN suffix in the server properties, see 7.5.18 The "Secu-
rity" tab, Page 109.

Users configured before V 11.25 do not use UPN.
To enable these users to log in via UPN, enter the appropriate UPN for each
user.

The user name is used to create a SIP user ID.

See also SIP User Name and SIP User ID; SIP password, Page 170.

Force complex password:

As an administrator, you can force or deactivate the use of complex
passwords as a general rule for SwyxServer in server configuration (
Password settings, Page 110)
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This rule can be configured individually for each user.

You can select among the following three options in the "force complex
password" option field:

® Use server default settings (<current setting>): ("Yes" or "No")
The general settings on the SwyxServer apply for the user. This
option is set by default.

e Force complex password: "Yes"
Regardless of the SwyxServer configuration, the user must set up a
complex password.
The corresponding dialog window with brief instructions is shown to
the user when changing the password.

® Force complex password: "No"
Regardless of the SwyxServer configuration, the user must set up a
simple password.

Reset password:

The password reset service in Swyx Control Center allows you to reset
your own password or the password of a user:

e By the administrator

An administrator can reset a user's password by clicking on the
"Reset password" button.

The user's password is deleted and the user can no longer log in to
SwyxServer. The user's existing login session is automatically termi-
nated within one hour. The user receives an e-mail with the URL to
the special Swyx Control Center dialog (SCC-URL) where he has to
reset his password, help.enreach.com/controlcenter/latest.version/
web/Swyx/en-US/#context/help/PasswordReset_$

The SCC URL for resetting the password is only valid for 24 hours or until the
user has changed their password.

If the user has not yet changed their password after the validity period has
expired, reset the user's password to send a new email with the URL or
send the generated SCC URL with the user token directly to the user, see
help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/
#context/help/Users-Edit-Authentication
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® |nitiated by the user
The user can click on the "Forgot password" button in the login win-
dow of Swyxlt! Classic to create a new password.
The user is redirected via the SCC URL to the special Swyx Control
Center dialog where he has to reset his password, see
help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/
#context/help/PasswordReset_$

The prerequisites for resetting user passwords are the following set-
tings for SwyxServer and the SwyxWare user:

1 E-mail server, see 7.5.9 The "Mail Server" Tab, Page 96

2. E-mail address of the user, see 11.2.1.1 The "Administration”
Tab, Page 164

3. Configuration in Swyx Control Center: SCC-URL, see
help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/
#context/help/GeneralSettings-System-Login


https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/Users-Edit-Authentication
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11.2.1.3THE "REMOTECONNECTOR" TAB

Administrator properties for User John Jones

Administration ] Authentication ] SIP ] Files ] SwyxPhone booc ]
Call Intrusion ] Advanced ] Encryption ] Codec Fiter ~ RemoteConnector

To enable the usage of RemaoteCannector you need to assign a
certificate to the user.

Use automatically generated certificate
Thumbprint:

Use manually created certificate

Thumbprint:

Click "Mew...” to automatically create a certfficate.

oK | Cancel | | Help |

This tab is used to generate the digital SwyxRemoteConnector client
certificate for the user, or to assign an existing one. Via SwyxRemote-
Connector, a user outside the local (LAN) or virtual private network
(VPN) can log in to SwyxServer.

During a new installation or update to SwyxWare V. 13.20 you can have cli-
ent certificates created automatically for all users, see 6 Swyx Connectivity
Setup Tool, Page 68

See also 26.1 Internet connection via RemoteConnector, Page 385.
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The "Use manually generated certificate" mode is supported only for com-
patibility with the older SwyxWare installations and is no longer recom-
mended.

Only one of the two tab areas is active, depending on the mode
selected for certificate management.
Select the desired mode via Swyx Connectivity Setup Tool.

® Generation and management of server certificates is performed
automatically by SwyxWare. ("Use automatically generated certifi-
cate")

If a "404" error occurs during the connection between client and server,
although all required services are running, the valid client certificate may be
missing on the user's terminal device. Re-assign the client certificate to the
user or generate a new one.

"Use automatically generated certificate"

"Use manually generated certificate"

"Use automatically generated certificate"

In automatic mode, the master and server certificates are generated by
SwyxWare and stored in the SwyxWare database.

On the current tab, you can also have SwyxWare generate the client
certificate and assign it to the user.

The certificate is automatically transferred to the user's computer on
the company network after assignment.

For the generation of the client certificate, if necessary, have the password
ready with which you protected the root certificate during the SwyxWare-
configuration.

In SwyxON, the password for the generation of the Client certificate is not
required.
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How to assign an automatically generated certificate to a user

1 Click on the "New" button.
A dialog window will appear with the entry field: "Root certificate
password".

2 Enter the password and confirm with"OK."
The "RemoteConnector" tab will appear in foreground.

3 Click on the "OK" button on the bottom of the tab.
The dialog window "Administrator properties for users..." is closed.
The certificate is generated.

4 Open the administrator properties and select the
"RemoteConnector" tab.

The certificate's digital thumbprint is entered in the "thumbprint"
field.

As soon as the user SwyxWarelogs on, or when the certificate is
generated, the certificate is already logged on via RemoteConnector
using an older, existing client certificate, the certificate is transferred to
his computer and stored in the Windows certificate store under
"Certificates - Current User | My Certificates | Certificates".

The client certificate stored only applies for the computer and the Windows
user account under which is it stored in the Windows certificate storage.

In order to replace the certificate for the user, repeat steps (1) to (4).

"Use manually generated certificate”

In manual mode, the root certificate, server certificate(s) and client cer-
tificates have to be generated by you and stored in the Windows certifi-
cate storage on the corresponding computers.

In the "RemoteConnector" tab, you have to enter the thumbprint of the
client certificate that you generated for the user and imported to the
Windows certificate storage on the user's computer.
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To enter the fingerprint of the client certificate
1 In SwyxWare-Administration, open "Administration Properties for
Users..." and select the "RemoteConnector" tab.

2 Inthe area "Use manually generated certificate", enter the client
certificate's thumbprint in the "thumbprint" field.

3 Confirm your entry with "OK".
The dialog window "Administrator properties for users..." is closed.
The client certificate is assigned to the user.

11.2.1.4THE "SIP REGISTRATION" TAB

Administrator properties for User John Jones

Call Intrusion ] Advanced ] Encryption ] Codec Fitter ] RemoteConnector ]
Administration l Authertication  SIP l Files ] SwryxPhone Looc ]

To logon via SIP it's necessary to specify an unigue User 10 for each
User. In case authentication is enabled you must enter a User Name
and a password, too.

[¥ Allow login via SIP

SIP Authertication Mode:

<use SwyxServer default: j
SIP User ID: |12345
SIP User Name: |123_45
SIP Password: |-+---
Repeat SIF Password: |.,.,.+.,.

[v ise SIP devices as system phone

0K | Cancel Help

The parameters used for authenticating SIP terminals from another
manufacturer for the user are defined on this tab.
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Activate the checkbox "Allow logon via SIP" if the user is generally
allowed to log in to SwyxServer using a SIP device.

SIP Authentication method

Define whether the user should always or never be required to authen-
ticate him- or herself, or required to do so in accordance with the
default server settings.

SIP User Name and SIP User ID; SIP password

The data entered here are for internally logging the SIP terminal on to
SwyxServer, i. e. the Administrator can freely choose a username and
password here. As default, the SwyxWare user name is entered and
used here as SIP user name and as SIP user ID. If a SIP terminal from
another manufacturer needs other settings here, e. g. different ID and
user name, you can change these defaults here. The user's password is
used as password for the SIP authentication. This password is config-
ured on the "Authentication" tab. A separate SIP password different
from the SwyxWare password can also be assigned here.

See Authentication with user name and password, Page 166.

The logon data of the SIP provider is given directly in the configuration
of the SIP trunk; the data entered here is used for internally logging the
SIP terminal on to SwyxServer.

For information on how to set the SIP user ID, SIP user name and pass-
word in the SIP terminal, please see the documentation for the particu-
lar terminal.

It can happen that SIP clients (e.g. the native SIP client on a mobile device)
require confirmation from the user for a passive transfer that occurs, for
example, as part of scripts (voice box, remote inquiry). Since the user in this
situation does not look at the device display, being on the phone at the
time, this prompt is not picked up, and the connection is terminated after a
short time because no confirmation is forthcoming.
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Use SIP devices as system phone

Activate "Use SIP devices as system phone" to authorize SwyxCTI+ with
a third party device. See 25.2.1 Configure a CTI pairing to the number of
an external phone, Page 383.

11.2.1.5THE "FILES" TAB

Administrator properties for User John Jones

Call Intrusion ] Advanced ] Encryption ] Co_c_l_n_ac Fitter ] HemoteConnectnr]
PAdministration l Authentication l SIP ] SwnxPhone oo ]

All kind of templates like announcements, tones, recordings, scripts or
bitmaps which are used by SwyxWare are stored in the SwyxServer's
database as files.

These files could be either "user related” so that they are available for a
specific user only, or "global” which means they are commonly available for
all SwWare Users.

A set of files will be provided by the system after the installation. Additional
filez can be created and provided by the Administrator of the system.

Size of all files stored in the database: 32544 KB

Click "Edit" to see which files are stored in the database. You can also
add and delete files.

oK | Cancel ‘ | Help ‘

In the SwyxWare installation, global files such as ring tones, announce-
ments etc. are created for all users. In addition, further files can be cre-
ated specifically for this user. For example, the user can record his own
announcements or generate his own scripts. These user-specific files
can be edited by the administrator here.

With "Edit..." you open the list of files specifically for this user.
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Here you can add or remove files, or save them under another name.

The total size of all files created for this user is given.

File List

Filter: Show al files j

Files stored in the database:

Name Diescription Ealegmy

mpoite
Ab_welcome. way Imparted fram: Defa,

Announcements User defau\l Yes Yes
actionOperator.ase Imported from: Defa Call Routing scripts User default Yes Yes
actionDperator.vbs Imported from: Defa, Call Routing scripts User default Tes Yes
callrauting. vbs Imparted fram: Defa, Call Raouting scripts User default Yes Yes
user_book.stb Imported from: Defa Call Routing scripts User default Yes Yes

Add... Saveds...

Total size of all files without fax: 99 KB

Clase

With "Attributes...", the properties of the files can be changed, so that

these user-specific files (e.g. a new announcement within a script) can
also be made usable for other users.

With "Add...", the administrator can make further files, such as
announcements and ring tones, available for the user.

See File Properties, Page 100.
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11.2.1.6THE TAB "SWYXPHONE LXXX"

Administrator properties for User John Jones

Call Intrusion ] Advanced ] Encryption ] Codec Fitter ] Remute[lonnector ]
Administration ] Authentication ] SIP l Files

Please configure the logon settings for SwyxPhones Leec. I you enable an
automatic SwyxPhone Looc logon for the User and do not specify a MAC
address, this will be done automatically the first time the User logs on.

SwyacPhone Looc

PIN: New PIN |

SwyxPhone Looc MAC Address: |

[~ Automatic logon enabled

Voice Codec
- - Quality
- - Prefer voice guality. Uses HD audio f possible.

= - Low Bandwidth

oK | Cancel Help

SwyxPhone Lxxx

Here the log in of SwyxPhone Lxxx is defined.

If the user logs SwyxPhonein onSwyxServer, the user will be prompted
to enter his or her PIN if the login is not automatic. SwyxServer Can
identify the user based on the PIN. This means that the specific button
configuration of this user (e. g. speed dials or function keys) will be
transferred to any SwyxPhone the user logs on to, and the user can be
reached instantly at this SwyxPhone under his or her own phone num-
bers. It is not possible to assign the same PIN more than once. You can
enter a PIN for this user or create a PIN automatically. When you close
the tab, the PIN entered will be checked to ensure it is unique.
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Activate the checkbox "Automatic logon enabled" in order to log the
user on without entering the PIN. In this case, after the has been Swyx-
Phone restarted this user is permanently logged in to this SwyxPhone.
The MAC address must be configured so that SwyxServer can assign
SwyxPhone to the appropriate user on automatic logon. If you do not
enter any information here, the SwyxServer will note the MAC address
of the SwyxPhone when the user logs in for the first time. If a user
would like to exchange his/her telephone for another one, you must
delete the entry field for the MAC address so that the MAC address of
the new telephone can be applied.

All phones of the SwyxPhone family request entry of a PIN in the display
and can therefore easily be logged in by the user.

Activate the appropriate checkbox if SwyxPhone is always to compress
voice data.

Speech Codec

With the help of the Codec you can specify how SwyxPhone Lxxx should
compress the voice for transmission. The following options are availa-
ble:

e Highest voice quality
If possible, the voice data is transferred in HD audio quality. An
attempt is made in this case to use Codecs in the order G.722/
G.711a/G.711p/G.729.

e Prefer voice quality
Voice data is only compressed if necessary. An attempt is made in
this case to use Codecs in the order G.729/G.711a/G.711p. The
codec G.722 is never used.

e Prefer low bandwidth
To spare bandwidth, the voice data is compressed. An attempt is
made in this case to use Codecs in the order G.729/G.711a/G.711p.
The codec G.722 is never used.

e Use lowest bandwidth
In order to use the lowest bandwidth, the voice data is always com-
pressed. The Codec G.729 is used.
See 26.2.1 Small Office - Connection, Page 388.
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11.2.1.7THE "CALL INTRUSION" TAB

Administrator properties for User John Jones

| Adhertication | SIP | Fles | SwyxPhone oo |
l Advanced ] Encryption ] Codec Fitter ] RemoteConnector ]

ff " SwnocMonitor” iz activated Call Intrusion enables a SwydWare User,
acting as a supervisor, to listen to the conversations of another Swyx\Ware
User (agent).

A supervizor may only intrude agent calls if the agent iz using Swyxht! as a
phone device {not in CTl-mode!).

The supervisor himseff may use any type of device.

The following Intemal Calling Party Mumbers are allowed to intrude calls of
thiz User, i.e. act as a supervisor.

Intemal Mumbers {seperated by ")

[200]

0K | Cancel Help ‘

If the Option Pack SwyxMonitor is installed, a SwyxWare user (Supervi-
sor) can intrude into an existing call of another SwyxWare user (Call
Agent). A prerequisite is that the Agent is speaking via SwyxIt! Classic
(not in CTI mode). The Supervisor can use any terminal.

Specify here which internal numbers may intrude into this Agent's calls.
You can enter both group numbers and several numbers separated by
semicolon. The permission to intrude relates to all this Agent's num-
bers.

See also.

help.enreach.com/cpe/latest.version/Client/Swyx/en-US/
index.html#context/help/call_intrusion_$.


https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/call_intrusion_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/call_intrusion_$
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11.2.1.8THE "ADVANCED" TAB

Administrator properties for User John Jones
Administration ] Authertication ] SIF ] Files ] SwyxPhone oo ]
Call Intrusion ~ Advanced ] Encryption I Codec Filter I RemoteConnector ]

|Jzer Codec for Voice Meszages
SwamServer uzes this codec for compressing Yoice Mesrages

<use SwyxServer default> ﬂ

Calendar Access

For accessing the User's calendar, SwyxServer needs the name of the
comesponding Exchange or Lotus Motes mailbox. You can enter the
mailbax alias, the User name or the E-mail address.

Mailbose:

e

User Welcome Email

Send an email to welcome this user to SwyxWare and share initial
sign-in credentials. if you want to use a customized email template
follow the comesponding instructions in the SwyacWWare manual.

[ e

oK | Cancel \ | Help \

User codec for voice messages

Specify here whether the general server settings are used for the com-
pression of voice messages or whether you select a user-specific com-
pression.

Calendar Access

Enter the Mailbox alias, the name, or the email address which is
assigned to this user on the Microsoft Exchange server or the Lotus/
IBM/HCL Domino Server. The necessary information (i. e. the user’s cal-
endar) for calendar-based Call Management will then be called from
this server. Click "Verify" to check whether your entries are correct.
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Welcome E-mail

Send the user an Email with his registration data and most important
configurations.

On Swyx clients (SwyxIt! Classic, Swyx Desktop for macOS, , Swyx
Mobile) the configurations are transferred automatically by the user
calling the corresponding URL in the welcome e-mail and thus being
forwarded directly to his client.

Most of the configurations are linked with the template for the Wel-
come emails via variables. When sending, the variables are then auto-
matically replaced by the configurations. A list of all the variables is
provided as a comment at the beginning of the template.

Some configurations for Swyx clients are not SwyxWare Administration-
defined in the template, but are preset by values in the template for the
welcome e-mail or are automatically set by the installation, see How to
edit the template for welcome E-mails, Page 98.

If you do not enable the "New users must change their password the first
time they perform a login" option, the user will not receive a pre-configured
password in their welcome email.

You have the following options for sending Welcome emails:

e Use standard email
The standard email incorporates the most important configurations
needed by the user for registration and telephoning.

e Adapt email individually
Edit the template from which the welcome E-mails are generated
before sending the mail. To add or change configurations, see How
to edit the template for welcome E-mails, Page 98.

How to send a Welcome email

1 Edit the template for welcome E-mails as required.

2 Click on the "Send welcome E-mail" button.
The welcome E-mail is sent to the E-mail address which you have
configured for the user when setting up or editing.
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° amn

You can also, for example, use the SwyxWare PowerShell module to
send Standard and individual welcome emails to selected user groups,

see E.1 PowerShell support, Page 424.

Settings which have already been determined before accessing the configu-
ration URL in Swyx Mobile apps are overwritten with the settings in the URL.
Settings which are not in the URL are maintained in Swyx Mobile apps.

Uses of the Swyx Mobile apps can also skip the automatic configuration and
therefore maintain the settings already determined in the app.

Users of Swyx Mobile apps can use the URLs you send them several times,
e. g. to restore configurations.
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11.2.1.9THE "ENCRYPTION" TAB

Administrator properties for User John Jones

l Files ] SwycPhone booc ]

Admiristration | Authenticati
l Codec Fitter ] RemoteConnector ]

Call Intrusion ] Advanced

Encryption Settings

For & safe communication using SRTP & shared key has to be
configured. This key will be set automatically for Swyx components.

Encryption Mode:
-

For 3rd party devices this key has to be assigned manually.

Pre-Shared Key: |

Repeat Pre-Shared Key: |

QK | Cancel Help

Encryption mode

This is where you specify the mode of encryption. The following encryp-
tion modes are available:
® No encryption
If "No encryption" is selected, the voice data is not encrypted.
® Encryption preferred
When "Encryption preferred" is selected, the voice data is only
encrypted if the call partner has configured either "Encryption pre-

ferred" or "Encryption mandatory". If this is not the case, the voice
data is not encrypted, but phoning is still possible.
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® Encryption mandatory
When "Encryption mandatory" is selected, voice data encryption is
obligatory. This means that either encryption always occurs or the
call is aborted with the reason "Incompatible encryption settings".
This can be the case, for example, when the call partner has config-
ured the mode "No encryption".

If the encryption mode was set to "No encryption" within the server proper-
ties, the mode is likewise set to "No encryption" here; if "Encryption manda-
tory" was configured there, then the setting "Encryption mandatory" also
appears here. In both cases, the mode cannot be changed. The field is then
deactivated.

See 21 Encryption, Page 342.

Key (PreSharedKey)

To ensure secure communication by SRTP, a common key (PreShared-
Key) must be defined between SwyxServer and the relevant compo-
nent.

For all components which use the SwyxWare database (e.g. SwyxIt! Clas-
sic, PhoneMgr, ConferenceMgr, LinkMgr, Gateway), this key is automati-
cally generated by SwyxServer and distributed to the relevant
component, once again encrypted.

The key created automatically generated by SwyxServer serves as an exam-
ple only. For security reasons, it is highly recommended to manually replace
it by an individually selected key.

See 21.1 Encryption within SwyxWare, Page 342.
However, in a few cases the key must be specified manually:

If the user uses a SIP phone (with MIKEY support) from another manu-
facturer, there is no automatic distribution of a key from SwyxServer to
the device. It must therefore be entered manually in this case. The key
must then be stored in the device as well, e.g. via the phone's web inter-
face.

Other exceptions, which may e.g. require manual input of the key, are:
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e Connection of two SwyxServers via a SwyxLink
See The "Encryption” tab, Page 307.

e S|P link for the use of VolP services of e.g. service providers
However, these must be configured within the trunk properties.

This is how you specify the encryption mode in the user properties.

Start the SwyxWare Administration and log in to the SwyxServer.

2 Click the user entry with the right mouse button to open the
shortcut menu.

3 Select "Properties".

4 Select the "Encryption" Tab.

5 Inthe field "Encryption mode", choose from:
e No encryption
e Encryption preferred
e Encryption mandatory

6 |If the user uses a device from another manufacturer, enter the key
in the "Key" field. You must then set this in the device as well (e. g.
via a web interface).

7 Click on "OK".



User Configuration User configuration 176

be used, e.g. Video. This option can only be activated when the

11.2.1.10THE "CODEC FILTER" TAB

Administrator properties for User John Jones

Administration | Authertication | SIP
Call Intrusion ] Advanced I Encryption

] SwyxPhone oo l
HemoteCnnnector]

The selected codec fiter defines the allowed type of compression for
calls of this user.

[~ Use Server Default
(" Do not fiter codecs

* Mlow the following codecs

G.722 (approx. 84 kBit/s per call)

G.711a (approxc. 84 kBit/= per call)

G. 711 (approx. 84 kBit/s per call)

G.725 (approc. 24 kBit/s per call)

Fax over IP {T.38, approx. 20 kBit/s per call)

Behaviour on incoming faxcalls
I Remove T.38 codec from initial invite

I Prohibit T.38 reinvite by sender

ok | Ccancel | | Help |

Here you can specify which compression type (Codecs) you want to per-
mit for this user's calls, and filter out T.38 in the setting up of a fax con-
nection.

You can choose from:

® Use server standard setting (default setting)
If you want to use for this user the settings that were globally config-
ured in the server properties, activate this option.

e Do not filter Codecs
When "Do not filter Codecs" is selected, all media data whatever the
Codec is forwarded for this user to the destination (transparent
mode). This setting allows foreign Codecs unknown to SwyxServer to

option "use default server setting" is deactivated.

® Selection of the Codecs that should be permitted
Here you can specify the compression type for this user's calls. The
Codecs can only be selected when the option "Use server standard
setting" is deactivated.

G.722 (around 64 kbit/s per call)

G.711a (around 64 kbit/s per call)

G.711p (around 64 kbit/s per call)

G.729 (around 24 kbit/s per call)

Fax over IP (T.38, around 20 kbit/s per call)

If voice data is used with a Codec which is not permitted for this user,
the call is aborted. An error message follows.

See 7.5.20 The "Default Codec Filter" Tab, Page 113.

Behavior in case of fax connections

When a fax connection is set up, the T.38 protocol is negotiated
between the two devices involved. Certain variants of this negotiation
may not be supported by some IP adapters. Use the following filter
options to establish compatibility with such devices.

Remove T.38 codec from initial invite

Some IP adapters cannot correctly interpret an initial connection
request which includes T.38 as well as voice Codecs.

If this option is set, SwyxServer removes T.38 from the initial connection
request. The fax devices first set up a voice connection and then switch
to the fax protocol T.38 because of the fax tone (CED tone, 2100Hz).

Prohibit T.38 reinvite by sender

The receiving fax device switches to T.38 after detecting the fax tone
(CED tone, 2100Hz). Alternatively, the switch to T.38 can be carried out
by the sending fax device. Some IP adapters don't support switching by
the sender.
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If this option is set, SwyxServer suppresses a switch to T.38 by the
sender.

If the receiving side involves a combined phone/fax device (fax switch), a fax
data transmission is impossible when the option "Prohibit T.38 reinvite by
sender" is activated.

The option "Use server standard setting" is activated as default in a new
installation of SwyxWare, or in an update. The selection of the Codec filters,
as of the options of the area "Action on fax receipt", is accordingly deacti-
vated. The options cannot be selected.

11.2.2 DIALOGUE "PHONE NUMBERS..."

All numbers that should be assigned to a user are specified here.
e Numbers for voice connections (telephone or computer client)
e Alternative Numbers

® SwyxFax Numbers

The "Numbers" Tab
The "Alternative Numbers" Tab

The "SwyxFax Numbers" Tab
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11.2.2.1THE "NUMBERS" TAB

Mumbers of User John Jones

MNumbers lﬂhemaﬁve Numbers ] SwnocFaoe Numbers ] CTl+ ]

LEE Within SwyxWare Users call each other by using "Intemal
5; &2 MNumbers". These may have any number of digits but must not
overap with other Intemal Mumbers.

Intemal Numbers:

Phoneboak | Intemal Number
Show 100

Add.. Add range .. | |

MNumber Mappings:

Intemial Number Public Number |

Add... | |

ok | Cance |

The voice numbers for the user are assigned here. It can be specified
whether this number appears in the phonebook. The mapping of a pub-
lic number to the user's internal number is also configured here.

| Help |

Internal number

For each of these entries you can indicate whether or not the number
should be shown in the SwyxWare Global Phonebook. You can delete
individual entries by highlighting them and then clicking "Remove". If
you would like to add more numbers, click "Add". If you would like to
assign an entire number range to this user, click "Add range...". A Wiz-
ard will help to specify additional number mapping between the inter-
nal and the public number.
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Number mappings

In this section you will see a list of the public numbers or SIP URIs
directly assigned to this SwyxWare user.

You can delete individual entries by highlighting them and then clicking
"Remove". If you would like to add more numbers, click "Add". A Wizard
will help to specify additional number mapping between the internal
and the public number.

11.2.2.2THE "ALTERNATIVE NUMBERS" TAB

Numbers of User John Jones

Mumbers Altemative Numbers | SwycFax Numbers] CTl+ ]

t5¢ Atemative Numbers are used to replace the own Calling Party
5; 2% MNumberfor extemal calls.

Altemative Mumbers:

Intemal Number | Public Number | User or Group Name |
101 Group A

0K | Cancel | | Help |

Alternative numbers can be specified here, which the SwyxWare user
signals to the call partner on outgoing calls.

Which alternative number the user finally signals is defined on a line in
the SwyxIt! Classic/SwyxPhone. Alternative numbers are marked there
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by the addition Alternative number. See 11.2.6.6 The"Line keys"
Tab, Page 190.

Example:

The administrator can allow every SwyxWare user to signal the opera-
tor's number (+44204666100) externally, by adding this number as an
alternative number to the group "Everyone". This allows every user to
configure this number on the line button as outgoing number.
To remove the assignment of the alternative number, highlight it and
click on "Remove".

If the deleted number is specified within the user configuration as the num-
ber/URI for outgoing calls, then outgoing calls that should go via this num-
ber are discarded. So use another number/URI for incoming and outgoing
calls.

To add an Alternative Number, which the SwyxWare user should signal
on outgoing calls, click on "Add".
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Alternative Number Selection

Please select existing Mumber Mapping:

Internal Mumber | Public Mumber | User or Group Mame |

102 Usera_2

103 Dupont, Marie
222 +492314777222 User B

323 +492314777323 User A

410 +492314777410 User C

Available for selection are all numbers which are assigned within Swyx-
Ware and are not allocated to this user. Highlight the alternative num-
ber you want, and click "Use". Close the tab with "OK" to save the
changes you have made.

Next, configure the number/URI for outgoing calls for the SwyxWare user
on a specific line button. See 71.2.6.6 The"Line keys" Tab, Page 190.
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11.2.2.3THE "SWYXFAX NUMBERS" TAB

Numbers of User John Jones

Numbers] Altemative Numbers  SwyxFax Numbers ]CTI+ ]

12%  Please define the intemal and extemal (public) fax numbers for this
5; &2 userand set the fax forwanding destinations (Faxclient, E-mail

delivery, printer).

Intemal Numbers:

Intemial Number |
350

Add.. | Add range .. | |

MNumber Mappings:

Intemial Number | Public Number |
350 +492314777350

Add... | |

Corfigure Forwarding... |

oK | Cancel | | Help |

The fax numbers for the user are assigned here. The mapping of a pub-
lic number to the user's internal number is also configured here.

"Fax Forwardings..." is used to specify how the fax documents reach the
recipient: as a Faxmail with attachment (PDF and/or TIFF), in the Swyx-
Fax Client inbox, or as a printout to a printer. Several different recipi-
ents may also be defined here.

Internal numbers

You can delete individual entries by highlighting them and then clicking
"Remove". If you would like to add more numbers, click "Add". If you
would like to assign an entire number range to this user, click "Add
range...". A Wizard will help to specify additional number mapping
between the internal and the public number.
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Number mappings

In this section you will see a list of the public numbers or SIP URIs
directly assigned to this SwyxWare user.

You can delete individual entries by highlighting them and then clicking
"Remove". If you would like to add more numbers, click "Add". A Wizard
will help to specify additional number mapping between the internal
and the public number.

Fax Forwarding

Please define the way you want to proceed with incoming faxes. Note that
these settings apply to all Fax Numbers assigned to the User,

[v Deliver fax to User's FaxClient

E-mail Address Attachment Type

|TrFr -]

Print fax to the following printers

Printer Name Printer Gateway Name

Fax j

Add |

oK | Cancel
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Transfer

Here you can indicate whether the recipient of the forwarded fax docu-
ment is a SwyxFax Client logged in under the current user, an e-mail
address or a printer. You can choose from several options:

e SwyxFax Client
Incoming fax documents will appear in the interface in the SwyxFax
Client of the configured user after they are forwarded.

® E-mail with fax attachment
In this case, enter the e-mail address, e.g. CarolJones.company.com.
The forwarded fax documents are received by the addressee as an
e-mail. In this case the fax is attached to the e-mail in the defined
format (TIFF and/or PDF). If "TIFF and PDF" is selected, the e-mail will
include two attachments.

® Printing
In this case, select one or more installed printers in the selection list.

Forwarding to a printer takes place via the SwyxFax Printer Gateway
(24.11 SwyxFax Printer Gateway, Page 378).

If you define forwarding for one fax extension number only per e-mail,
the fax will be deleted from the SwyxFax Server management after it is
transferred to the e-mail server.

11.2.2.ATHE "CTI+" TAB

On the CTI+ tab, you define the link to a number, with which the user
can control an external phone. With the option "Also deliver calls to this
number when SwyxIt! Classic is not running or CTl is switched off" you
ensure that incoming calls are forwarded to the external phone inde-
pendently from Swyxlt! Classic, even if the computer of the user is shut
down or CTl is deactivated.

You need an appropriate license for the use of SwyxCTI+. See 25.2.1
Configure a CTl pairing to the number of an external phone, Page 383.
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The "Lists" Tab
Numbers of User John Jones The "Keyboard" Tab

Mumbers ] Altemative Numbers ] SwyxFa Numbers  CTl= ]

Provide a number of an extemal phone the user can control with 11.2-4 THE HCALL ROUTING MANAGER"." DIALOG

cTl.
The Call Routing Manager will open here, together with the selected

MNumber of extemal phone to contral: user's Rule Book

| 452311234567 ~ M|

¥ Also deliver call to tis number when Swyxlis not runring or Please note that scripts created using use of the Graphical Script Editor.
o must be signed for your SwyxServer. Otherwise the Call Routing Manager

cannot apply them in its set of rules.

See 22.1 Call Routing Manager and Graphical Script Editor, Page 347.

11.2.5 THE "CALL FORWARDING..." DIALOG

The "Forwardings..." dialog specifies both the forwardings (uncondi-
tional, no reply, if busy) for a user, and also the standard Voice Box,
standard remote inquiry and the configuration for the mobile extension
(parallel calls).

ok | Cance | Help

11.2.3 THE "BUTTONS... DIALOG

In this dialog you can specifically define the button assignment, e.g.
speed dials and shortcuts, line buttons and hotkeys, as well as the list
settings and the configuration for the various SwyxPhone types. This
tab is identical to the tab of the same name in the "Ringing and Phone
Properties..." dialog which opens if you click "Client...".

See 11The "Client..." Dialog, Page 185.

The "Speed Dials" Tab
The"Line keys" Tab
Tab "SwyxPhone"
The "Shortcuts" Tab
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11.2.5.TTHE "CALL FORWARDING UNCONDITIONAL" TAB

Properties of user John Jones
Call Forwarding Busy ] Standard Voice Box ]
Standard Remate Inquiny ] Mabile Extensions ]
Call Forwarding Unconditional ] Call Forwarding Mo Reply ]

g Configuration of unconditional and further call forwardings.
Y Advanced call forwardings can be defined using Call Routing
Manager.

™ Forward all Calls immediately
* Default call forwarding (switched on using Call Forwarding button)

Forward call to: | JE

{+ Standard Voicemail

" Temporary call forwarding

Forward call to: JE

{+ Standard Voicemail

ok |  Cancel | Help |

The properties for unconditional forwarding can be defined in this
page. These settings are immediately effective when the "Redirection"

button on the user interface is activated.

You can specify a default or temporary destination for forwarding of all
calls for this user. Options here include Call Forwarding to another
number or to Standard Voice Box. If the number field remains empty,

no Call Forwarding is performed.

In addition, you can specify whether Call Forwarding Unconditional is to

be activated as soon as the tab is closed.

182

o If the user has not defined any rules or redirections a default call handling
will be activated.

See 22.2 Default call handling, Page 348.

11.2.5.2THE "CALL FORWARDING BUSY" TAB

Properties of user John Jones
Standard Rlemote Inguiry ] Maobile Extensions ]
Call Forwarding Unconditional l Call Forwarding Mo Reply l
Call Forwarding Busy ] Standard Voice Box ]

Call Forwarding Busy

v Forward calls if line is busy to:

« [103 ~|cal

" Standard Voicemail

oK Cancel Help

Call Forwarding Busy

Here you can define the Call Forwarding to be performed if the line is
busy. You can choose Call Forwarding to your Standard Voice Box, to
another phone number or user.
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For all new users, the option "Forward calls after 60 seconds", and the
checkbox "Standard" will be activated.

If a user is not logged in, any calls are directly forwarded to the Stand-
ard Voice Box by default.

0 If the user has not defined any rules or redirections a default call handling
will be activated.

See 22.2 Default call handling, Page 348.
0 If the user has not defined any rules or redirections a default call handling
will be activated.

11.2.5.3THE "CALL FORWARDING NO REPLY" TAB

See 22.2 Default call handling, Page 348.

Properties of user John Jones
Standard Remote Inquiry ] Mobile Extensions I n
Tl 11.2.5.4STANDARD VOICE BOX" TAB
Call Forwarding Uncenditional Call Forwarding No Reply
Delayed Forwarding i Line iz idle resp. User is absent Properties of user John Jones
¥ Forward calls after 60 seconds to: Standard Remate Inguiry l Mobile Extensions ]
Call Forwarding Unconditional ] Call Forwarding Mo Reply ]
L j@ Call Forwarding Busy Standard Voice Box

{* Standard Voicemail
[+ Welcome announcement:

|Defau|t Welcome without Recording wav (Template) j

kW e

Mapdmum Voicemail length 0 seconds (3...600).

Send Voicemail to E-mail address:

| =l

QK | Cancel Help

Call Forwarding No Reply

OK | Cancel Help

On this page you can set up Call Forwarding after a period of your
choice if the line is idle or the user is absent. Options here include Call
Forwarding to another number or to Standard Voice Box.
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Here you can indicate whether a welcome announcementis to be 11,2 .5 5TAB "STANDARD REMOTE INQUIRY"

played when a call is forwarded to the Standard Voice Box. You can also
specify this text here.

Furthermore you can specify whether voice message is to be recorded
at all. In addition, you can set the maximum length of the voice mes-
sage in seconds and enter the email address to which the recorded
voice message should be sent.

Define here whether the user may start a remote inquiry during the
standard Voice Box using the * key.

In general, a differentiation is made between the Standard and a spe-
cial voice message. A special voice message is created within the Call
Routing Manager for a special application. The standard voice message
configured here is the message that is applied as default voice message
in all rules.

See also https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/
index.html#context/help/default_voicemail_$

Properties of user John Jones
Call Forwarding Unconditional l Call Forwarding Mo Reply l
Call Forwarding Busy ] Standard Voice Box ]
Standard Remate Inquiry ] Mobile Bxtensions ]

Famat
~=  Configuration of Remote Inquiry. Choose the Mail Server and
E Mail Account for quenying Voicemails.

-

PIN: Corfim FIM:

ok |  Cancel | Help |

Remote Inquiry allows you to listen to your voice messages and to
change Call Forwarding Unconditional from any telephone line. When a
user is called at his or her own SwyxWare number, he or she identifies
him/herself to SwyxWare with a PIN; only then can he or she listen to,
repeat, or delete new voice messages and afterwards all existing voice
messages.


https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/default_voicemail_$
https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/default_voicemail_$
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11.2.5.6THE "MOBILE EXTENSIONS" TAB deliver the call to several external terminals, separate the numbers by a
semi-colon.
P e e LT LT Please enter only external numbers. If you want to route parallel calls

to internal Users, please create a group (parallel) to do this.

Call Forwarding Unconditional ] Call Forwarding Mo Reply ]
Call Forwarding Busy ] Standard Voice Box |
Standard Remote Inguiry Mobile Extensions
Whenever calls are supposed to be delivered to devices of this user, they n n
may be delivered in parallel to additional extemal numbers. 1 1 ° 2 ° 6 TH E CL I ENTno D I ALO G

Parallel Calls This dialog groups all the properties of the Telephony Client together.
™ Enable Parallel Calls for this user:
Bxtemal Mumber for Parallel Call: J 1 1 2 6 1 THE "GEN ERAL" TAB
Mobile Extension usage

- f x
v Enable Mabile Extension functionality for this user: Ringing and phone properties for User John Jones -
jﬁe C_alling Party f\.lumber_fr Mabile 1D will be used to autherticate T ] Skt l Ringing l Keyboard ] SwyxPhone ] Login Device l
incoming calls from a mobile user. All phone numbers have to be G | ) . _ _
ertered in canonical format. enera ] Lists ] Conversation Recording ] Speed Dials I Shortcuts I

Configuration of parameters for Swyxlt! and SwyxPhone.
. = Q] The switches will wark for Swyaclt! as well as for SwyxPhone.
MNumber of Mobile Phone: |+441 711234680 j The window can be configured for Swyxlt! only.
Calling Party Number / Mobile 1D: 441711234680 - I:,j”
Hide number / LRI
[~ Disable secondany call

oK | Cancel | Help | |+ Enable Transfer on "Hook On'

Swnytt! Window
Parallel calls can be set up on this page. ¥ Enable Application Sharing
[+ Call netification with tray icon for regular calls
Parallel Calls [¥ Call notffication with tray icon for notffication calls
[ Mways ontop

In the event of an incoming call, not only internal terminals but also
external terminals, such as for example the user's mobile phone, can .

) ) - - - - [+ Pop up whenin a call
ring simultaneously. The call is then handled via the terminal that first ™ Minimize after call
accepts the call.

[¥ Pop up on rnging

[+ Minimize to tray icon

If calls to this user are to be forwarded simultaneously to external ter-
minals too, activate the checkbox "Enable Parallel Calls for this user". oK | Cancel Help

Enter the external numbers to which the call is additionally to be deliv-
ered, in canonical format (e. g. +442044455566). If you would like to
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Call

In this section, you can switch the Hide Number and Disable Second
Call options for the selected user on or off.

This requires that you have two calls. If the call you have initiated is
active, you can connect the two callers to one another by simply placing
the handset on hook. Here, you can activate the "Transfer on Hookon"
function. If you did not initiate the active call (i.e. you received the call),
the connection will be terminated by hook on. The second call will
remain on hold.

Example:

Subscriber A is called by C. Then subscriber A begins a second call on
another line to subscriber B (e. g. for an Inquiry Call). If A goes on hook,
subscribers B and C are then connected to one another.

You must place the handset of the device on hook. If you click on the SwyxIt!
Classic interface to end the connection, the two lines will not be connected
to one another.

SwyxIt! Classic Window

In the lower section, you can define the settings for the general behav-
ior of Swyxlt! Classic. For example, you can define the behavior of the
window during or after a call and application sharing.

See also https://help.enreach.com/cpe/latest.version/Client/Swyx/en-
US/#context/help/office_communication_$.
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11.2.6.2THE "LISTS" TAB

Ringing and phone properties for User John Jones
Lines ] Skin ] Ringing ] Keyboard ] SwycPhone ] Login Device ]
General Lists Conversation Recording ] Speed Dials ] Shortcuts ]

Caller List
Mandmum length: [20]

Redial List

Mamum length: |20

v Dial immediately

Automatic Redial
Timeout: 60 ;I seconds

I Always use automatic redial

o]

Cancel | | Help |

You will also find this tab in the dialog "Button Configuration for User...".

When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

Personal data cannot be deleted automatically. In order to meet the valid
| data protection regulations, it may be necessary to delete the entries manu-
* ally.


https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/
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Caller List, Redial List 11.2.6.3THE "CONVERSATION RECORDING" TAB
Here you can set the maximum number of entries to be included in
both the Caller List and the Redial List. The Call Journal comprises all the Ringing and phone properties for User John Jones

entries of the Caller List and of the Redial list. The maximum of list
entries is 90 entries each. In the case of the Redial List, you can also
indicate whether the selected entry should be dialled immediately.

Lines I Skin ] Ringing ] Keyboard ] SwyxPhone I Login Device ]
General | Lists  Conversation Recording | Speed Diaks | Shotteuts |

Automatic REd|a| ¥ Conversation recording enabled

™ Record all conversations
You can set the interval (0 to 3600 seconds) between two call attempts

for automatic redial. Store files to

Furthermore, you can set whether or not Automatic Redial is to be used ¢ User Server seftings

instantly when redialing is activated on the SwyxlIt! Classic user inter- . J
face.

Please note that the dialing process will be repeated until the selected
line is free, rather than until a connection to this line is created.

ok | cancel | Help

Here you can define
e whether the user is allowed to record conversations
e whether all conversations of this user are to be recorded.

Store files to

Here you can set the directory for saving recorded conversations. If you
select "User server settings", the files will be saved to the directory set
in the default server settings. (7.5.2 The "Client Preferences"
Tab, Page 88). Alternatively you can also enter a different directory
here.
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If you select a different directory, please note that the user needs write
permission for that directory. In order to listen to the list of recorded
conversations the user also needs read access to this directory.

The file name for the recorded conversations is composed as follows:

e <Direction of the call>#
A differentiation is made between outgoing calls (OUT) and incoming
calls (IN).

® <Number of the user>#
This is the extension called (IN) or the extension from which the call
was started (OUT).

® <Name of the conversation partner>#
The name can only be given if the number has been assigned a
name.

® <Number of the conversation partner>#
Will be displayed if one exists. Please note that the public line access
will also be saved.

® <Date of the call>#
Date in the format <yyyymmdd>

e <Time of the call>
Start time of the call using the format hhmmss

Example:
The name
Out#123#Schulz, Eva#0012345678#20050217#155844.wav

means that an outgoing call from the number "123" to Eva Schulz with
the number "0012345678" was recorded on February 17, 2005 at
15:58:44.

The recorded conversations can be viewed and played by the user in
the Recording List. This list only contains the recorded conversations
associated with the personal extensions of the corresponding user. If a
group call is picked up, the conversation is associated with the same
personal number as the one used for outgoing calls from this line.

If a user has the permission to record conversations him/herself, he or
she will be able to delete recordings in this list - otherwise only the sys-
tem administrator can delete recorded conversations.
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If the user initiated the recording of the conversation, only the phone
call to one conversation partner is recorded. An inquiry call made dur-
ing a conversation can be recorded by recording it to a separate file.

If the recording of a conversation was specified by the Administrator,
several simultaneous conversations will be saved to the same file.

11.2.6.4THE "SPEED DIALS" TAB

Ringing and phone properties for User John Jones

Lines ] Skin ] Ringing ] Keyboard ] SwycPhone ] Login Device ]
General ] Lists ] Conversation Recording ~ Speed Dials ]Shortc:uts ]

Speed dial count: 40 =
Speed dial 1 |
Number / LRI |288 M
Label: |Dupc.m, Marig|

Linked Cortact: | J
User graphic: |=:’-‘.Lrlomatic:> ﬂ JJ

Diial Options: ¥ Dial immediatehy

v Clear display before dialing
[ Intercom

ok | Cance | | Help |

You will also find this tab in the dialog "Button Configuration for User...".

The number of Speed Dials can be defined here. Furthermore, you can
assign a number, a label and, if you want, a picture to each Speed Dial.

Users may also assign linked contacts to a speed dial button. Contact
data from connected applications (e.g. Swyx VisualContacts, Microsoft
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Outlook, IBM NotesIBM Notes) are being retrieved, when the user  11.2.6.5THE "SHORTCUTS" TAB

opens the context menu of the speed dial or the contact card.

The link to the connected application can be deactivated via the X Button configuration for User John Jones

button. The speed dial button label and number remain saved on the Speed Dials | Lines | SwyxPhone Shortcuts IUS‘S | Keyboard |

speed dial button.
In addition you can define -
Shortcuts: [20] =
e whether the selection of the Speed Dial results in immediate dialing
e whether the display will be deleted when the Speed Dial is selected Shortcut: | Shortcut 1 |
and
. . . Command: |Mvw.sw:.m.com J
e whether the Speed Dial can be used for an intercom connection.
Working directory: |
0 The intercom connection can only be used if the user who is making the call Label: |
is signaled the status of the user called. . pr— B
You can also configure a DTMF suffix on a speed dial. To do this, extend
the number with an "x" and then add the corresponding DTMF digits. If
you want to create a pause during the second dialing, please enter a
colon (,) fore each two seconds.
Example:
You would like to dial the number "020 4777555"; when the connection is 0K | Cancel | | Hen |

created, you would like to transmit the numbers "123" per DTMF. You
want to dial the digits 898 after ten seconds. Assign the number "020
4777555x123,,,898" to the Speed Dial.

See also Export and import of speed dials and shortcuts., Page 189.

You will also find this tab in the dialog "Button Configuration for User...".

The number of Shortcuts can be defined in this page. You can also
assign any command you want and a corresponding working folder to
any defined shortcut, much like a Windows default shortcut.

As with all other buttons, you can assign a name and a bitmap to the
button. Both will appear on the user interface of the telephony client
SwyxIt! Classic.

Export and import of speed dials and shortcuts.

The speed dials and shortcuts of individual users can be exported and/
or imported.
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When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

In the user list of the SwyxWare administration, select the respective
menu entry in the context menu of a user:

® "Speed dials / Shortcuts | Import..."
or

® "Speed dials / Shortcuts | Export..."
The button assignment is saved in a *.key file.
The user pictures and any linked contacts are also saved.

The buttons are assigned according to their label (e.g. "Speed Dial 1" is
assigned to "Speed Dial 1" again).
The number of buttons on the Skin is not modified by the import.

Linked contacts are imported, regardless if the respective applications
are connected to Swyxlt! Classic or not.

During the import, any speed dial and shortcut buttons are overwritten. l.e.
if the * key file only describes the assignment of one speed dial button, any
other buttons will be deleted (reset).

11.2.6.6THE"LINE KEYS" TAB

Ringing and phone properties for User John Jones

General ] Lists ] Conversation Recording ] Speed Dials ] Shortcuts ]
Lines l Skin ] Ringing ] Keyboard ] SwnocPhone ] Login Device ]

Lines: [4] _%l
Line: ||Jne 1 j

Label: |

[ Use as defautt line

MNumber / URI
Incoming calls: |;’-‘d| callz j
Outgoing calls: |‘IDD, John Jones j
[~ Hide number / URI
Wrap Up Time
[~ Disable line after call
Timeout: 120 seconds (5., 1800)

o]

Cancel | | Help |
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You will also find this tab in the dialog "Button Configuration for User...".

The number of Line Buttons can be defined in this page. You can also

set a label for each defined line.

The remaining parameters then apply respectively for the selected line.
All spontaneously dialled numbers are dialled over the standard line
(default line), provided the user does not specify any other line in
advance. This setting applies both to Swyxlt! Classic and to SwyxPhone.
If no line is specified as standard, then as before the last used line is

selected.
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Number / URI

In the "Incoming calls" field, you can define which incoming calls are sig-
naled on the line specified above:

e Allincoming Calls,

® Only group calls, or

e C(alls to all internal numbers of this user, or
[ )

Calls to a specified internal number of this user, in case there are
several numbers.

In the "Outgoing calls" field, you can define the internal number used
for signaling an external number.

Example:

A user has the internal number "225" which is mapped to the external
number "+44 20 55666225". And, the same user has the additional inter-
nal number "325" which is mapped to the external number "+44 778
88325". If you select "225" for outgoing calls, this user signals "+44 20
55666225" for external calls.

The administrator can enter a number for each line here. This number
is then used as the outgoing number. This number does not have to be
the number of the user. It can be any free number or the number for
the "Support" group, for example. This number is marked with "(Alter-
native Number)".

Please note that all Alternative numbers which are to be assigned here must
have been added for the user beforehand as Alternative numbers. See
11.2.2.2 The "Alternative Numbers" Tab, Page 178.

The display of your own number for outgoing calls can be suppressed
by selecting the option "Hide Number".

See 11.2.6.1 The "General" Tab, Page 185.

Wrap Up Time

A wrap up time between 5 and 1800 seconds can be defined for each
line here. If the checkbox is activated, the line is blocked for further calls
during this time period after every incoming call.
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The line is cleared if the user initiates and ends a call during the wrap up
time.

11.2.6.7THE "SKIN" TAB

Rufténe und Telefoneigenschaften fur den Benutzer J... n

Allgemein l Listen | Mitschneiden ] Namenstasten ] VerknUpfungstasten I
Leitungstasten ~ Skin I Rufténe | Tastatur | SwyxPhone | Endgerate |

Skin: Systemstandad KA P

[” Editieren der Skin edaubt
[V Wechseln der Skin edaubt

@, enreach

Seite 1 Seite 2 Seite 3 Seite 4

) oupont, Marie > Namenstaste 11
= - )
&) Rossi, Mario > Namenstaste 12
= @ Redwood, Hugo > Namenstaste 13
. D crerean > ). Namenstaste 14
£) sand,Lou > 1 Namenstaste 15
@ X >
) Black, Jack > 2 Namenstaste 16 >
=1 o -
P o @ Silver, John > Namenstaste 17
¢ > )
@ . Q) slue, Alice > Namenstaste 18 >
D ) Green, Mary > Namenstaste 19 >
n 1) 3 poe,john > 1, Namenstaste 20
Skin herunterladen

0K | Abbrechen | Oberchmen| ke |

This tab can be used to define the appearance of Swyxlt! Classic for the
selected user. A preview of the skin selected in the drop-down list is dis-
played.

Furthermore, you can indicate whether the selected user is allowed to
modify the appearance of SwyxlIt! Classic by editing his/her own skin or
by choosing another skin e. g. from the skins provided on the Swyx-
Server.
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The skins that are provided for the user are in the SwyxWare database.
Further skins are not installed directly. The administrator can add fur-
ther skins e. g. from the DVD to the database, and thereby make them
available to all users.

See 7.5.10 The "Files" Tab, Page 97.

You can find more skins in the download area on the Enreachwebsite.

System-wide default skin

If you choose the system-wide Standard Skin in the drop-down list, then
the skin that was specified by the administrator in the server properties
will be selected (7.5.2 The "Client Preferences" Tab, Page 88).

If the administrator changes the system-wide Standard Skin (in the server
properties), this leads to a change of skin for all users who have configured
the Standard Skin here.
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11.2.6.8THE "RINGING" TAB

Ringing and phone properties for User John Jones

General ] Lists ] Conversation Recording ] Speed Dials ] Shortcuts ]
Lines ] Skin Ringing l Keyboard ] SwyxPhone ] Login Device ]

MNumber / URI depending ringing sounds:

Name | Number / URI | Sound |

Intemal calls RingingIntemal wav
Bdemal calls 5 RingingBxtemal wav

Add... Edi...

[+ Enable acoustic second call signaling
I+ Attention tone for signaled calls (pick up)

Ringing of CTI devices:
|Onh' controlled device ﬂ

ok | Cancel | | Help |

Number Dependent Ringing Sounds

Here you can define ringing sounds which are dependent on the num-
ber of the caller or the extension dialled. Wildcards can also be used (*
for several numbers, ? for one number).

The administrator can add further ringing sounds to the database, and
thereby make them available to all users.

See 7.5.10 The "Files" Tab, Page 97.
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Ringing Sound Properties

M arme:

|Intemationa|

Caller's ar awn number £ LIRT:
|I @

Ringing sound;

|F|ingingE wternal. waw [Template) ﬂ
RN B B

Fauze between ringing:

3 zeconds

Yolume;
1 1 1 | 1 1
Ll

I Apply volume to all inging sounds

]

Cancel |

You can change the definition for internal and external calls, but not
delete them.

Additionally, you can specify here whether a call signaling defined by a
relationship is also to be signaled acoustically.

See 11.2.8 The "Properties..." Dialog: The "Relationships" Tab, Page 202.

Activate the "Enable acoustic second call signaling" in order to hear the
call-waiting tone in the headset when a second call is received.

In the drop-down list "Ringing of CTI devices" you can indicate which
terminal devices should ring if SwyxlIt! Classic is operating in CTI mode:

e Both devices, i. e. Swyxlt! Classic in CTI mode and the controlled
device (SwyxlIt! Classic or SwyxPhone)

only CTI SwyxIt! Classic
only the controlled device (SwyxIt! Classic or SwyxPhone)

11.2.6.9THE "KEYBOARD" TAB
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Ringing and phone properties for User John Jones

General I Lists

I Conversation Recording I Speed Dials ] Shortcuts ]
Lines I Skin

] Ringing  Keyboard l SwyxPhone I Login Device ]

Hotkeys (@pplicable in all Windows Applications)

All assigned Hotheys will take effect in all Windows Applications.
Bxisting identical Hotkeys of other Windows Applications will be

overwritten.
Command: |;’-‘sc|d all active lines to Conference j
Hotley: |
Mew Hotkey: |
Aasign Remove

Press any combination of Cid, Shift or At and any key. f the
combination was valid, press "Assign’for setting the hotkey.

[ Accept calls with retum’

[v Enable MumLock when Swyxl! window is active

o |

Cancel | | Help |

You will also find this tab in the dialog "Button Configuration for User...".

Hotkeys

In this section of the tab you can define, edit and remove hotkeys for
specific SwyxIt! Classic actions. To select a hotkey, go to the correspond-
ing line and press the key to which you wish to assign the function spec-
ified above.

Here you can also disable the function of using the F11 key to dial from any
application by removing the hotkey.
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SwyxIt! Classic Hotkeys

If you activate the upper checkbox here, an incoming call can be picked
up using the Return key.

If you activate the second checkbox, the NUM key of the keyboard is
automatically switched on as soon as the SwyxIt! Classic window is acti-
vated. The number can then be entered directly via the numeric keypad
on the keyboard. Following standard installation of SwyxIt! Classic, the
NUM key is activated when the SwyxIt! Classic window is active.

The hotkeys you define here are then valid in all applications. Further-
more, no check will be carried out to determine whether the selected
hotkey is already occupied on the user's system.

11.2.6.10TAB "SWYXPHONE"

Ringing and phone properties for User John Jones
General I Lists I Conversation Recording ] Speed Dials ] Shortcuts ]
Lines I Skin ] Ringing ] Keyboard ~ SwyxPhone l Login Device ]

Function key configuration

Select the phone type you are using and click on Configure” for
changing the function key assignment.

The function key configuration is saved individually for each phone
type. The related speed dial and line key configuration is shared
between all clients of this user.

SwiyntPhone LE40D - Corfigure....

Set to default

Apply the function key configuration to multiple users by using an
export file. The file may include the related speed dial settings as well.

Import from file... |

[ Include speed dials

[~ Use SwyxPhone with headsst

QK | Cancel Help

Function Key Configuration

Properties of SwyxPhone L64

SwyxPhone L640 | Key module 1| Key module 2 | Busy Lamp Field |

| Line 1

Line 2

Speed dial 1

Speed dial 2

Speed dial 3

Speed dial 4

oK Cancel

Help
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You will also find this tab in the dialog "Button Configuration for User...".

Here you can assign the buttons of the telephone (only - SwyxPhone L
620 does not have keys to assign) and import or export this assignment.
Select the type of telephone you would like to configure from the drop-
down list and then click on "Configure...". A new dialog with the proper-
ties of the selected telephone will open.
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You will see a picture of the selected phone and the buttons, which are
assigned to the keys on this phone. Click on a button to configure the
corresponding key. The Properties page of the key will open.

Properties of...
Function Key l Lines ]
Key type: Line key -
Key number: |Line 1 j

ok | cancel | | Help |

Depending on the selected function of the key, there is another tab pro-
vided for defining the properties of this key in more detail.

Use this method to configure all keys of the selected phone.

If the user uses different telephone types, you can configure all keys for
these telephone types here. Depending on the selected telephone type,
the user is also provided with additional key modules for configuration.

Please note that the Speed Dials and the Line Buttons are indexed, i. e. that
the Speed Dial 1 is the same for all telephones, for example.

195

The configuration of the telephone keys can be exported into or
imported from a file (*.key) here. Use the checkbox to indicate whether
the Speed Dials should be taken into consideration during the export or
import.

On the SwyxWare DVD you'll find label templates in Word and PDF for-
mats, which you can inscribe with personal data.

SwyxPhone use with a Headset

This option is only relevant if the user uses a SwyxPhone to which he
can connect a headset.

If the handset is down, the hands-free functionality is enabled in case of
an incoming call. In this case, the connected headset will not be acti-
vated until the Headset button on the phone is activated.

If this option is activated, you will hear the call via the headset connec-
tion. The handsfree phone is then activated by pressing the Speaker
button on the phone.
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11.2.6.11THE "LOGIN DEVICE" TAB

Ringing and phone properties for User John Jones

General ] Lists ] Conversation Recording ] Speed Dials ] Shortcuts ]
Lines ] Skin ] Ringing ] Keyboard ] SwyxPhone  Login Device

Specify which type of devices define the user's login status. Only logins
with one of the selected device types are visible to other users.

Mark this checkbox to use the server default setting. You can modify the
default via the server properties dialogs.

[v Use server default settings

R &
L Lo oL

QK | Cancel Help

Terminal types

Whether the users signal their status (logged in, speaking, is called)
among each other or not, is defined in the relationships of the users or
groups. Here you specify, which type of terminal signals the Log-on sta-
tus of the user, if several terminal types are logged on to the same user
account.

Define here which individual setting will be used for the user or apply
the standard server settings by activating the checkbox.

Example:

For example, if a user has a SwyxPhone on his desk and a SwyxIt! Classic

installed on his computer, he can check his status by Swyxit! Classic sig-
nal. He is then logged in when his computer is switched on and Swyxt!
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Classic has started. Is Swyxit! Classic not started, he can still use his Swyx-
Phone. However, the status "logged off" is signalled to internal employees
and call routing. If the user speaks with SwyxPhone the status "Speaking”
is signalled to the employees, for call routing his status remains "logged

off".

No more than a total of four terminals of any type (SwyxIt! Classic, SIP
phone) can be simultaneously logged on to one SwyxWare user account.

11.2.7 DIALOG "FAX CLIENT CONFIGURATION:"

The settings entered here are valid for the user's fax transmissions.
However, the user can still change them individually for the current fax
before sending it.
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11.2.7.1THE "GENERAL" TAB

Fax Client configuration for User John Jones

Transmit Reporting ] Text Converter Settings ] Miscellaneous ]
General ] Sender ] Send Options ]
Refresh Time

ji Refresh fax lists every 30 seconds

ok | Cance | | Help |

Only the refresh time for the SwyxFax Client can be changed here.

Refresh Time

"Refresh Time" is used to define the intervals at which SwyxFax Client
matches its fax folder display with the server data. A range of 30 to 600
seconds is available to you here.
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11.2.7.2THE "SENDER" TAB

Fax Client configuration for User John Jones

Transmit Reporting ] Text Converter Settings ] Mizcellaneous I
General Sender l Send Options I
Numbers
Faux Station ID: |+44 20 104
Outgoing Intemal Number: |1E~4 j

Sender Details

Company: |

Address: |

Department : |

Mame: |quhn Jones|

E-mail: |

Phane: |

Fax: |+44 20 104

ok | cancel | | Help |

The user's sender information is stored on the "Sender" tab.

Numbers

In the "Numbers" field, you can enter the ID of the fax station and the
internal number. The Fax Station ID is the number that SwyxFax should
transmit to the remote fax machine when a fax is received.

Sender Details

In the field "Sender Information" enter company, address, department,
name, e-mail, telephone and fax numbers.
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After a fax is sent, the send report documents are sent to the e-mail
address stored here. See 171.2.7.4 The "Transmit Reporting"
Tab, Page 199.

All information entered here will be saved as the default setting, i.e. it
will automatically be used as "Sender" in the window "Send Fax". If you
change the sender in the "Send Fax" window and save it there as the
default setting, the information will be changed accordingly on this tab.
See also https://help.enreach.com/cpe/latest.version/Client/Swyx/en-
US/#context/help/office_communication_$.

11.2.7.3THE "SEND OPTIONS" TAB

Fax Client configuration for User John Jones

Transmit Reporting ] Text Converter Settings ] Miscelaneous ]
General ] Sender Send Options

Priority
* Mormal
" High

Layout
[+ Perdefault send fax with cover page

Letterhead for first page: |B|ank

Led Lo

Letterhead for other page(s): |B|ank

Redial

* Send entire fax again

" Send only the failed pages

" Send the first page and all failed pages

—Ji In total 3 atempts
—J— Redial every B0 seconds

ok | Cancel | | Help |

Here you can change the basic settings for fax transmission, such as Pri-
ority or the general use of a cover page or the settings for redial.
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Priority

Fax documents can be prioritized. A fax document with "high" priority
will be sent before every fax job with "normal" priority. This will also be
the case for the fax jobs of other users that also have "normal" priority.

Layout

Activate the checkbox "Per default send fax with cover page" if you
would like to send every fax with a cover page.

In the field "Layout", you can also choose which letterheads should be
used for a fax to be sent to an external recipient. You can select a letter-
head for the first page which is different from the letterhead used for
the rest of the pages. The system administrator will make the letter-
heads available to all users in the database.

See 24.5.2 Tab "Cover Page", Page 363.

All of the settings made and applied here will automatically be applied
in the Send Fax dialog (window "Send Fax") each time a fax is sent. In an
individual dispatch, these settings can be modified individually for the
current fax.

Redial

In the "Redial" field, you can define how often a transmission attempt
should be repeated (1 to 10 times) after it has failed the first time. In
addition, you can also define the interval at which these attempts
should be made (30 to 600 seconds). In doing so you can define which
pages of the fax should be sent in the renewed transmission attempt.

Select from:

e Send entire fax again,

e Send only the failed pages or

e Send first page and all failed pages


https://help.enreach.com/cpe/latest.version/FaxClient/Swyx/en-US/#context/help/sender_$
https://help.enreach.com/cpe/latest.version/FaxClient/Swyx/en-US/#context/help/sender_$

User Configuration User configuration

11.2.7.ATHE "TRANSMIT REPORTING" TAB

Fax Client configuration for User John Jones

General ] Sender ] Send Options ]
Transmit Reporting ] Text Converter Settings I Miscellaneous ]
Fax Handling

v Keepin "Sent Faxes" folder, if fax was sent successfully
v Keep in "Emor Faxes" folder, if fax transmission failed

Succeeded Fax Transmit Confimation
™ Send E-mail confimation:

|On|',- transmit parameters J |F‘DF J
I Print netification ta:

|Fax =

|On|;- transmit parameters J

Failed Fax Notification
I Send E-mail notification:

|On|',- transmit parameters J |F‘DF J
I Print netification ta:

|Fax =l

|On|;- transmit parameters J

ok | cancel | | Help |

On the "Transmit Reporting" tab you can define the setting for the fax
Send Report. If a fax is sent, the server returns a message about the
success of the transmission. This may be a transmit confirmation (if the
fax was transmitted successfully) or a notification (if errors occurred
during fax transmission). You can define the form in which the Send
Report is sent, namely per e-mail and/or in print form.

Fax Handling

In the field "Fax Handling" you can define whether successful or faulty
fax transmissions should be saved in the folder "Sent Faxes" or "Error
Faxes". This ensures that later access to sent faxes, sorted by transmis-
sion success, is possible.
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Succeeded Fax Transmit Confirmation

Specify whether a transmit confirmation should be sent by e-mail after
a successful fax transmission, and/or whether a confirmation should be
printed.

Transmit Confirmation via E-mail

Activate the checkbox "Send E-mail confirmation:". Define the content
of the e-mail. Decide whether just the transmission parameters, the
transmission parameters and the first page of the fax or the transmis-
sion parameters and the entire fax should be sent.

Transmission parameters include:
Sender ID

Recipient ID

Recipient’'s name

Send Time

Number of Pages

Attempts

Duration of Transmission

Fax Station ID

Resolution

Speed
® Transmission Status

If you select "Transmission parameters and the first page" or "Trans-
mission parameters and the complete fax document", the first page or
the complete fax document is attached to the e-mail as a file. You can
define the format. Formats include:

e TIFF
e PDF
e TIFF and PDF (2 attachments)

The transmit confirmation will be sent to the e-mail address that you
have stored in the "Sender" tab.

See 11.2.7.2 The "Sender" Tab, Page 197.
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Fax Transmit Confirmation per Print

Activate the checkbox "Print confirmation to:" and select the printer.
Define the content of the printout. Decide whether just the transmis-
sion parameters, the transmission parameters and the first page of the
fax or the transmission parameters and the entire fax should be
printed. Confirm your selection with "OK".

A transmit confirmation can be sent by e-mail or printed.

The parameters saved here are the default setting. These parameters will
appear in the "Send Fax" window. In this window, you can adapt the param-
eters individually for the current fax.

Failed Fax Notification

In the field "Failed Fax Notification" you can define whether a notifica-
tion of a failed fax should be sent by e-mail and/or whether it should be
printed.

Notification by e-mail

Activate the checkbox "Send E-mail notification:". Define the content of
the e-mail. Decide whether you would like to receive just the transmis-
sion parameters, the transmission parameters and the first page of the
fax or the transmission parameters and the entire fax.

Transmission parameters include:

Sender ID

Recipient ID

Recipient’'s name

Send Time

Number of Pages

Attempts

Duration of Transmission

Fax Station ID

Resolution

Speed
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® Transmission Status

If you select "Transmission parameters and the first page" or "Trans-
mission parameters and the complete fax document", the first page or
the complete fax document is attached to the e-mail as a file. You can
define the format. Formats include:

e TIFF

e PDF

e TIFF and PDF (2 attachments)

The transmit confirmation will be sent to the e-mail address that you
have stored in the "Sender" tab.

See 11.2.7.2 The "Sender" Tab, Page 197.

Notification by printout

Activate the checkbox "Print confirmation to:" and select the printer.
Define the content of the printout. Decide whether just the transmis-
sion parameters, the transmission parameters and the first page of the
fax or the transmission parameters and the entire fax should be
included. Confirm your selection with "OK".

A notification can be sent by e-mail or printed.

Please note that the printer selected here must be a local printer which is
recognized by the SwyxFax Server.

The parameters saved here are the default setting. These parameters will
appear in the "Send Fax" window. In this window, you can adapt the param-
eters to meet your requirements for the current fax.
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11.2.7.5THE "TEXT CONVERTER" TAB 11.2.7.6THE "MISCELLANEOUS" TAB

Fax Client configuration for User John Jones

General I Sender ] Send Options I
Transmit Reporting Text Converter Settings ] Miscellaneous I
Margins Forit
Top: il [Adal, 14
Bottom: 1

Select Font...
Left: 1
Right: 1
Reset to default |

ok | cancel | | Help |

If text files are to be attached to a fax transmission, these must be con-
verted to a suitable format (SFF) before transmission.

It is necessary to specify the layout for this. Define here the required
margins and font / font size.
Margins

Specify here the margin widths to be applied when text is converted
into a faxable format.

Font

Specify here the font and font size to which the text of an attached text
file should be converted.

Fax Client configuration for User John Jones
General ] Sender ] Send Options ]

Transmit Reporting ] Tent Converter Settings Miscellaneous

Corfirmation Prompt for these Actions
¥ Cancel 'Send Fax' dialog

v Delete fax documents from folders

v Reactivate emor faxes

When New Faxes Amive or Fax Transmissions Finally Fail

¥ Show a message

¥ Play a sound

Archiving Settings
I+ Use archiving
Start archiving after 30 days

ok | cancel | | Help |

The "Miscellaneous" tab is used to define additional settings for Swyx-
Fax Client, such as security queries or notifications.

Confirmations Prompt for these Actions

Under "Confirmation Prompt for these actions"”, you can activate the
corresponding checkboxes to indicate which actions (Cancel, Delete, or
Reactivate a fax transmission) must be confirmed to be on the safe
side. If confirmation is activated, a window will appear together with the
corresponding action, asking for confirmation of the action. This helps
to avoid accidental deletion, cancellation or reactivation.
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When New Faxes Arrive or Fax Transmissions Finally Fail 11.2.8 THE "PROPERTIES.." DIALOG:
Specify under "Actions when new faxes arrive, or on faulty fax transmis- THE "RELATIONSHIPS" TAB

sion" whether a new fax should be signaled directly with a window and
a notification tone. It is similarly reported when transmission of a docu-
. . yrep . . John Jones Properties

ment has failed. Activate the appropriate option.
Preferences | Relationships | Secretariate | Rights | Devices

Archiving Settings 59

—

Relationshipz of thiz User to other Users or Groups are

dispIe!yed in this dia!u:ng. ]

If you have faxes saved in the fax folders and these faxes are older than Relationships resulting from being & member of a Group are
. . . atly shown in the Group's properties.

the number of days specified here, a window will appear when you start

SwyxFax Client asking you to archive these documents. If you do not

activate this option, the documents will not be archived. %f;"jppmt Add.
Activate the archiving function here, and set the interval after which the m
documents should be archived (default: 30 days).
If old fax documents are present which should be archived, a prompt
appears asking for a directory in which the archived documents are to
be stored. The archived documents are deleted in the database. Relationships to Group 'Suppart’

Sighals ovwn incoming call: to "Suppart’

[0 Incoming calls ta 'Support’ are signaled

Sends statuz messages to 'Suppart’

[0 Receives status meszages from 'Support’

QK Cancel Apply Help

Here you can display the user groups the user is associated with and
the call or status signaling defined for these group relationships. Rela-
tionships will be explained in detail in the following chapter on the sub-
ject of "Groups".

If you have used a SwyxLink trunk to configure cross-server connec-
tions to another SwyxServer ( How to configure a SwyxLink
trunk, Page 296), then you likewise specify here the recipient on the
linked site to whom the selected user signals the status. This can be an
individual user or a group.

See 12.2.4 The "Properties..." Dialog The "Relationships” Tab, Page 219.
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0 A user can only call another user per intercom connection or use the SwyxIt!

Messenger if he or she is signaled the status of the other user.

ﬂ In the current version the Intercom function cannot be used between differ-

ent servers.

11.2.9 THE "PROPERTIES...' DIALOG:
THE "SECRETARIAT" TAB

John Jones Properties

Preferences | Relationships | Secretariate | Rights | Devices

A, Secretariate Configuration can be set up between bwo Users,
Thiz dialog dizplays and manages the invalved Users.

lohn Jores' is secretariate of:

M ame Add

m Dupont, Marie
Remave...

|

Iohn Jones' iz manager of:

MHame Add...

I

0K Cancel Apply Help
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Here you can see which secretariate relationships are defined for this
user. You will find information on the secretariate configuration in the
chapter titled "Secretariate".

See 12.3 Secretariate, Page 224.

11.2.10THE "PROPERTIES...' DIALOG:

THE "RIGHTS" TAB

John Jones Properties

Preferences | Relationships | Secretarate | Rights | Devices

Feature Profile to define available features, Aesign individual

§§ Select a Calling Right to azzign the User call permizsions and a
permizzsions for the Uzer to use certain functions.

Calling Right:

Feature Profile:

| Standard j
Functional Permizzions;
Change Forwardings A

|Jze Call Routing Manager [CRM]

|Jze Graphical Script Editar [GSE)

Start Collabaration

Change Local Settings v

Dezcription

Default profile allowing calls to all destinations.

Cancel Apply Help

Different rights can be assigned to a SwyxWare user. On the one hand,
it is possible to limit outgoing calls, and on the other hand the use of
particular functionalities can be denied.
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Call Permission

There are different levels for call restriction, which the administrator
can variably organize, e. g.

e. g
internal calls

only calls within the SwyxWare
e |ocal calls

only calls without prefix
® |ong distance calls

calls within the country; without international prefix
® international calls

all calls with international prefix

A user's Calling Right is defined by the assigned Call Permissions profile.
You can define various call restrictions e.g. only internal calls, local calls
or national calls. In addition, the administrator can also block specific
numbers or prefixes (e.g. chargeable prefix numbers).

See 9.1 Call Permissions, Page 128.

Available Functions

There are various Swyxlt! Classic functions which the administrator can
allow or disable for users. These functions can be assigned via function
authorizations or a specific administrator profile.

Feature Profile

The feature profile defines the selection of features which are available
in principle for the user. It is possible here to grant the user rights to
use advanced SwyxWare functionalities.

To change the feature profile, choose a different profile from the drop-
down list. In the standard installation of SwyxWare, only the "Standard"
profile is available; this provides all features for the user. Different pro-
files are offered in SwyxWare for DataCenter and SwyxON. See 9.2 Func-
tion profile, Page 137.
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If a different feature profile is assigned to a user, this change appears in the
change log.
See 7.7 Change log, Page 117.

Available Functions

In the field "Functional Permissions:", the administrator can define
which functions are available to the user by activating corresponding
checkboxes. The individual highlighted function is explained in the
"Description" field.

If individual functions are not included in the feature profile, they can-
not be activated in the lower field either. In this case, please choose a
different feature profile.

® Change forwardings

A user is allowed to modify the call forwardings (Unconditional, No
reply, Busy), i. e. the user can either set a number, to which the call is
to be forwarded or determine that all calls will be forwarded directly
to the Voice Box.

If the "Forwardings" option is deactivated, the user cannot change
any of the forwarding options (immediate, delayed, if busy). The Call
Routing Manager and Graphical Script Editor are then also deacti-
vated.

e Use Call Routing Manager (CRM)
With the help of the Rule assistants, the user himself can create a set
of rules for call handling here. See also https://help.enreach.com/
cpe/latest.version/Client/Swyx/en-US/index.html#context/help/
import_export_phonebook_$.
If a user does not have permission to start the Call Routing Manager
directly, then the scripts created with the Call Routing Manager will
still be available to the user. He can still change his forwardings
(Unconditional, No Reply, Busy). Graphical Script Editor is likewise
deactivated.
This functionality is included for SwyxWare for DataCenter and
SwyxON in the option SwyxBCR. In SwyxWare this functionality is
already included in the basic version.


https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/CRM_rules_$
https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/CRM_rules_$
https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/CRM_rules_$
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® Use Graphical Script Editor (GSE) logged off. The altered local settings become effective as soon as

In addition to the Rule assistants of the Call Routing Manager, a
graphical representation of the rules is offered here. Graphical
Script Editor is part of the option SwyxECR package.

If scripts that the administrator has use of the Graphical Script Edi-
tor. created for a user are to be applied, the function profile must
allow the use of use of the Graphical Script Editor.. In order to pre-
vent the user from changing script, the administrator needs to deac-
tivate the "Graphical Script Editor" check box in the user
configuration.

See also https://help.enreach.com/cpe/latest.version/Client/Swyx/
en-US/index.html#context/help/import_export_phonebook_$.

e Start Collaboration

The Collaboration function allows the user to share his or her desk-
top during a telephone conversation via SwyxlIt! Classic. The share
takes place on the Swyxlt! Classic user interface, in the menu "Func-
tions | Collaboration". When the desktop is shared, the user can
allow the conversation partner to access his or her computer.

See also https://help.enreach.com/cpe/latest.version/Client/Swyx/
en-US/index.html#context/help/collaboration_$.

The Collaboration function can only be executed between SwyxIt! Classic
users. Collaboration with a SwyxPhone is not possible. Both subscribers
must have SwyxIt! Meeting or TeamViewer installed on their computers
and must have the right to share applications. A user can only permit one
application share at a time.

The collaboration function with TeamViewer only works when the SwyxIt!
Classic users are logged in to the same SwyxServer.

® Change Local Settings

In the local configuration, users can define on which server and
under which user name they log on, which email client the "Voice
Box" button opens, and which voice compression is used.

The local settings for the voice terminals are made on another tab.
The local configuration cannot be performed in the SwyxWare
Administration. For this reason it is possible to change the local con-
figuration directly on the user's computer when Swyxlt! Classic is

SwyxIt! Classic logs in again.
See also https://help.enreach.com/cpe/latest.version/Client/Swyx/
de-DE/index.html#context/help/local_settings_$.

e Change User Profile

Here, you can define all the settings which directly concern the user
and those which the user finds on all telephony clients when he logs
in to SwyxServer. These include, e.g. Speed Dials, shortcuts, ringing
sounds, etc. These settings can also be made in the SwyxWare
Administration under user settings.

e Video calls

You specify here whether the user may receive and make video calls.

e Send/receive instant messages

You specify here whether the user may send and receive instant
messages with the help of SwyxIt! Messenger.

® Change own user picture

If this option is activated, the user is allowed to exchange his/her
own user picture.

When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

e Upload own user picture

If this option is activated, the user is allowed to upload his/her own
individually chosen user picture. This option can only be activated
when the option "Change own user picture" is activated.

e Load Skin

The user is allowed to select a different skin.

If this option is activated, the user can change his skin, i.e. he can
select another skin for the existing skins. This option is also activated
when "Edit the Skin" is activated.

e Edit Skin

The user is allowed to use and edit own skins with the Skin Editor.
See also https://help.enreach.com/cpe/latest.version/Client/Swyx/
en-US/index.html#context/help/skins_$.


https://help.enreach.com/cpe/latest.version/GSE/Swyx/en-US/#context/help/GSE_$
https://help.enreach.com/cpe/latest.version/GSE/Swyx/en-US/#context/help/GSE_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/collaboration_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/collaboration_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/phone_control_CTI_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/phone_control_CTI_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/skins_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/skins_$

User Configuration User configuration 206

e Record Conversation in Swyxlt! Classic ' . 11.2.11THE "PROPERTIES.." DIALOG:
The user can record calls that he makes with Swyxlt! Classic. THE ,,LOGIN DEVICE,, TAB

This functionality is included in the option pack SwyxRecord.

@ Change number and numbers of the lines =]
. . . . . : x
If this option is activated, the user can determine the number of John Jones Properties
available lines and assign certain incoming calls to the desired lines. Preferences | Relationships | Secretariate | Rights | Devices

e Chan ings for the encryption
Cha X &€ Se.tt gs ° .t € enc ypt ° . Below list bow shows information about the curently used devices of this
If this option is activated, the user can change the settings for the Swapw/are User, including the version and IP address.
encryption. See 11.2.1.9 The "Encryption" Tab, Page 174.

e (TI+ with external phone via phone number Device < | Wersion | Language | CTI | Public IP Addr
With SwyxCTI+, the user can control an external telephone via its Swwdd 193015440 | Engishlk _|No | 1921681018
phone number See 25.2.1 Configure a CTl pairing to the number of an
external phone, Page 383.

Functions on a SwyxPhone

If the user uses a SwyxPhone as a terminal, then only the authorizations

for "User Profile" and "Forwardings" take effect.

® User Profile < >
This affects the following functions:

Disable Secondary Call,

Incognito,

Adjust Ringing, Cancel Apply Help

Call Signaling,

Setting the function keys, speed dials and line keys On this page you can see which devices (telephone or computer client)
The setting options for voice and ringing volume remain the same. are currently logged on under this SwyxWare user.

e (Call Forwardings
The user can no longer change his or her settings for the forwarding
options (unconditional, if busy and no reply) or for Do not Disturb
(the settings for unconditional forwarding are applied).

No more than a total of four terminals of any type (SwyxIt! Classic, SIP
phone) can be simultaneously logged on to one SwyxWare user account.

Details for the logged on devices can be seen in the list:

Label Explanation

Device Type Swyxlt! Classic or telephone type

Version Version of the software for the device
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Label Explanation
Language for Swyxlt! Classic only: Language of the installed SwyxIt!
Classic
CTl indicates whether the device is controlled via CTI
IP-adress IP address of the device
MAC MAC address of the device
Operating system  for Swyxlt! Classic only: Operating system on which the SwyxIt!

Classic is installed

11.3 PERSONAL PHONEBOOK FOR A USER

Personal Phonebook of a User can also be edited in the SwyxWare
Administration. The administrator can, for example, export an
employee's personal phone book and import the data into the phone
book of his (new) colleague.

Here, the entries can be marked with a check as "personal entries", i.e.
other users will be signaled the number but not the name.

See also https://help.enreach.com/cpe/latest.version/Client/Swyx/en-
US/index.html#context/help/phonebook_$.

The administrator must have the rights of a system administrator to be
able to edit another user’s personal phone book.

You can:

® Open the phonebook and edit single entries.
e Import other phonebooks.

® Export the user's personal phonebook.

To edit the Personal Phonebook of a User

Select the user in the administration.

2 From the shortcut menu (right mouse button), select if you want to
e open the phonebook
e import a phonebook

11.4
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e export this phonebook

When you import or export phonebooks, a wizard will guide you
through the process.

See also https://help.enreach.com/cpe/latest.version/Client/Swyx/en-
US/index.html#context/help/import_export_phonebook_$.

The user can change the Personal Phonebook himself with his
telephony client (SwyxPhone or Swyxlt! Classic). Alternatively, users of
SwyxIt! Classic or SwyxPhone Lxxx can edit their Personal Phonebook
with the help of the SwyxWare. This does not apply to the phonebooks
of the SwyxPhoneDxxx.

ACTIVATE/DEACTIVATE OR DELETE
USERS

It is possible to deactivate a user account, for example if an employee is
temporarily absent. The deactivated user can then no longer log in to
SwyxServer. However, the user’s call routing (Call Forwarding, etc.) will
continue to function and all his or her settings will remain intact.

In a SwyxWare for DataCenter installation a deactivated user will also be
counted for thr license report (Configured User). Select the feature profile
'Deactivated’ for the deactivated user. Users with this profile are not
included in the license data reporting.

At SwyxON, the number of users ordered is always recorded in the usage
report, even if these users are assigned the function profile "Deactivated".

If the rule " lock user after failed login attempts" is activated in SwyxServer
configuration, then users can be automatically deactivated by the system
and any potentially terminal devices and clients logged on may be logged
off. See 7Password settings, Page 110.
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How to deactivate a user

Select the corresponding entry from the user table.

2 Select "activate (deactivate) user" in the context menu.

3 Confirm your entry by clicking on "OK".
User status is modified. The corresponding symbol appears in the
list next to the user name:

Status

The user is activated and logged in.

Symbol

The user is activated and logged off.

The user is deactivated.

You can also activate or deactivate a user by opening the "Administra-
tion" tab in user settings and clicking on the checkbox "User is activated
(deactivated)". See 11.2.1.1 The "Administration” Tab, Page 164.

This is how you delete a user

1 Select the corresponding entry from the user table.
2 Inthe context menu, select "Delete".

3 Confirm your entry by clicking on "OK".
All user data are removed from the database.
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11.5 TO ASSIGN PROPERTIES OF A USERTO
A NUMBER OF OTHER USERS

You can execute the configuration of a greater number of users faster,
if you assign certain properties of an already configured user to all
existing members of a group ("target group").

You cannot undo the assignment of user properties to multiple users. Cre-

| ate a backup of the SwyxWare database before, 7.70 Backing up the Swyx-
* Ware Database, Page 120.

You cannot use the "Everyone" group as target group since the already con-
| figured user belongs to this group himself.

To select users who are not in an existing group you can create a temporary
group in advance, see 12.1 Create a group, Page 215.

How to assign properties of a particular user to a group of users

You have configured the user as desired.
1 Right-click on the corresponding entry in the user list.
2 Inthe context menu, select "Clone properties...".

You can specify the following parameters:

Name Explanation

Client settings Client settings should be assigned to the target
group, See 11.2.6.1 The "General" Tab, Page 185.

Click on "Select" to activate the desired options.

Call Routing Call routing settings (including rules and scripts)
should be assigned to the target group, see 711.2.4

The "Call Routing Manager..." Dialog, Page 181.

Speed dial entries from 1 Speed dial assignments should be assigned to the
to target group.
Define how many speed dials (starting from the first,
160 chracters max.) should be assigned, see 71.2.6.4
The "Speed Dials" Tab, Page 188.
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® assign corresponding SwyxWare users to Windows users that
already exist

® change basic SwyxWare parameters in the Windows user adminis-
tration

Name Explanation

Call Forwarding Busy Settings for Call Forwarding Busy should be assigned
to the target group, see 11.2.5.2 The "Call Forwarding

Busy" Tab, Page 182.
® when deleting a Windows user account, remove the associated

Call Forwarding No Reply  Settings for Call Forwarding No Reply should be SwyxWare user directly

assigned to the target group, see 11.2.5.3 The "Call
Forwarding No Reply" Tab, Page 183. For information on the subsequent registration or deregistration of the
Active Directory enhancement, see E.2 Active Directory

Call Forwarding Uncondi-  Settings for Call Forwarding Unconditional should be extension, Page 425,

tional assigned to the target group, see 11.2.5.1 The "Call

Forwarding Unconditional” Tab, Page 182.
When users are created or edited in Windows user administration, this is

Target group Select a group for property cloning, [ usually done on an administrator's workstation computer. In order to dis-
. play the corresponding SwyxWare tabs and wizard pages, please install the
3 Click on "OK" to confirm the configuration changes. 'AD Integration' component of SwyxWare Administration on this worksta-
The selected properties are assigned to all members of the group. tion computer. The installation of the Active Directory enhancement with
the SwyxServer simply expands the AD database with the relevant fields; it
Members who are assigned to the group afterwards will not inherit the does not provide an interface. The scheme of the Active Directory won't be
| properties. changed.

Assign the properties to the group again, if required.
SwyxWare user assignment when creating a Windows user

When a new Windows user is created, additional pages appear in the

1 1 .6 CONFIGURE USERS IN THE WINDOWS wizard, querying the basic SwyxWare parameters.
USER ADMINISTRATION This is how you create a new user in the Windows user administra-

tion.

In the user administration, select in the "User" context menu the
entry "New". A wizard will guide you through the relevant steps. Only
the steps which lead to the creation of an associated SwyxWare user
are described in the following.

1
0 This function is not available for SwyxON.

SwyxWare users can be managed in the Windows user administration.
There you can 2 SwyxWare user name, and a description

Here you can also deactivate the checkbox "Create assigned
SwyxWare user".

If the checkbox is activated, the SwyxServer is contacted.

In the first logon to SwyxServer, the logon parameters (Windows
authentication or user name and password) are checked and stored,

® when creating a new Windows domain user (Active Directory user
and computer), directly create an associated SwyxWare user and
assign him basic SwyxWare parameters such as name and number



User Configuration Configure users in the Windows user administration

so that a further logon takes place automatically. Please note that
the rights for creating new users are required (9.3 Administration
profiles, Page 143).

You can also assign an existing SwyxWare user to the new Windows
user here. In this case the other parameters are not queried.

Internal Numbers

Enter the internal number for this user here.

Use "Verify" to immediately check whether this number has already
been assigned.

Clicking on "Next unused" will automatically assign the next unused
internal number to the user. You can also enter a number, e. g. 210,
in order to leave the number range below untouched. Clicking on
"Next unused" will then assign the next unused internal number.
"Check" lets you check whether an entered internal number is
already present.

Activate the checkbox "Show in Phonebook" if this number is to be
listed in the Global Phonebook. Name resolution is always
performed, regardless of whether the user is entered in the Global
Phonebook.

Mapped public numbers

If the internal number is to be reachable from the public telephone
network, it must be mapped to an external number. You can enter
this public number directly in the field or click "Select...".

The "Choose public number" window will appear.
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Selection of Public Number

Select a Trunk Group with the appropriste Public Murber or SIP URI frarm the list.

If you select a PSTH Trunk Group with a range of extenzion numbers, enter the requested extenzion number in
the: field below.

Trunk Name | External number / Nurnber range / SIP LRI | A
ISDN T +4420000 (800 - 935)
SIP Trurk sipjonesEcompany. com

SIP Trunk +430 [100 - 1599)

ISDN T +432317 (000 - 100]

Mapped Public Humber: +490

| Cancel |

Select the SIP URI or public number here.

If the public number is to be taken from a numbers range, double-
click on that range.

Assign the external number in the "Mapped Public Number:" field
and click "OK".

Swyxlt! Classic and SwyxFax Client are automatically assigned to the
user. The logon configured here is via the associated Windows user
account. See 11.2.1.1 The "Administration" Tab, Page 164.

SIP Devices

Activate the checkbox, if you want to allow the registration with a SIP
capable device. This option is deactivated by default.

Enter the following user information. Specify whether the
authentication mode is chosen according to the server standard
settings, or whether authentication should always or never take
place. If authentication is required, enter here the necessary data for
authentication, such as the user name and the password. These do
not need to be identical to the SwyxWare user name and password
that you may have configured for logon with a SwyxIt! Classic.

See 11.2.1.4 The "SIP Registration" Tab, Page 169.

SwyxPhone Lxxx
Allow the logon with a SwyxPhone Lxxx.
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Assign the user a PIN, with which he logs in to the SwyxServer. This
PIN must contain between 1 and 16 digits.
See 11.2.1.6 The Tab "SwyxPhone Lxxx", Page 171.

Internal SwyxFax Numbers

Enter the internal fax number for this user here.

Use "Verify" to immediately check whether this fax number has
already been assigned.

Clicking on "Next unused" will automatically assign the next unused
internal fax number to the user.

Mapped public fax numbers

If the user also receives faxes from the public telephone network, an
external fax number has to be assigned to the internal fax number.
You can enter this public fax number directly in the field or click
"Select...".

10 Mobile number

1

Enter the mobile number of the user in canonical number format.

E-mail address:

The user must be assigned a unique e-mail address for SwyxWare
integration in Microsoft Office (SwyxIt! Classic function "Office
Communication AddIn"). The e-mail address indicated must be the
primary SMTP e-mail address set up for the user on the Microsoft
Exchange Server.

This e-mail address is also the default setting for delivering voice
messages. The e-mail address of the Voice Box can be configured by
the user or in the SwyxWareadministration in the "Redirects" dialog,
see 11.2.5.4 Standard Voice Box" tab, Page 183.

0 A configuration of the special Voice Box e-mail address has no influence on
the existing e-mail address that was created for the integration in MS Office.

12 Further parameters are created as standard:

e Location
As location, the default location is assigned to the new user.
e Call Permission

The default call permission is configured. See Default Calling
Right, Page 136.
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e Feature Profile
The default feature profile is configured. See Default Feature
Profile, Page 142.

13 The overview of the AD configuration wizard contains a summary of
the SwyxWare parameters configured here.

Assign SwyxWare user to existing Windows users

A SwyxWare user can be assigned to existing Windows users in Win-
dows user administration.

This is how you assign a SwyxWare user to a Windows user

1 Open the Windows user administration.

2 Inthe user's shortcut menu, open the properties and switch to the

"SwyxWare" tab.

3 You have several different options:

e Select an existing SwyxWare user from the list. In this case the
corresponding Windows user account is assigned to the
SwyxWare user.

or

e Select the list entry "Create new SwyxWare user". A new
SwyxWare user is created. All the necessary parameters will be
queried by a wizard ( This is how you create a new user in the
Windows user administration., Page 209 from step (3)).

SwyxWare user data amendment in Windows administration

You can also change basic parameters, such as the location or the fea-
ture profile of a SwyxWare user from the Windows user administration.

This is how you change the parameters of a SwyxWare user in the
user administration

1 Open the Windows user administration.

2 Inthe user's shortcut menu, open the properties and switch to the
"SwyxWare" tab.



User Configuration Export User List

3 You can change the following parameters here:
e SwyxWare user name
e Location
e Call Permission
e Feature Profile
4 Click on "SwyxWare Administration..." to open the SwyxWare

Administration and enter further configurations for the user such as
Call Routing scripts.

Delete an associated SwyxWare user or the link

In the Windows user administration you can delete a SwyxWare user, or
just cancel the link between the Windows user and SwyxWare user.

This is how you delete a SwyxWare user in the user administration

11.7

Open the Windows user administration.

2 Inthe user's shortcut menu, open the properties and switch to the
"SwyxWare" tab.

3 Remove the checkbox "Is SwyxWare user".

4 A query appears: do you want to remove the SwyxWare user
altogether or cancel the link to this Windows user?

5 After confirmation with "OK", the user or link is removed.

EXPORT USER LIST

From within SwyxWare Administration you can export a list of all users
directly into a file. This list can then e.g. be re-imported to the phone-
books of other SwyxServers.

For further information on importing a user list into the phonebook of a
SwyxServer, please refer to 7.6.1 The Import and Export of
Phonebooks, Page 116.

YAV

How to export the user list

Open the SwyxWare Administration and choose the SwyxServer.

2 Please select the "Users" folder and click with the right mouse
button on the folder.

3 Select the entry "Export user list..." from the shortcut menu.
The export wizard for the user list will open.

Export Phonebook Wizard
"

Select Phonebook Entries to Export n ol

Which Phonebook entries should be written to the export file? 2 - ‘

Please deselect all Phonebook entries that shall not be exported to the texd file.

MName Phone Number Visibility in Phonebook
WL Oskar  +4% 1234 4567 Show

¥ Include descriptions

Nex = Cancel

4 Activation of the corresponding checkbox will define which entries
are to be exported. Furthermore, you define whether

e to export the user description
e to export the SwyxWare groups
e to export only the first entry for a user/group.
5 Click on "Next >".
Select the name and the path for the export file and define
e whether an existing file should be overwritten
e whether the first line of the file should contain the name of the
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11.8

11.8.1

fields being exported (column name).
6 Click on "Next >".
7 Close the Export wizard with "Finish".
You will receive a CSV file in which the data fields are shown in
qguotation marks and separated by semicolons, whereby one line is
used for each entry.
Example:
"Schmidt,Eva","+4420123456789";"Description”

"Doe,John";"+4420999888777""Description”

If you encounter problems when converting from databases, please refer to
the corresponding articles in the Knowledge Base on our homepage.

VOICE BOX

Every SwyxWareuser has their own personal answering machine (voice
box). Voice messages can be called up in the call journal and can
optionally also be sent to an e-mail address. For this purpose, an e-mail
system that uses SMTP (Simple Mail Transfer Protocol) as the mail
transport protocol is used. Incoming calls can be forwarded to Voice
Box with the Call Forwarding function.

See 22.3 Voice Box, Page 348.

REMOTE INQUIRY

Remote Inquiry allows the user to listen to his voice messages and to
change Call Forwarding Unconditional from any telephone line. When a
user is called at the or her own SwyxWare number, he or she identifies
him/herself to SwyxWare with a Remote access PIN; only then can he or
she listen to, repeat, or delete new voice messages and afterwards all
existing voice messages.

See 22.4 Remote Inquiry, Page 349.

11.9

11.9.1

213

CONFERENCE

For online licensing information, see 3 Licensing via license key, Page 28.
or
2 Online Licensing, Page 21.

The Conference function is implemented with the help of the "Swyx-
ConferenceManager" service. The installation of the ConferenceMan-
ager can be carried out on SwyxServer or on an independent computer.
The ConferenceManager takes over the management of the conference
participants and mixes the voice data.

See 5.7.1 Installation of a SwyxWare component on an additional
computer, Page 67.

When ConferenceManager is installed, a user is set up that is specifi-
cally intended for operating this ConferenceManager. If more than one
ConferenceManager is installed, a user is created for each Conference-
Manager. The conferences are then distributed to the various Confer-
enceManagers.

If a ConferenceManager is activated, all users can use the Conference
functionality, i. e. they can initiate conferences and add more than two
subscribers to conferences. See also https://help.enreach.com/cpe/lat-
est.version/Client/Swyx/en-US/index.html#context/help/import_ex-
port_phonebook_$.

For a user to be able to start a conference, he must have this functional-
ity available in his feature profile (SwyxAdHocConference) and he must
have the functional permission for it (71.2.10 The "Properties..." Dialog:
The "Rights" Tab, Page 203).

CONFERENCE ROOMS

A conference room allows users to meet independently of each other. A
Conference Room is represented by the internal number of a specific
user known as "Conference". The name "Conference" can only be
changed by the Administrator with the help of the configuration wiz-
zard. The Conference Room can be called by the conference partici-
pants independently of one another. The arrival of a caller in the
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conference room is signalled by a tone. The same is true for the depar-
ture from a conference.

A Conference Room is set up by assigning numbers to the user labelled
"Conference" as you would for a normal user.

See 11.2.2.1 The "Numbers" Tab, Page 177.

Each internal number of the user labeled "Conference" represents a dif-
ferent Conference Room. It is now possible to create rules for this user
with the help of the Call Routing Manager in order to limit access to the
Conference Rooms for example by PIN request, number of the caller or
time of day.

See also https://help.enreach.com/cpe/latest.version/Client/Swyx/en-
US/index.html#context/help/import_export_phonebook_$.

In SwyxWare for DataCenter and SwyxON environment, the configured con-
ference rooms are counted separately in the license report.

To add or remove a conference room is the same as to add or remove
an internal number to the user "Conference". These changes will be
written in the change log.

See 7.7 Change log, Page 117.

Silent conference participation

Silent participants, i. e. participants who can listen to the conference
call but not speak (ListenOnly), can be allowed to take part in confer-
ences in conference rooms.

This functionality is implemented through an addition to the number of
the conference room, the character sequence '#OWC'.

Please note that the complete string of digits (<number of conference
room>#0OWC) must be dialled as a block number.

The entry / departure of a silent conference participant is also
announced by an audio signal. This signal is different from the usual
entry/departure signal to indicate that this participant cannot take part
in the conference call.
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Example:
You set up a conference room with the internal number 219"

With the help of you create a script that accepts calls to the number 219
and requests entry of a PIN. Depending on the entered pin, the call is
branched: Callers who enter the sequence 1234 are forwarded directly
into the conference (block 'Deliver'; to number '219'); callers who enter
the sequence 6789 are also forwarded into the conference, but as listen-
ers (block "Deliver’; to number '219#0WC).
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12.1

CONFIGURATION OF GROUPS

Creation and configuration of Groups

In this chapter the creation and configuration of groups will be

explained

In this context the configuration of the secretary functionality (Chese) is

described.

CREATE A GROUP

Any number of groups with any number of members can be configured
in a SwyxWare installation; a user can be a member of more than one
group. Setting up groups makes it possible to contact members at a

central group number.

How to create a group

1 Click with the right mouse button on "Groups" and select "Add
Group...".
The "Add new group..." Wizard will appear.

2 Group Properties

Enter a name and, if required, a description for the group. The name

must be unambiguous within SwyxWare.

Indicate whether from now on all newly created users should be

members of this group.

The Checkbox "Make this group the 'Everyone Group'. All new users will be
added to this group." can only be activated if you have previously deacti-
vated this functionality in the "Everyone" group. However, new users will
then no longer have access to the functionality of the pre-configured group

"Everyone", e. g. Standard Call Handling.

See The Group "Everyone", Page 86.
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Click on "Next >".

Hunt group type:
Specify how calls are to be delivered to the individual members. You
have several options:
e Parallel
Calls to the group number are delivered simultaneously to all
members. The person who accepts the call first speaks to the
caller.
e Sequential
Calls to the group are delivered to each group member in order,
always starting with the first group member.
e Rotary
Calls to the group are delivered to each group member in order,
Always starting with the next group member, i. e. for the second
call with the second member, for the third call with the third
member and so on.
Specify the maximum duration of an individual connection
attempt, before the call is routed to the next member of the
group.
e Random
Calls are distributed randomly within the group, i. e. when the
specified time is over, the next member is selected randomly from
the entire group.
Specify the maximum duration of an individual connection
attempt, before the call is routed to the next member of the
group.
Click on "Next>".
Internal number
Assign the group an internal group number. All members of the
group can be reached at this number.
Use "Verify" to immediately check whether this number has already
been assigned.
Clicking on "Next unused" will automatically assign the next unused
internal number to the user. You can also enter a number, e. g. 210,
in order to leave the number range below untouched. Clicking on
"Next unused" will then assign the next unused internal number.
"Check" lets you check whether an entered internal number is
already present.
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Activate the checkbox "Show in Phonebook" if this number is to be

listed in the Global Phonebook. Name resolution is always

performed, regardless of whether the user is entered in the Global o
Phonebook.

Click on "Next>".

You can also add users later by selecting the users in the user list and mov-
ing them into the group per Drag&Drop.

7 End the set up of the group by clicking on "Finish".

The users assigned to a group will be shown when you highlight the
desired group in the "Groups" directory. The members will then be
listed in the window on the right.

5 Internal number mapping:
If the internal number is to be reachable from the public telephone
network, it must be mapped to an external number. You can enter
this public number directly in the field or click "Select...".
The "Choose public number" window will appear.

How to add a user to a group or remove a user from a group
Selection of Public Number

1 Click with the right mouse button on the group in which you would

Select a Trunk Group with the appropriate Public Mumber or SIP URI from the list. K " e
like to add or remove the user and then select "Properties".

If pou zelect a PSTH Trunk Group with a range of extengion numbers, enter the requested extenzion number in 2 Select the "Mem be rs" tab
the field below, :

3 Click on "Add".
Tiunk N Estemal number / Numb / 5IP LR . . . .
T | 0 B0 B = Select the desired users in the dialog which now appears. If you
SIP Trunk sipiones@company. com would like to remove a user from a group, highlight this user and
SIP Trumk, +430 (100 - 1383] lick "R n
ISON T +452311 (000 - 100] clic emove.

Or

v 1 Select the user list.
Mapped Public Number: a0 2 Highlight all the users that you would like to add to or remove from
the group. Hold down the CTRL key to select multiple users.
| Cancel | 3 Move all users into the group by drag&adrop.
Select the SIP URI or public number here. Users newly added to the group are always inserted at the end of the

Assign the external number in the "Mapped Public Number:" field group. Use the arrow keys on the right-hand side of the list to change
and click "OK". the position of a new user within the group.

Click on "Next>".

6 Group members
Add the users who are to be members of this group. Click "Add..." to 1 2'2 CONFIGURE GROUP

select SwyxWare users from a list.

You can select and add several users at the same time by keeping
the Ctrl button pressed.

With the sequential and rotary call Hunt Group types the order of
group members is observed. Use the arrows to sort the group
members so that the first member is at the top of the list.

You can configure the properties of a group in the same way as you
would the properties of a user.

Within the groups, calls can be distributed in different ways, e. g. to all
members simultaneously, sequentially, rotary or randomly.



Configuration of Groups Configure group

12.2.1

The Administrator can configure lines for the group members so that
the group number is always shown for outgoing calls.

See 12.2.2 The "Properties..." Dialog The "Numbers" Tab, Page 218.
In addition, creating groups makes it easier to assign user relationships.
See 12.2.4 The "Properties..." Dialog The "Relationships" Tab, Page 219.

THE "PROPERTIES..!" DIALOG
THE "GENERAL" TAB

Support Properties

General | Numbers | Members | Relationships | Atemative Numbers
Define the name and Hunt Group type of the Group. The Hunt

@ Group type defines the way callz are delivered to the group
members.

Group Information

Group Mame:
Diescription: |Supp0rt Employess
Hurt Group Type: |F'ara||e| j

—

[ Make this Group the "Evervane Group™.
All new Users will be added ta this Group.

[ Calls b this group will be alzo delivered to MEM devices.

Cancel Apphy Help
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You can also change the name of a group here after creating it.

Do not change the names of the pre-configured groups "Operator",
"Sales" and "Support". Otherwise the Auto Attendant will no longer
function.

In the field "Hunt Group Type", define how the calls will be distributed:

e Parallel
Calls to the group number are delivered simultaneously to all mem-
bers. The person who accepts the call first speaks to the caller.

e Sequential
Calls to the group are delivered to each group member in order,
always starting with the first group member.

® Rotary
Calls to the group are delivered to each group member in order,
Always starting with the next group member, i. e. for the second call
with the second member, for the third call with the third member
and so on.

e Random
Calls are distributed randomly within the group, i. e. when the speci-
fied time is over, the next member is selected randomly from the
entire group.

The Checkbox "Make this group the 'Everyone Group'. All new users will
be added to this group." can only be activated if you have previously
deactivated this functionality in the "Everyone" group. However, new
users will then no longer have access to the functionality of the pre-con-
figured group "Everyone", e. g. Standard Call Handling.
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12.2.2 THE "PROPERT'ES" DIALOG specti)fy a nzvglinternal number, and - if desired - a mapped external
THE "NUMBERS" TAB e

If the number is not available, a warning appears.

- [ x | You can insert a numbers range here with "Insert range...".
Support Properties = o .
If numbers within the numbers range are already assigned, these
General | Numbers | Members | Relationships | Atemative Numbers remain mapped to their users. In that case only unused numbers within
wiithin Swapgstafare Uszerz call each other by uzing “lntemal this range will be aSSigned to the group.
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Internal Mumbers:

Mumberz". These may have any number of digites but rmust not
overap with other [nternal Mumbers.

Number Mappings

In this section is a list of the internal numbers and the corresponding
Phonebook | Internal Number | . bli b URI
Show 105 mappings to public numbers or URIs.

You can delete individual entries by highlighting them and then clicking
"Remove". If you would like to add further numbers, click "Add..." and
| Add. T — | | specify a new internal number, and - if desired - a mapped external
number or URI.

Mumber Mappings:

. If numbers within the numbers range are already assigned, these
Internal Mumber | Public Hurnber | . . L
105 4420105 remain mapped to their users. In that case only unused numbers within
this range will be assigned to the group.

Add..

oK Cancel Apply Help

The internal numbers and their mapping to public numbers or URIs are
configured on this page.

Internal numbers

You see a list of the internal numbers for this SwyxWare group.

For each of these entries you can indicate whether the number should
be shown in the SwyxWare Global Phonebook. Do do this, activate the
checkbox on the line with the corresponding number.

You can delete individual entries by highlighting them and then clicking
"Remove". If you would like to add further numbers, click "Add..." and
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12.2.3 THE "PROPERTIES...' DIALOG 12.2.4 THE "PROPERTIES... DIALOG
THE "MEMBERS" THE "RELATIONSHIPS" TAB

Support Properties Support Properties
General | Numbers | Members | Relationships | Atemative Numbers General | Mumbers | Members | Relationships | Atemative Numbers
Add or remove Group memberz. For "Rotary' or "'Sequential”’ Relationzhips to ather Groups and Users
@ Hunt Groups the sequence of the Group members iz being used.
M arne Add...
Q Dupant, Marie
Members: M
Q Dupont, Marie
QJDhn Jones
Relationships to User Dupont, Marie'
Signalz own incoming call: to 'Tupont, b arie'
[ Incoming calls to 'Tupont, Marie' are signaled
Sends status meszages to ‘Dupont, Marie'
[0 FReceives status messages from 'Dupont, Marie'
R elationzhips within the Group
[ Call zignaling to other Group members
Add... I Mutual status signaling
0K Cancel Apply Help oK Cancel Apply Help
An overview of the group members is given on this page. Relationships help you define whether calls for a user or that user's cur-
You can add or remove members here rent status are signaled to other users or groups, even across servers.

Call signalling will be shown in clients and SwyxPhones. The status,
which includes "Logged off", "Available" and "Speaking", is indicated
with the help of the Speed Dials and in the Phonebook. For more infor-
mation on visual or acoustic signaling, see https ://help.enreach.com/

You can specify the order of the group members - relevant for the Hunt cpe/latest.version/Client/Swyx/en-US/index.html#context/help/sta-
Group - here by moving the highlighted group member with the arrows. tus_signaling_$

An easy method to add one or several users to a group is by moving
them per drag & drop from the user list in the window on the right to
the respective group in the window on the left.

and https ://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/
index.html#context/help/call_signaling_$.


https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/status_signaling_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/call_signaling_$
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Relationships to other groups and users

Here you can define relationships to other users or groups. The page
contains the respective call or status signals of the group members to
the user or group selected above. If you have used a SwyxLink trunk to
configure a cross-server connection to another SwyxServer, then you
likewise specify here the recipient on the linked site to whom the
selected user signals the status.

Relationships within the group

Here you define the call and status signalling within the group.

A user can only call another user per intercom connection or use the
SwyxIt! Messenger if he or she is signaled the status of the other user.

If a user is a member of a group, the relationships defined within the
group will also apply to this user. The group will not be shown in the
relationships list if you define additional relationships in the properties
dialog for this user. For the purpose of clarity, relationships to groups
should only be entered via this user dialog if the user is not a member
of this group.

Please note that call and status signaling always relates to users or
users as group members and not to groups as such. This means, for
example, that a group without members cannot signal any calls to other
users or groups.

The following relationships can be configured for a User/Group A:

e "Signaled calls to <User/Group B>"
When this setting is made, calls which are for User A or a member of
Group A will also be signaled to User B or all members of Group B.
Users to whom a call is displayed in this manner then have the
option of picking up the call.

@ "Incoming calls for <User/Group B> are signaled"
If this setting is activated, all calls directed to User B or members of
Group B will be signaled to User A or all members of Group A.

@ "Sends status messages to <User/Group B>"
When this setting is activated, User A or all members of Group A
inform(s) User B or all members of Group B about their status. This

220

allows User B/ all members of Group B to contact User A/ all mem-
bers of Group A by Intercom.

® "Receives status message from User/Group B"
With this setting User A / all members of Group A receive(s) the sta-
tus messages of User B / all members of Group B. This allows User A
/ all members of Group A to contact User B/ all members of Group B
by Intercom.

When dealing with groups, the following settings will define the rela-
tionships within the group:
e "Call signaling to other group members"

Incoming calls for one member of a group will also be signaled to all

other group members. This gives the other members the opportu-
nity to pick up the call.

® "Mutual status signaling"
All members of the group signal their status (Logged off, Available,
Speaking) to the other members. This allows all members of the
Group to contact each other directly.

It is easiest to explain the use of the group functionality using a practi-
cal example:

Five employees work in the Support department of a company (e. g.
in London). These employees are defined as SwyxWare users and
are all assigned to the SwyxWare group ‘Support. The Support
employees have the numbers 101-105. The Support group has been
assigned the number 100.

It is now possible to cover various functionalities:

e (alls to the group number 100 are to be signaled to all Support

employees.

All calls to the group number will also be delivered to the individual
Support employees, because the Support employees have been
assigned to the Support group. The calls are distributed according to
the Support group's Hunt Group type (parallel, sequential, rotary or
random). This allows any Support employee to pick up incoming
calls for the group number 100.
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e C(Calls for Support employee A are also to be displayed to the other process of configuring the relationships within a group, you also
Support employees so that they can pick up the calls if employee A is have the option of configuring the relationships of the group
absent. members in the "Relationships within Group" section.

In order to configure for this, you must activate "Call signaling to

other group members" within the re'ationships of the group' Please notethat dea('.tlvatlng d S|gna||ng 0pt|0n W|” n0t Cancel any Other
o settings! This means, based on the above example, if you add the Support

department manager to the Support Group, which signals calls and status
messages within the group, and if you also enter a relationship between the
department manager and the Support Group, in which you deactivate sign-
aling to the group, the group will still be signaled the calls and the status
messages of the department manager.

e If all Support employees should receive information on the status of
the other employees, "Mutual status signaling" must be activated in
the group configuration. This configuration makes sense if you
would like to know immediately whether you can forward the call
from a customer with specific questions directly to the appropriate
expert, or whether this expert is absent or already on the telephone
with another customer.

e The department manager of the Support group is to receive all of 12.2.5 THE "PROPERTIES... DIALOG
the employees’ status and call signaling, while he himself does not THE "ALTERNAT“,E NUMBERSII TAB

want to signal his calls or his status to the employees for confidenti-

ality reasons. Alternative numbers can be specified here, which a user belonging to
For this configuration, activate call and status signaling within the the group can signal to the call partner on outgoing calls.

Support group. Do not add the Support department manager to the Which alternative number users in the group finally signal is defined on
Support group, as otherwise the department manager's calls and a line in the SwyxIt! Classic/SwyxPhone. Alternative numbers are
status messages will be signaled to the group. However, in order for marked there by the addition Alternative number. See 11.2.6.6 The"Line
the department manager to receive the signaling for the Support keys" Tab, Page 190.

employees, you must explicitly add the department manager to the ‘

relationships configuration of the group and activate the relation- Example:

ships "Signals incoming calls to ‘Department Manager™ and "Sends The administrator can allow every SwyxWare user to signal the opera-
status messages to ‘Department Manager™. You can also create this tor's number (+44204666100) externally, by adding this number as an
configuration for the user Department Manager on the "Relation- alternative number to the group "Everyone". This allows every user to
ships" tab by adding the group there and activating the appropriate configure this number on the line button as outgoing number..

relationships.

How to configure relationships for groups

1 Click on the group or user to be configured with the right mouse
button and select "Properties".

2 Select the "Relationships" tab. Add the users and groups you want in
the section "Relationships to other Groups and Users". If an intersite
connection is configured, users and groups of the linked SwyxServer
are shown here as well. Now highlight a user or a group from the list
and configure the appropriate relationships. If you are in the
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Group A Properties

General | Numbers | Members | Relationships | Altemative Numbers

3 Y22 Altemative Numbers are used to replace the own Calling Party
FEA
: 0

Mumber for extemal calls.

Alternative Mumnbers:

Internal Murnber | Public Humber | I zer ar Group Mame |
410 +923 477740 UzerC
Add... | |
oK Cancel Apply Help

To remove the assignment of the alternative number, highlight it and
click on "Remove".

If the deleted number is specified within the user configuration as the num-
ber/URI for outgoing calls, then outgoing calls that should go via this num-
ber are discarded. So use another number/URI for incoming and outgoing
calls.

To add an Alternative Number, which the SwyxWare user in this group
should signal on outgoing calls, click on "Add...".

12.2.6
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Alternative Number Selection

Please select existing Mumber Mapping:

Internal Mumber | Public Nurnber | User or Group Name |
102 Usera_2

103 Dupant, Marie

222 +492314777222 User B

323 +492314777323 User A

410 +492314777410 User C

You can choose from all numbers which are assigned within SwyxWare
and are not allocated to this group. Highlight the alternative number
you want, and click "Use". Close the tab with "OK" to save the changes
you have made.

Next, configure the number/URI for outgoing calls for the group's Swyx-
Ware users on a specific line button. See 11.2.6.6 The"Line keys"
Tab, Page 190.

THE "PROPERTIES... DIALOG
THE "VOICE BOX" TAB

A separate Voice Box (answering machine) can be configured for each
group